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INTRODUCTION

Under its wider R&D budget for 2007-2013 

– known as the Seventh Framework Pro-

gramme for Research (FP7) – the EU is in-

vesting EUR 1.4 billion for security research. 

This catalogue presents an exhaustive over-

view of all projects currently supported by 

FP7’s Security Research budget as of July 

2010.

Europe has never been so peacefully consoli-

dated or prosperous, yet it is also vulnerable 

to threats such as terrorism, organised crime 

and natural disasters. Making Europe more 

secure and resilient for its citizens and critical 

infrastructures, while strengthening its SMEs 

and industrial competitiveness is the goal of 

Security Research. To date a signifi cant pro-

portion of the committed budget (> 20%) is 

going to SMEs. By stimulating research and 

innovation – and promoting direct coopera-

tion between providers and end-users of se-

curity equipments, systems and knowledge 

– the EU can better understand and prepare 

itself to face risks and disruptive events in a 

constantly changing world.

The evolving nature of security implies many 

new challenges. To strengthen the respect 

of fundamental human rights, including 

privacy, research into the preparedness 

and response of society to potential or ac-

tual threats and crises is essential. Thus, it 

is promising to see that European Security 

Research eff orts in this area have increased 

substantially in the last few years, as readily 

seen in the below catalogue of FP7 projects. 

These projects cover the entire range of 

FP7’s Security theme, including advanced 

research into the societal dimension of se-

curity, protection of citizens against chemi-

cal, biological, radiological, nuclear and 

explosive (CBRNE) materials or man-made 

and natural events, critical infrastructure 

protection, crisis management capabili-

ties, intelligent maritime and land border 

surveillance, pre-standardisation and the 

interoperability of systems. 

Investing into security research for 
the benefi ts of European citizens, critical 
infrastructures, SMEs and industry. 
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Further information is available at: 

http://ec.europa.eu/enterprise/security/index_en.htm
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ADABTS

Project objectives

ADABTS aims to facilitate the protection 

of EU citizens, property and infrastructure 

against threats of terrorism, crime and riots 

by the automatic detection of unusual hu-

man behaviour.

ADABTS aims to develop models for abnor-

mal and threat behaviours and algorithms 

for automatic detection of such behaviours 

as well as deviations from normal behaviour 

in surveillance data.

ADABTS aims to develop a real-time evalua-

tion platform based on commercially avail-

able hardware, in order to enable high-

performance low-cost surveillance systems.

Description of the work 

ADABTS will gather experts in human fac-

tors, signal processing, computer vision, and 

surveillance technology. In a fi rst stage, focus 

will be on human factors in order to defi ne 

and model behaviours. Then, the focus will 

be shifted towards automatic analysis of sur-

veillance data (video and audio). Finally, a 

demonstration system will be implemented.

ADABTS will create models of behaviour that 

can be used to describe behaviours to be 

detected and how they can be observed. 

Such models will enable the prediction of 

the evolution of behaviour, so that poten-

tially threatening behaviour can be detected 

as it unfolds, thus enabling pro-active surveil-

lance. In order to detect behaviour defi ned 

by these models, advanced methods for sen-

sor data analysis are needed. These methods 

should extract sensor data features that can 

be coupled to the defi ned behaviour primi-

tives, and thus detect the presence of the 

(potentially) threatening behaviour and to 

detect behaviour that is not considered 

normal.

ADABTS will develop new and adapt exist-

ing sensor processing methods and algo-

rithms for detecting and tracking people in 

complex environments, involving groups of 

people or crowds. Extracted sensor data fea-

tures (e.g. tracks, voice pitches, body articula-

tions) need to be related to the behaviour 

primitives, and, moreover, to be dynamic and 

adapt to the context.

ADABTS will adapt the above algorithms to 

run on commercially available low-cost hard-

ware architectures consisting of multi-core 

CPU’s combined with several multi-stream 

GPU’s (Graphical Processing Units). Such 

hardware, in rapid development driven by 

the game industry, represents a huge po-

tential for high-performance surveillance 

systems.

ADABTS will communicate results to the 

various kinds of identifi ed actors: Security 

stakeholders like European and national 

authorities, police organisations or event 

organizers; Security system operators and 

security service companies; Security system 

integrators; Technology developers; the Re-

search communities for psychology, human 

factors, and signal processing communities.

ADABTS will involve all these actors, either as 

principal contractors, as subcontractors, or 

in an associated stakeholder group.

Expected results 

The main impact of the ADABTS project is 

expected to be on the technological level, 

with advancements in three directions:

Understanding of the user needs for auto-

matic detection of unusual behaviour in 

crowds and new defi nitions of and methods 

for describing such behaviour.

Methods and algorithms for unusual behav-

iour detection based on video and acoustic 

sensors.

Real time optimization for commercially 

available low-cost hardware, including an 

on-line demonstration of capabilities at a 

football stadium.

ADABTS / Automatic detection of abnormal behaviour and threats in 

crowded spaces
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Partners

Acronym : 

ADABTS

Grant Agreement N° : 

218197

Total Cost : 

€ 4,478,990

EU Contribution : 

€ 3,229,034 

Starting Date : 

01/06/2009 

Duration : 

48 months

NAME  COUNTRY

FOI Sweden

BAE Systems United Kingdom

Detec A/S Norway

Home Offi  ce Scientifi c Development Branch United Kingdom

Institute of Psychology – Ministry of the Interior Bulgaria

SINTEF Norway

TNO The Netherlands

University of Amsterdam The Netherlands

Coordinator:

TOTALFORSVARETS FORSKNINGSINSTITUT (FOI)

Division of Information Systems 

Postal Box: 1165

Sweden - SE-58111 Linköping 

—

Contact :

Jörgen Ahlberg 

Tel : +4613378068

Mobile: +46706757384 

Fax : +4613378287

E-mail : adabts_coordinator@foi.se

ADABTS

Information
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›› Enterprise & Industry

AMASS

Maritime surveillance

At present, Blue Border Surveillance is car-

ried out predominantly by coast guard ships, 

aeroplanes and helicopters. These expensive 

measures are only fragmentary.

They are not suitable to locate small boats 

within a wider maritime area and they do 

not allow a continuous 24 h/7 surveillance 

as a countermeasure to illegal immigration.

Concept

The surveillance system developed under 

the AMASS project will form an array of 

autonomous, automated surveillance plat-

forms with active and passive sensors. 

The key sensors being used are high-end 

technology-un-cooled thermal imagers and 

highly sophisticated Hydrophones linked 

together via a wideband radio network.

Alarms from the sensors will be analysed and 

integrated with back ground details (loca-

tion, speed, class,…) into a “Geographical 

Information System” situated within a blue 

border command centre.

The operator will also be able to request live 

video data from the platform, should further 

verifi cation be required.

The target for AMASS is the improvement 

of European maritime security through 

continuous control and surveillance, whilst 

reducing running costs. 

Project objectives

Based on in depth research into the situa-

tional data a good understanding of the op-

erational as well as technical requirements 

of such a highly sophisticated surveillance 

system is forming the basis of this project. 

With AFM and ICCM acting as end users, 

tests at the end of the project will be un-

der realistic conditions in territorial waters 

of countries (Malta / Canary Islands) highly 

aff ected by illegal immigration.

System confi guration

The platforms forming the maritime network 

will be equipped with various modules:

 »Optic and acoustic sensors.

 »PC with related software for image sta-

bilisation, image processing and signal 

generation.

 »Radio equipment for bi-directional data 

exchange with headquarters.

 »Fully autonomous power supply on the 

platform (renewable energy).

 »Sophisticated Management-Software for 

the operator.

Aim

The aim of the AMASS project is to provide 

a system with the following features:

 » Identifi cation of small targets within the 

maritime environment.

 »Decrease of procurement and system life 

costs in comparison with systems already 

available on the market.

 »Upgrade potential (integration of addi-

tional sensors).

 »Architecture allowing interface to existing 

surveillance systems (e.g. Vessel Traffi  c Con-

trol Systems VTCS).

AMASS / Autonomous maritime surveillance system
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Information

Partners

AMASS

Acronym : 

AMASS

Grant Agreement N° :

218290

Total Cost : 

€ 4,970,709

EU Contribution : 

€ 3,580,550

Starting Date : 

01/03/2008

Duration :

42 months

Coordinator : 

Carl Zeiss Optronics GmbH

Carl-Zeiss-Straße 22 

DE – 73447 Oberkochen 

Germany

—

Contact : 

Thomas Anderson

Tel : +49 73 64 20 - 2833

Fax : +49 73 64 20 - 3277

E-mail : t.anderson@optronics.zeiss.com

Website : 

www.amass-project.eu

NAME COUNTRY

Carl Zeiss Optronics GmbH Germany

Crabbe Consulting Ltd United Kingdom

Armed Forces Malta Malta

Instituto Canario de Ciencias Marinas Spain

Fugro Oceanor Norway

OBR Centrum Techniki Morskiej Poland

Fraunhofer Institut Informations- und Datenverarbeitung Germany

IQ-Wireless Germany

HSF Czech Republic

University of Las Palmas de Gran Canaria Spain
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›› Enterprise & Industry

BeSeCu

Project objectives

The aim of the BeSeCu project is to investi-

gate cross-cultural and ethnic diff erences of 

human behaviour in crisis situations in order 

to better tailor security related communica-

tion, instructions and procedures with a view 

to improving evacuation and protection. 

The project will provide evidence that will 

be useful to fi rst responders, building de-

signers and those involved in the develop-

ment of emergency operating procedures 

for buildings.

Description of the work

The BeSeCu project will carry out the fol-

lowing research studies : 

 »A cross-cultural survey of individual expe-

riences will be conducted to identify de-

terminants of inter-individual diff erences 

in people who have experienced evacua-

tion situations, fi re disaster survivors and 

survivors of similar crisis situations, but 

also workers and fi rst responders as well 

as those aff ected in the community. 

This retrospective study will be carried out 

across 7 European countries with diverse 

cultural background. 

 »Experimental trials will be carried out 

simulating real time evacuation sce-

narios in standardized settings including 

objective measures (e.g. response time) as 

outcomes as well as video-tape analysis. 

Results will be analysed to identify simi-

larities and diff erences between cultures 

and ethnic groups as well as a range 

of socioeconomic factors. The analysis 

will triangulate fi ndings obtained with 

objective measures, subjective experi-

ences and behavioural observations. 

The research will be carried out by a con-

sortium of 8 European partners including 

end-users (e.g. fi re service colleges).

Expected results

Two types of research fi ndings and products 

will be provided by the BeSeCu project : 

 »An evidence base that will enable de-

signers of buildings to develop cultur-

ally appropriate emergency operating 

procedures. 

 »An evidence base of inter-individual dif-

ferences that will be employed to improve 

communication in emergency interven-

tions.

BeSeCu / Human behaviour in crisis situations: a cross cultural investi-

gation in order to tailor security-related communication
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Information

Partners

BeSeCu

Acronym : 

BeSeCu

Grant Agreement N° : 

218324

Total Cost : 

€ 2,446,144

EU Contribution : 

€ 2,093,808 

Starting Date : 

01/05/2008

Duration : 

36 months

Coordinator : 

Ernst-Moritz-Arndt-Universitat Greifswald

Lehrstuhl Gesundheit und Pravention

Institut fur Psychologie

Robert-Blum-Str. 13

17487 Greifswald

Germany

Contact :

Prof. Silke Schmidt

Tel : (+49) (0) 3834 863810

Fax : (+49) (0) 3834 863801

E-mail : silke.schmidt@uni-greifswald.de

Website : 

www.besecu.de

NAME COUNTRY

Ernst-Moritz-Arndt-Universitat Greifswald Germany

University Medical Centre Hamburg Germany

University of Greenwich, School of Computing and Mathematical Sciences United Kingdom

Institute of Public Security of Catalunya Spain

Hamburg Fire and Emergency Service Academy Germany

Man-Technology-Organisation (MTO)-Psychology Sweden

Faculty of Fire Safety Engineering (SGSP) Poland

Prague Psychiatric Centre University of Prague Czech Republic

Association of Emergency Ambulance Physicians Turkey
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›› Enterprise & Industry

BIO-PROTECT

Project objectives 

The malevolent use of Anthrax spores on 

civilians in 2001 has shown the necessity 

to protect citizens from criminal use of bio-

logical agents. The success of such attack 

depends on suffi  cient concentration of 

pathogens in a defi ned area.

Detecting pathogenous bacteria, spores and 

viruses must be accomplished by triggering 

short-term alarm and identifi cation of the 

type of threat.

Since most the bio sensors available today 

are laboratory bound or require special 

equipment which needs training as well as 

experience, new systems are needed.

The concept of BIO-PROTECT is the devel-

opment of a fast-alert, easy-to-use device 

for detection and identifi cation of airborne 

bacteria, spores, viruses and toxins. It is 

based on bioaerosol detection by fl uores-

cence, scattering and background aerosol 

measurement followed by ionisation of air 

fl ow and analysis of the spectrum of relative 

speed of passage, enabling identifi cation of 

biological agents.

Description of the work 

The work in BIO-PROTECT will be structured 

in several technical Work Packages, address-

ing the following activities:

1. Development of a bio-agent detection 

system based on a miniaturised GC-IMS 

(Gas Chromatograph - Ion Mobility Spec-

trometry) instrument able to identify and 

separate extremely small amounts of a 

wide range of organic molecules result-

ing of heat-decomposed organic matter.

2. Integration of a particle size analyser which 

constantly monitors the ambient air, thus 

triggering a measurement if a sudden 

change in particle size and/or density 

occurs.

3. Improvement and integration of a con-

tinuously operating bioaerosol detector 

measuring fl uorescence, scattering and 

background aerosol properties to detect 

presence of potentially harmful biological 

agents in ambient air and to trigger further 

identifi cation.

4. Research and development of a combined 

pre-concentration and pyrolysis unit for 

use with a GC-IMS, that can separate all 

types of bio-agents from aerosols. The tar-

get is to detect bio-agent concentrations 

likely to infect or intoxicate.

5. Development of pattern analysis software 

for the interpretation of the acquired spec-

tra, thereby identifying bio-agents and 

distinguishing them from background 

bacteria.

Expected results

The development of the proposed device 

will provide security personnel with a viable 

tool to take fast eff ective countermeasures 

on biological threats. This will drastically 

reduce the potential impact of terrorist ag-

gressions or accidental release of bio-agents 

from laboratories, as well as detect spreading 

of pathogenic microorganisms in the food 

producing industry or in hospitals.

This breakthrough would lead to techno-

logical advantage and favour leadership of 

European industry in this fi eld.

BIO-PROTECT / Ionisation-based detector of airborne bio-agents, 

viruses and toxins for fast-alert and identifi cation 
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Information

Partners

BIO-PROTECT

Acronym : 

BIO-PROTECT

Grant Agreement N° : 

242306

Total Cost : 

€ 3,954,812 

EU Contribution : 

€ 3,125,577 

Starting Date : 

01/06/2010

Duration : 

36 months

Coordinator : 

LGI CONSULTING 

37, Rue de la Grange aux Belles

75010 Paris

France

—

Contact :

Vincent Chauvet

Tel : (+33) (0) 67539 8727

Fax : (+33) (0) 80074 1853

E-mail : vincent.chauvet@lgi-consulting.com 

NAME COUNTRY

LGI Consulting  France

AVSISTA Lithuania

C-Tech Innovation Ltd United Kingdom

Environics Oy Finland

CEA France

Institut für Umwelt Technologien GmbH Germany

Robert-Koch Institut Germany

University of Aalborg Denmark



12

›› Enterprise & Industry

BOOSTER

Project objectives 

The eff ective management of an incident in-

volving exposure of a large number of people 

to radioactive material, whether accidental 

or following malevolent use of radioactiv-

ity requires a mechanism for rapid triage of 

exposed persons.

BOOSTER is a capability project to develop 

new bio-dosimetric tools and to integrate 

them into a toolbox in order to quickly evalu-

ate the level of potential casualties and allow-

ing an effi  cient triage of exposed people. A 

real exercise will be carried out to validate 

the toolbox and to train civil protection op-

erators and defi ne commercial exploitation 

potentialities.

Finally, the objectives of BOOSTER can be 

summarized as below:

 » Objective 1: Rapid evaluation of radiologi-

cal incidents by sensors and retrospective 

dosimetry.

 » Objective 2: Development of novel, rapid 

bio-dosimetric capacities.

 » Objective 3: To integrate all these sensors 

and methods in a portable toolbox usable 

by First Responders.

 » Objective 4: To validate the tools and train 

the First Responders.

Description of the work 

The project is divided into six workpackages:

 » Management

 » Systems Requirements & Design Concept 

A general methodology will be devel-

oped to identify the needs of the diff erent 

BOOSTER end user categories and to build 

the global design of the system.

 » Fast evaluation This WP aims at using and 

adapting existing sensors together with 

newly developed ones (e.g. retrospective 

dosimetric systems) in order to estimate 

the level of radiation.

 » New bio-dosimetric tools The work is to 

develop new biodosimetry systems and 

to integrate them with other procedures 

to determine radiation exposure. Two tech-

niques will be investigated:

• γ-H2AX quantifi cation; and

• Centrosome quantifi cation.

The two approaches we propose here can 

detect radiation-induced cellular responses 

within short-term (hours) and medium-

term (1-2 days) periods after exposure and 

lend themselves to automation and rapid 

turnaround.

 » Software development and integration of 

components This WP has two major objec-

tives. First the new bio-dosimetric sensors 

will be integrated into a hardware package 

which comprises the gamma camera, the 

biodosimetric tools and the front-end to 

the fi rst responder. The software compo-

nents to be developed support not only the 

fi rst responder in applying the equipment 

but also the commander in chief respon-

sible locally in optimising the strategy for 

the use of the devices. In this respect a deci-

sion aiding component will be developed 

which help to optimise the application of 

the biodosimetric sensors.

 » System Validation and Training The op-

erational effi  ciency of the toolbox will be 

assessed by performing a real fi eld exer-

cise and train the responders in several 

languages.

Expected results

The development of the proposed device 

will provide security personnel with a viable 

tool to take fast eff ective countermeasures on 

biological threats. This will drastically reduce 

the potential impact of terrorist attacks or 

accidental release of bio-agents from labo-

ratories, as well as detect spreading of patho-

genic microorganisms in the food producing 

industry or in hospitals.

This breakthrough would lead to techno-

logical advantage and favour leadership of 

European industry in this fi eld.

BOOSTER / Bio-dosimetric tools for triage to responders 
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Partners

BOOSTER

Acronym : 

BOOSTER

Grant Agreement N° : 

242361

Total Cost : 

€ 4,536,559.24 

EU Contribution : 

€ 3,284,291

Starting Date : 

01/07/2010

Duration : 

36 months

Coordinator : 

CEA

Mehdi GMAR

CEA LIST

Bât 516, PC 72

91 191 Gif-sur-Yvette

FRANCE

Contact :

Medhi GMAR

Tel : (+33) (0) 1 69 08 39 45

Fax : (+33) (0) 1 69 08 60 30

E-mail : mehdi.gmar@cea.fr 

Website : 

http://www.booster-project.org/

NAME COUNTRY

CEA France

National University of Ireland, Galway (NUIG) Ireland

Karlsruher Institut fuer technologie (KIT) Germany

Izotopkutato Intezet - Magyar Tudomanyos Akademia (IKI) Hungary

Canberra France (CANBERRA) France

Universidad politecnica de Valencia (UPVLC) Spain

Orszagos Atomenergia Hivatal (HAEA) Hungary
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›› Enterprise & Industry

CAST

Project objectives

1. To provide all parties involved in First 

Responder (FR) training with fully com-

prehensive and trustworthy information 

on state-of-the-art methodologies and 

equipment concerning security threats 

to the FR community, protection of mem-

bers of the FR community and disaster 

management by the FR community;

2. To assist in exploiting Europe’s scientifi c 

and industrial strength by developing a 

standardised training curriculum on dis-

aster management for FR, meeting high-

est quality standards and enabling the 

FR community in the EU to perform their 

challenging tasks also in the new security 

environment of catastrophic terrorism, in 

addition to threats resulting from major 

technical and natural disasters;

3. To overcome the current diff erences in 

training of fi rst responders on disaster 

management in diff erent EU member 

states by strengthening the fi rst line of 

defence in a cost-effi  cient manner due 

to avoiding duplication and optimising 

interoperability between FR groups.

Description of the work 

Security-centered training course curricula 

on disaster management for fi rst responders 

(FR)* in EU member states will be compara-

tively assessed with a specially developed 

matrix-based software: (1) for all EU member 

states (2) as derived from international best 

practices in the US, Russia and Israel as coun-

tries with extensive experience in this fi eld. 

The comparative assessment will cover:

 »Didactic areas (electronic and hardcopy 

teaching materials used, computer mod-

elling, fi eld exercises);

 »Subject areas (terror threats to FR; risk as-

sessment and management; catastrophic 

terrorism; weapons of mass destruction, 

mass killing, mass disturbance; synchroniza-

tion of response staff ;

 »Comparative evaluation of training course 

curricula by virtual reality safety training 

with biofeedback. 

Representatives of FR organisations and 

SME’s in security technology will be involved 

throughout the assessment. This new inte-

grative approach refl ects the necessity of 

the integrative operation of end-users and 

representatives of the research and devel-

opment community to enhance European 

joint- security capabilities.

The results of the assessment will be used to: 

1. Establish an EU-security curricula data-

base; 

2. Identify potentially existing gaps in the 

EU training curricula; 

3. Recommend an Action Plan for eliminat-

ing training defi ciencies; 

4. Develop a standardized security-centered 

training curriculum for fi rst responders on 

disaster management; 

5. Enhance the implementation of tech-

nology-based security programs into FR 

organisations

Expected results

Creation of a standardised training curricu-

lum on disaster management for First Re-

sponders, covering: 

 » Identifi cation of new threats leading to 

enhanced awareness and preparedness

 »A standardised European curriculum pro-

viding enhanced interoperability

 »Advanced software-technologies for inter-

active education, including biofeedback

 » Integration of tools for enhanced interop-

erability 

 »Standardised network of information on 

demands and on security-related tech-

nologies 

CAST / Comparative assessment of security-centered training curricula 

for fi rst responders on disaster management in the EU
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Information

Partners

CAST

Acronym : 

CAST

Grant Agreement N° : 

218070

Total Cost : 

€ 2,858,318

EU Contribution : 

€ 1,974,620

Starting Date : 

01/07/2009 

Duration : 

24 months

NAME  COUNTRY

Universität Salzburg Austria

Austr.Tech.(AT&SFU) Austria

DSTS-Advisers to Executives Austria

Hamburg Fire Brigade - Academy Germany

Research Institute of Red Cross (FRK&ABZ) Austria

Fraunhofer Institut (Chem. Technologie) Germany

BMLV (MoD Austria/ HVS ) Austria

University of Defense Brno Czech Republic

Corvinus University Budapest (VGT) Hungary

SAAB Training Systems Sweden

Swedish Counter Terrorist Police Sweden

Diamond Aircraft Industries Austria

Tecnatom Spain

Coordinator:

UNIVERSITAT SALZBURG

Offi  ce of the Rectorate

Research Support Unit

Kapitelgasse 6

A-5020 Salzburg

Austria

—

Contact :

Prof. Friedrich Steinhäusler

Tel : +43-1-890 52 57

Mobile : +43-680-123 7158

Fax : +43-662-8040 150

E-mail : steinhaeusler@isccentre.at

Website : 

www.research.sbg.ac.at/cast
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›› Enterprise & Industry

CBRNEmap

Project objectives

The objectives of CBRNEmap are to:

 »Develop a technological road-map for 

investments in research and technology 

developments that result in 1 to 3 dem-

onstrator topics to be realised in phase 2 

Demonstration Programme.

 »Develop and achieve a broad stakeholder 

consensus on the CBRNEmap Road-map.

 » Identify a stakeholder supported sugges-

tion for future research investments.

Description of the work 

CBRNEmap will address the cross-cutting 

activity required to develop a CBRNE Dem-

onstrator using a holistic approach that puts 

end-users, industrialists and other stake-

holders together with members of the S&T 

community in the forefront of development. 

CBRNEmap will evaluate the complex matrix 

of temporal events (before, during and after), 

against sectors (such as law enforcement, 

civil protection,rescue and health together 

with such processes as border control, and 

mass transport), and will take into considera-

tion that each of the letters ‘CBRNE’, may have 

its own aspects of vulnerabilities, priorities 

and possible solutions. 

These generic needs will be matched by 

advanced technological solutions that will 

be integrated at the system of systems level 

to become the CBRNE Demonstrator.

CBRNEmap / Road-mapping study of CBRNE demonstrator

Expected results

CBRNEmap will prioritise demonstration tasks 

based on systematic analysis of end-user 

requirement and comprehensive reviews 

of available CBRNE S&T investments. The 

fi nal road-map will be developed for an op-

timised demonstration programme based on 

a Concept Development & Experimentation 

(CD&E) approach. Interlinked with develop-

ing the road-map for the CBRNE demonstra-

tor is the analysis of gaps and needs in CBRNE 

research.
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Partners

CBRNEmap

Acronym : 

CBRNEmap

Grant Agreement N° : 

242338

Total Cost : 

€ 1,662,022 

EU Contribution : 

€ 1,376,185 

Starting Date : 

01/06/2010

Duration : 

16 months

Coordinator : 

European CBRNE center at Umeå University

KBC Building

90187 UMEA

Sweden

—

Contact :

Agneta H. Plamboeck

E-mail : Agneta.Plamboeck@cbrnecenter.eu

Website : 

http://http://www.cbrnemap.org/

NAME COUNTRY

European CBRNE Center  Sweden

Police National CBRN Centre Great Britain

National Institute for NBC Protection Czech Republic 

Robert Koch Institute Germany

DGA Maîtrise NRBC France

Lindholmen Science Park Sweden

French High Committee for Civilian Defence France

Compagnie Industrielle des Lasers France

European Aeronautic and Space Company Germany

FOI Sweden

Foundation for Strategic Research France

Istituto Aff ari Internazionali Italy

Selex Galileo Italy

Catholic University of Louvain Belgium
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›› Enterprise & Industry

COCAE

Project objectives

Fixed and portable detectors are usually used 

to detect, locate and identify radioactive and 

nuclear material at the checkpoints such as 

those at road and rail boarder crossings, airports 

or seaports. After a fi rst alarm signal, a second-

ary inspection must be performed. Handheld 

detectors are then used to distinguish the in-

nocent and false alarm from the real alarms. 

Hundreds of innocent alarms may take place 

per day at the boarder control from the portal 

detectors.

 »To make spectroscopic measurements 

with effi  ciency equivalent to that of NaI 

detectors and energy resolution close to 

that of HPGe devices but without using 

cryogenic systems. 

 »To fi nd the direction and the distance of 

the radioactive source. 

 »To localize the source into a cargo 

 »To work at a wide range of absorbed dose 

rates by adjusting the eff ective volume of 

the detector. 

The above capabilities will improve the quality 

of the data gathered by the customs offi  cers 

during the routine inspections at the boarders 

and will assist the fi rst responders in case of a 

radiological or nuclear emergency to estimate 

the exact situation.

Technology challenges

 »The growth of high purity, detector grade 

Cd(Zn)Te crystals. Their performance will be 

optimized by material purifi cation, selection 

of right dopants and post-growth process-

ing to obtain high resistivity, high transport 

properties and homogeneous distribution 

of these material properties in the grown 

crystals. The growth of crystals with a diam-

eter up to 75 mm will be performed. 

 »The fabrication of pixel detectors having 

structure of p-n and Schottky diodes. This 

will permit the application of bias voltage 

high enough to collect all the induced 

charge by both electrons and holes. 

 »The design of pixel electronics capable for 

simultaneous imaging and spectroscopy. 

The electronics will be bump bonded to 

the pixel detectors. This is essential for the 

localization and the identifi cation of the 

radioactive source. 

 »The construction of a portable instrument 

having a stack of detecting elements.

This will allow to exploit the Compton Eff ect 

for the localization of the radioactive source 

and also to have variable detection effi  ciency.

Expected results

Measurements performed by the now avail-

able detectors cannot distinguish between a 

small activity radioactive source placed close 

to the cargo external surfaces and a high ac-

tivity shield source placed in the middle of the 

cargo. The proposed detector has the unique 

ability to give information about the spatial 

distribution of the radioactive contamination 

and to detect the existence of a shielding 

material around the source. At the same time 

it will gather a high-resolution gamma ray 

spectrum to identify the radioisotopes case 

the alarm. Using this information it will be 

able to estimate the source activity.

COCAE / Cooperation across Europe for Cd(Zn)Te based security
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COPE

Project objectives

The objective of the Common Operation 

Picture Exploitation (COPE) project is to achieve 

a signifi cant improvement in civil crisis mana-

gement command and control performance, 

reliability, and cost. New solutions will be 

created by combing a user oriented human 

factors approach with the technology devel-

opment.

The aim is a step improvement in information 

fl ow both from and to the fi rst responder in 

order to increase situational awareness across 

agencies and at all levels of the command 

chain in emergency management situations.

A user-driven approach is taken to develop 

new technologies for supporting user infor-

mation requirements at the scene of the event. 

First responders belong to a heterogeneous 

group in terms of crisis environments as well 

as roles, command structure, organisational 

and national diff erences. 

The project applies a wide range of human 

factors methods from functional task model-

ling to end user simulations to better under-

stand the processes of individual agencies 

and to ensure that new systems both match 

requirements and can be integrated with 

legacy processes and technologies.

Description of the work

The project team has much experience from 

crisis management projects and it uses the skills 

and competences of research scientists both 

from industry and academia, of technology 

providers and systems integrators supported 

by end users. The COPE project will develop use 

cases and scenarios with end users to build a rich 

picture of the requirements and the diff erences 

in requirements across agencies, organisations 

and nations. The requirements will be mapped 

against the technologies developed to off er tai-

lored solutions. Commercial of-the-shelf prod-

ucts and novel technologies will be integrated 

to a prototype system allowing operational 

evaluation with the selected realistic scenarios. 

The key objective is to develop novel technical 

support tools and mechanisms for collecting, 

gathering and disseminating information for 

the development of a Common Operational 

Picture (COP) in crisis circumstances. 

The research and development work focuses 

on the following objectives :

 » To understand and specify the information 

requirements of the fi rst responder.

 » To enable eff ective and appropriate com-

munication links between teams at the fi rst 

responder level and to enable them to feed 

information back to support the COP.

 »  To develop a user-driven methodology to 

understand working processes in order to 

map technologies on the user requirements 

and to take into account the similarities and 

diff erences between agencies, their diff ering 

levels of technological sophistication and to 

enhance capability in conjunction with legacy 

systems.

 » To defi ne how the fi rst responder can feed the 

COP to give ground truth and to reduce the 

cultural power distance between the com-

mand centre and the ground.

 » To trial and evaluate the technological feasibil-

ity of the solution.

 » To develop and evaluate tailored computer-

based decision support systems.

 » To enhance the cognitive situational aware-

ness of the fi rst responder.

Expected results

The COPE project will develop use cases with 

end users to build a rich picture of the require-

ments and the diff erences in requirements 

across agencies, organisations and nations. 

The project will realise and trial mobile tech-

nologies for :

 »The ability to share ground truth with the 

COP.

 » Increased situational awareness to en-

hance decision making.

 »Support for multi-agency co-operation and 

communication.

 »The ability to localise personnel, to navi-

gate and to generate maps.

 »The capability to monitor safety issues, 

tasking as well as post crisis audit.

COPE / Common operational picture exploitation
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CPSI

Project objectives

CPSI – Changing Perceptions on Security and 

Interventions –aims to create a methodology 

to collect, quantify, organize, query, analyse, 

interpret and monitor data on actual and per-

ceived security, determinants and mediators. 

The four main objectives of the project are to:

 »  Develop a conceptual model of actual and 

perceived security and their determinants, 

 »Design a methodology to register and proc-

ess security-related data, 

 »  Develop a data warehouse to store amassed 

data and 

 »Carry out an empirical proof-of-principle 

study to test the model, methodology and 

data warehouse.

In CPSI we focus on security related to “every-

day” crime, such as theft, assault and vandal-

ism. The CPSI methodology, however, can be 

applied to other areas of security as well, such 

as terrorism or fi nancial security. 

The main deliverables include a detailed 

description of the methodology, data ware-

house, and empirical study. In addition, we will 

develop an “instruction manual” describing 

how an end-user can implement the CPSI 

methodology.

Description of the work 

The core of CPSI is psychological in nature. The 

conceptual model is based on factors related 

to each individual which determine perceived 

security, such as demographic characteristics, 

personality traits and lifestyle, and history of 

victimization. The model was developed 

using literature review and morphological 

analysis, a structured group-discussion tech-

nique used to give concrete form to multidi-

mensional non-quantifi able problem spaces.

Overall, however, CPSI takes an explicitly 

multidisciplinary approach. Aside from psy-

chological aspects, we believe that security 

also has strong links with sociological factors 

and national culture. Specifi cally we will ex-

amine the relationship between public opin-

ion and the media, in addition to an analysis 

of national security cultures across Europe.

In this project we will test if it is possible to 

answer relevant security-related questions 

from the fi eld using the CPSI methodology. 

Example questions include: 

 »How does actual security relate to the sub-

jective perception of security? 

 »What are the levels of perceived and actual 

security in specifi c locations?

 »Which interventions work where? 

 »How does security change over time?

In an empirical study taking place in Amster-

dam, The Netherlands, we are fi lling a data 

warehouse with data on registered crimes, 

results from a survey on perceived security, 

and analyses of media expressions concern-

ing crimes and security in general. From this 

information, we can test the validity of the 

conceptual model and the applicability of 

the methodology.

The widespread implementation of moni-

toring tools such as the CPSI methodology 

brings with it ethical and legal risks related 

to – among other things – citizens’ privacy 

and the use of data. In CPSI we take these is-

sues seriously and are employing a technique 

known as ethical parallel research in which 

ethical and legal issues are addressed as they 

arise during the execution of the project.

Expected results 

Envisaged end-users include governmental 

bodies at the local, provincial, national and 

international levels, law enforcement organi-

sations, emergency services, other organisa-

tions engaged in policy making and strategy 

development. 

With information from the implementation 

of the CPSI methodology, it will be possible 

for end-users to:

 »Monitor security down to the neighbour-

hood level,

 » Implement interventions in a more focused 

(and cheaper) manner,

 »  Formulate better policy,

 »  Learn from the experiences of others. 

CPSI / Changing perceptions of security and interventions
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CREATIF

Project objectives 

In the 30-month project CREATIF, a network of 

testing facilities for security-related products 

and services focused to CBRNE detection will 

be established. 

Main objectives of CREATIF are to :

 » provide information on test facilities & their 

portfolio of expertise (database)

 » support user decisions and industry prod-

uct / service development

 » defi ne a roadmap for the future development 

of testing (incl. standardization & certifi cation)

 » harmonize testing 

• initiative to produce harmonized EU-wide 

standards (geographic harmonization)

• exchange formal & informal information on 

best practice to encourage a Europe-wide 

uniform technical level of testing (technical 

harmonization, quality assurance)

 » defi ne minimum requirements of testing 

facilities and service providers

 » generate certifi cation strategies for facilities, 

service providers and devices 

 » off er a forum to involve decision makers, 

end-users and other stakeholders (industry, 

EU-bodies, CEN) into the discussion about 

security related testing

 » suggest amendments to testing procedures 

to cover human factors and operational is-

sues like scenario-based testing

Description of the work

The CREATIF network is dedicated to provide a 

communication platform for technology users 

and decision makers, providers and testers to 

discuss the future development of testing and 

to support user decisions and industry prod-

uct / service development. 

All these stakeholders are invited to become 

members of the network and exchange their 

views and knowledge: testing facilities can 

publish information about their expertise and 

testing capabilities / amenities in a database on 

testing facilities within EU-27, an advisory board 

of end-users and industrial experts will be es-

tablished to integrate their point of view into 

project deliverables and topical workshops. 

In these workshops specifi c themes in the fi eld 

of certifi cation and testing of CBRNE detec-

tion equipment will be discussed. Proceedings 

will be compiled to distribute the outcome 

of discussions and present information to a 

wide audience. CREATIF will ensure a careful 

examination of existing testing protocols and 

relevant standards to suggest harmonization 

of testing in the fi eld of CBRNE detection both 

on a geographic scale within EU-27 and on a 

technical level. This will allow quality assurance 

and comparability of testing results. Possibili-

ties to amend testing protocols by covering 

human factors and operational / scenario-

based testing will be suggested. Additional 

deliverables of the network will be a roadmap 

for a European certifi cation system for CBRNE 

detection products & services and a concept 

on the continuation of the CREATIF network 

as an autonomous body after the end of the 

funded project. Based upon the experience of 

network building within well-focused groups 

of testing experts related to CBRNE detection, 

CREATIF will suggest a generic strategy for ex-

panding the network further to security related 

products & services. 

Expected results 

 »Data base on testing facilities for CBRNE 

detection equipment & Outline for joint-

testing exercises. 

 »Report on standards, specifi cation for CBRNE 

detection methods and relevant labelling 

systems.

 »Workshops & proceedings on specifi c top-

ics related to testing of CBRNE-detection 

equipment.

 »Road map for developing a European cer-

tifi cation system for CBRNE sensor systems 

and devices.

 »Report “The future of testing security related 

products”.

 »Periodic newsletter and CREATIF web-site.

 »Business plan for the independent future of 

CREATIF network of testing facilities.

CREATIF / Related testing and certifi cation facilities / a networking 

strategy to strengthen cooperation and knowledge exchange within Europe
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CRESCENDO

Project objectives

 »  To strengthen, enlarge and render sustain-

able the networks created by SeNTRE and 

STACCATO with Associated Countries ;

 » To analyse the evolution of threats (aggres-

sions) and risks (accidents) assessment taking 

into account the balance between security 

and civil liberties ;

 » To analyse the policies, the regulations and 

standardization and encourage the harmo-

nisation of European-wide security related 

regulations and standards by benefi ting from 

the on-going national and European relevant 

activities with the support of CEN in connec-

tion with existing networks and associations; 

 » To analyse the innovation process (the de-

mand the supply chain and the links be-

tween actors Academia, RTOs, Industries, 

SMEs, Service sector and End-users) ;

 »  To elaborate recommendations for some key 

themes for the Security Research Programme 

such as emerging technologies, maturity of 

current systems and areas of improvement, 

evolution of standards to enhance systems 

connectivity, regulatory issues if any across 

EU27 and associated countries in an inte-

grated roadmap ;

 »  To advise on the implications for future pro-

grammes as well as on the best way to con-

tinue the network and optimize the dialogue 

between all stakeholders.

Description of work

On the basis of SeNTRE and STACCATO PASR 

supporting activities, CRESCENDO will focus 

on keeping this unique, results-driven, multi-

sector public private network alive but also on 

expanding it, so as to include as many as possi-

ble private sector security research requirement 

owners, operative end-users and technology 

supply chain experts, including from the new 

MS in the enlarged EU-27 and the Associated 

Countries. To achieve the objectives of the 

project, CRESCENDO work plan is divided into 

6 technical work packages:

Organisation and operation of the network

 »  Experts & stakeholders Identifi cation.

 »Expert & stakeholders assessment meth-

odology.

 »Network organisation and methodology / 

workshops.

 »Network support tools.

Society security evolutions (threats and risks)

 »Assessments of threats and risks.

 »Translation into security policies.

 »Changing providers of security. The balance 

between civil liberties and security.

 »Supporting the evolution of the security 

market.

Policies, regulation and standardization

 »Regulations Mapping and Analysis.

 »Standards Mapping and Analysis.

 »Development of a network/expert body for 

policy suggestions.

 »Development of a network/expert body for 

standardisation and regulations harmonisa-

tion proposals.

 »Development of working methods and 

processes for the networks.

Innovation process

 »Demand structuring and development.

 »Regulation and supply chain.

 »Ways to improve the links between the 

academic sector and industries, SMEs and 

the service sector.

 »ESTIB structuring and supply chain devel-

opment.

R&D Roadmaps

 »Coordination with ongoing research 

programmes.

 »Proposed R&D implementation.

 »Launch of other initiatives and programmes 

(beyond R&D).

Consolidation and continuous dialogue and 

recommendations for future programmes/

projects

 »  Proposals and recommendations.

Expected results

 »Analysis of the future capability needs and 

possible new threats scenario.

 » Identification of technological solu-

tions/priorities to address the capability 

needs leading to a technology oriented 

research strategy.

 »Continuous mapping of European compe-

tencies initiated in STACCATO.

 »Continuous update list of national, regional, 

European and international research pro-

grammes initiated in STACCATO, identifi -

cation of possible synergies and further 

cooperation opportunities leading to a 

comprehensive strategic R&T roadmap to 

guide, orientate and underpin all these dif-

ferent research programmes.

 »Supporting the defi nition of new standards 

in strong cooperation with CEN and in line 

with its activities and processes.

CRESCENDO / Coordination action on risks, evolution of threats 

and context assessment by an enlarged network for an r&d roadmap
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Fax : +33 1 69 08 18 19



28

›› Enterprise & Industry

CrisComScore

Project objectives

The goal of this project is to develop an au-

dit instrument and relevant guides for crisis 

communication strategies, with which public 

authorities are better prepared to communi-

cate in crisis situations. 

To meet this goal the project has four key 

objectives :

 »First objective is to identify critical factors for 

communication strategies in media relations 

before, during and after crisis situations.

 »Second objective is to identify critical factors 

for communication strategies in relations 

with civilians and miscellaneous public groups 

(survivors, casualties, deceased victims, fam-

ily to workers, fi rst responders and aff ected 

communities) before, during and after crisis 

situations. 

 »Third objective is to construct a Balanced 

Scorecard for public authorities to measure 

and improve their readiness to communi-

cate in crisis situations.

 »  Fourth objective is to stimulate implemen-

tation by facilitating the use of the Balanced 

Scorecard and the Strategy Guides for 

spokespeople and crisis communication 

with other public groups.

Description of the work

By this project we pursue to improve crisis 

communication, by identifying critical factors 

in media relations and relations with civilians 

of miscellaneous public groups (survivors, 

casualties, deceased victims, family to work-

ers, fi rst responders and aff ected communi-

ties) before, during and after crisis situations. 

These crises may be the result of acts of na-

ture, or acts of man (both intended, such as 

terrorism, or unintended, such as major ac-

cidents and infrastructure failure). 

We will study communication strategies in 

various recent cases and analyse the recep-

tion of information in stressful situations.

By identifying critical factors the challenges 

of crisis communication are addressed. 

The fi ndings will be reported in Strategy 

Guides and used as a basis for the Balanced 

Scorecard. The results will be available for 

public authorities. Many organisations use 

the balanced scorecard to organise a system 

of quality control (Kaplan and Norton, 2001). 

Scorecards are action-oriented and the as-

sessment must be more than a picture of 

a given moment in time. It should present 

opportunities for a continuous process of as-

sessment and improvement. In this sense, it 

can be seen as a strategic feedback system. 

The indicators that assess performance must 

aim at core processes and critical variables 

so that opportunities for improvement can 

be identifi ed. 

What is needed is an integrated approach, 

stimulating co operation between the vari-

ous organisations involved in crisis manage-

ment and government levels. The consor-

tium consists of four universities in various 

countries and an end user organisation that 

has extensive experience in the fi eld and a 

good network with related public and other 

organisations involved in crisis management.

Expected results

The outcome of this project will be an audit 

instrument - a Scorecard and relevant Guides 

- as a tool for ensuring eff ective crisis com-

munication strategies and implementation. 

The Scorecard will enable public authorities 

to measure and improve their readiness for 

crisis communication. The Guides facilitate 

eff ective media relations and crisis commu-

nication strategies for various public groups. 

The outcome will be made available for public 

authorities on a digital platform together with 

support materials. 

CrisComScore / Developing a crisis communication scorecard

©
 F

o
to

lia
.c

o
m



2929

Information

Partners

CrisComScore

Acronym : 

CrisComScore

Grant Agreement N° : 

217889

Total Cost : 

€ 1,013,207 

EU Contribution : 

€ 799,174

Starting Date : 

01/02/2008

Duration : 

39 months

NAME  COUNTRY

University of Jyväskylä Yliopisto Finland

Ben Gurion University of the Negev Israel

University of Tartu Estonia

Norwegian University of Science and Technology Norway

Emergency Services College Finland  Finland

Coordinator : 

UNIVERSITY OF JYVÄSKYLÄN YLIOPISTO

Department of Communication (Matarankatu 6)

P.O. Box 35 (TOB)

FI - 40014 University of Jyväskylä, Finland

 

—

Contact :

Marita Vos, prof.

Tel : +358 14 260 1554

Mobile : +358 50 4410 358

Fax : +358 14 260 1511

E-mail : marita.vos@jyu.fi 
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CRISIS

Project objectives

The goal of the CRISIS Collaborative Project 

is to research and develop in Europe:

 »A training and simulation environment fo-

cusing on real-time decision making and 

responses to simulated but realistic critical 

incidents, focusing on problem diagnosis, 

planning, re-planning, and acting, rather 

than just procedural training.

 »A distributed, secure, scalable, based on 

state of the art computer games technol-

ogy, enabling collaborative and interactive 

simulation and on-demand- training en-

vironment for crisis management training 

in airports, of individuals and team-based 

activities at command post levels.

 »A readily confi gurable software architec-

ture that can be used at other critical sites 

such as nuclear power plants.

 »A fl exible platform that functions as a test 

bed and evaluation tool for new and cur-

rent operational procedures.

CRISIS / Critical incident management training system using an inte-

ractive simulation environment

Description of the work

The project will be executed over a 36-month 

period in three stages:

 » First stage – spiral concept development 

cycle where mock-ups and existing pro-

totypes will be used to illustrate the full 

CRISIS approach.

 » Second stage – the design and develop-

ment of the CRISIS components will take 

place. The prototype will be informed by 

insights derived from the research team 

into crisis management decision support 

and advanced interaction technology. Early 

evaluation will be combined with train-

ing to give early feedback to the users. The 

components will then be adjusted during 

development and before fi nal integration 

starts.

 » Third stage – The components will be inte-

grated into a secure architecture together 

with supporting tools.

Expected results   

The expected impacts are :

To develop for airport crisis managers, a pro-

totype simulation training system that will 

allow users across diff erent organisations and 

nations to interactively experience and man-

age crisis and security threats in a simulated 

airport environment. This will enhance their 

operational readiness and preparedness to 

respond to hostile actions at airports. It will 

also allow users to train on demand, more 

frequently, and at diff erent levels of the or-

ganisation.
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—
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CUSTOM

Project objectives

The project aims to develop a chemical sen-

sor able to perform chemical identifi cations 

in contexts such as custom offi  ces, where 

inspection of trucks, cars, containers, as well 

as people and baggage is required, in order 

to control the distribution of illegal narcotics 

and synthetic substances as pseudoephe-

drine and ephedrine.

The detection approach should use estab-

lished techniques so that it can provide 

unambiguous response.

The project will focus on employing multiple 

techniques, integrating them in a complex 

system in a complimentary approach, in 

order to identify an optimum trade-off  be-

tween opposite requirements: compactness, 

simplicity, low cost vs. sensitivity, low false 

alarm rate, selectivity.

CUSTOM / Drugs and precursor sensing by complementing low cost 

multiple techniques 

Description of the work

A drug precursor sensor demonstrator, im-

plementing two main techniques will be 

developed:

 »a low cost, high data throughput sensing 

technique, based on UV-Vis-NIR fl uores-

cence which incorporates an array of diff er-

ent properly engineered chemical proteins 

able to bind the target analytes as happen 

in an ‘immuno-type’ reaction; and

 »a highly sensitive and selective, compact 

and low weight, spectroscopic sensing 

technique in Mid-IR optical range, based on 

Laser Photo-Acoustic Spectroscopy (LPAS). 

Parallel eff orts will be spent on: identifying 

proper sampling techniques both for va-

pour and powder phase compounds; col-

lecting or, where not existing, building-up 

a database of characteristic spectra for both 

measurement techniques.

Expected results   

The sensor will be able to detect Drug Pre-

cursor such as ephedrine, P2P, BMK, Acetic 

anhydride and Phenylacetic acid and others 

compound with a screening time of 10 sec-

onds and a sensitivity of 50ppm. 
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Information

Partners

CUSTOM

NAME  COUNTRY

SELEX Sistemi Integrati Italy

GASERA Finland

University of TURKU Finland

INAS-Tecnalia Spain

Alcatel-Thales III-V Lab France

CNR IBP Italy

ENEA Italy

INSTM Italy

Aalto University Foundation Finland

Direction Nationale du Renseignement et des Enquêtes Douanières France

Coordinator : 

SELEX SISTEMI INTEGRATI

—

Contact :

Anna Maria Fiorello

Tel : + 39 (0)6 4150 3104

Mobile: + 39 3351379733

E-mail : afi orello@selex-si.com

website

www.selex-si.com

Acronym : 

CUSTOM

Grant Agreement N° : 

242387

Total Cost : 

€ 5,295,523 

EU Contribution : 

€ 3,486,406 

Starting Date : 

01/06/2010

Duration : 

36 months
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DECOTESSC1

Project objectives

DECOTESSC1 proposes a demonstration of a 

counterterrorism system-of-systems against 

CBRNE. 

The basic idea of DECOTESSC1 is an analysis 

and subsequent prioritization of the gaps 

between the current situation and the ideal 

situation of CBRNE system-of-systems coun-

terterrorism. 

Furthermore, a strategic roadmap will be 

proposed that should aim at fi lling the 

identifi ed gaps. This includes linkages with 

related subject areas and with stakeholder 

communities and a study regarding pro-

posals for real demonstrations in phase 2. 

The strategic roadmap to be developed in 

DECOTESSC1 will address the full concept of 

an EU counterterrorism system-of-systems 

against CBRNE and outlines all the neces-

sary missions, tasks, capabilities, systems, 

technologies, etc. to be considered.

Description of the work

DECOTESSC1 starts with developing a 

thorough understanding of the system-of-

systems structure. Based of this the require-

ments for an ideal system will be proposed 

as well as a description of the current state-

of-the art. A gap analysis will reveal the dif-

ferences between the current situation and 

the ideal situation. The gaps thus obtained 

will be ranked. Also, in order to fi ll the gaps 

a strategic roadmap will be developed to 

guide the improvement cycle by proposing, 

DECOTESSC1 / Demonstration of counterterrorism system-

of-systems against CBRNE phase 1

technological and organizational topics to 

be addressed and implemented in a future 

phase 2 of the demonstration project CBRNE 

counterterrorism and beyond. 

This will be primarily done by a Core Group 

of partners. In addition, to achieve this, the 

DECOTESSC1 project will, on top of the ef-

forts of the Core Group, consider the needs 

of the various stakeholders (government 

representatives, local authorities, users with 

diff erent think-tanks, universities, RTOs and 

industry (including SMEs)) by direct inter-

action. This will be achieved by involving 

the stakeholders, brought together in an 

Expert Group, by continuously organizing 

workshops at relevant moments during 

the work of DECOTESSC1, by organizing a 

mid-term stakeholders meeting and well as 

a fi nal symposium. Interviews with individual 

stakeholders will also be a mechanism for 

interaction. 

All interactions above will not only provide 

input for DECOTESSC1s work but also pro-

vide dissemination of its fi ndings throughout 

the EU community and raise awareness for 

this very important subject area.

Expected results   

A well defi ned picture of ideal solutions in 

all phases of the security cycle before and 

after a possible attack yielding a layered and 

threat- and scenario-related set of require-

ments for the system-of-systems of CBRNE 

counterterrorism.

A strategic roadmap will be defi ned as a 

strategy to fi ll the gaps that are identifi ed 

and ranked, both at an integrated system-

of-systems level as well as sub-system level. 

Recommendations will be made in order to 

defi ne the Phase 2 CBRNE demonstration 

project. Also proposals for suitable demon-

strations will be made.
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Information

DECOTESSC1

Partners

NAME  COUNTRY

TNO The Netherlands

Seibersdorf Labor GmbH Austria

JRC Belgium

AIT Austrian Institute of Technology GmbH Austria

CEA France

Fundación Inasmet Spain

FOI Sweden

Valtion Teknillinen Tutkimuskeskus Finland

Fraunhofer-Gesellschaft zur Förderung der angewandten Forschung e.V Germany

Coordinator : 

Nederlandse Organisatie voor toegepast-

natuurwetenschappelijk Onderzoek - TNO

Schoemakerstraat 97

PO Box 6060

NL-2600 JA Delft

The Netherlands

—

Contact :

Mr Mark van den Brink 

Tel: +31 703740160 

Fax: +31 152843963

E-mail: mark.vandenbrink@tno.nl

Website :

www.decotessc1.eu

Acronym : 

DECOTESSC1

Grant Agreement N° : 

242294

Total Cost : 

€ 1,587,642

EU Contribution : 

€ 1,001,627

Starting Date : 

01/04/2010

Duration : 

15 months
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DEMASST

Project objectives

DEMASST is the fi rst phase of the FP7 dem-

onstration programme for security in mass 

transportation with the task to provide a 

roadmap for the development and integra-

tion of system-of-system solutions. By virtue 

of the similarity of problems across big cit-

ies in Europe, such security solutions have a 

potentially very important EU-wide market.

Mass transportation systems with their 

very high densities of people are attractive 

targets for intentional malevolent acts, as 

already evidenced by devastating attacks 

in EU Member States. They are public and 

easily accessible, the passengers often carry 

hand luggage where explosives or weapons 

can be hidden and there are many persons 

concentrated in an enclosed area. But in ad-

dition to their potential for very large human 

casualties, due to crime or accident, mass 

transportation systems are also a critical 

infrastructure for employees to get to their 

workplaces, meetings, etc. Disturbances to 

this function may have very large economic 

consequences. 

Description of the work 

DEMASST will take on the dual challenges 

of analysis and networking necessary to 

defi ne and achieve commitment for the 

strategic roadmap for the Phase 2 Demon-

stration project. “Mass transportation” in the 

context of the security terminology used 

in the European Union is mostly oriented 

towards urban public transportation, such as 

metro, tram, commuter train, city busses and 

inter-modal, critical nodes including those 

connecting long-distance transports with 

urban transport systems. The approach of 

DEMASST is thus a broad range of public 

transport but focusing on rail in megacities.

DEMASST will develop a highly structured 

approach to the demonstration programme 

built on identifying the main security gaps 

and the most promising integrated solutions, 

utilising suffi  ciently mature technologies for 

fi lling them. In this process, DEMASST also 

expects to identify both ”low-hanging fruit” 

(useful integrated solutions with very near 

realisation) and more futuristic research 

priorities.

In the type of system-of-system develop-

ment approach proposed, the experiments 

must be designed and analysed so as to be 

maximally informative. Given the vast vari-

ation in mass transportation systems, an 

eff ective demonstration programme must 

also identify synergies between demo tasks 

and use less costly methods than full-scale 

demonstration whenever helpful – or neces-

sary due to security constraints for example. 

DEMASST proposes to build the methodo-

logical infrastructure for this. But an optimal 

demo project design does not stop with 

fi nding scientifi c answers: the issue of turn-

ing demonstration into innovation is top on 

DEMASST’s agenda. And this approach will 

have utility also beyond transportation. The 

project is planned to be carried out between 

January 2009 and April 2010.

Expected results

 »Roadmap for phase II.

 »Comprehensive and structured mass trans-

port threat database.

 »State-of-the-art on mass transport security 

legacy.

 » “Low hanging fruit” for quick implementa-

tion.

 » Identifi cation of future research needs.

 »Generic development of the system-of-sys-

tem development programme instrument.

 »Awareness-raising and network-building.

DEMASST / Demo for mass transportation security: roadmapping study
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Partners

Information

DEMASST

Acronym : 

DEMASST

Grant Agreement N° : 

218264

Total Cost : 

€ 1,840,555

EU Contribution : 

€ 956,650

Starting Date : 

12/01/2009

Duration : 

16 months

NAME  COUNTRY

FOI Sweden

Ansaldo STS Italy 

CEA France 

Diehl Germany

EADS Astrium France

FFI Norway

Fraunhofer-INT Germany

INECO Spain

SINTEF Norway

TECNALIA-INASMET Spain

THALES Security Systems France

TIFSA Spain

TNO The Netherlands

VTT Finland

Coordinator : 

FOI SWEDISH DEFENCE RESEARCH AGENCY

Division of Defence Analysis

SE-16490 Stockholm

Sweden

 

—

Contact :

E. Anders Eriksson

Tel : +46-8 5550 3747

Mobile: +46 709 277 281

Fax : +46-8 5550 3866

E-mail : e.anders.eriksson@foi.se

Website : 

http://www.demasst.eu
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DETECTER

Project objectives

To identify human rights and other legal and 

moral standards that detection technologies 

in counter-terrorism must meet, while tak-

ing into account the eff ectiveness of these 

technologies as judged by law-enforcement 

bodies responsible for counter-terrorism, 

and other relevant authorities.

Description of the work

After 9/11 and the terrorist bombings in 

Madrid (11 March 2004) and London (07 

July 2005), policing and intelligence activ-

ity have increasingly focused on methods 

of preventing future attacks, and not just 

on identifying the perpetrators of off ences 

already committed. Preventive police work 

includes the use of detection technologies. 

These range from CCTV camera-surveillance 

of suspicious behaviour in public places to 

secret internet monitoring and data-mining. 

Such technologies raise ethical and legal is-

sues (notably issues of privacy) that must be 

confronted against the background of the 

legal and ethical issues raised by counter-

terrorism in general.

This project will review detection technolo-

gies, and identify ethical issues of preventive 

counter-terrorism measures. It will survey 

developments in international law in sup-

port of counter terrorism, particularly in 

human rights. It will look at data mining, 

electronic surveillance of internet traffi  c 

and the use of pre-entry screening meas-

ures for migrants, including asylum-seekers. 

Meetings are planned with policy makers, 

manufacturers and law-enforcement offi  cials 

to present assessments of both desirable and 

undesirable features of detection technol-

ogy products, as well as general standards 

for products to meet.

Expected results 

The project will produce a substantial re-

view of the human rights’ consequences of 

countering terrorism. The project will meet 

with technology developers, commissioners, 

users and provide reports and papers setting 

out the moral, ethical and legal framework 

for these products. A survey of data mining 

technologies and electronic surveillance of 

the internet and other counter- terrorism 

techniques will be undertaken and assessed 

and safeguards proposed. A major confer-

ence will be held in the UK to disseminate 

the project’s results to all those working in 

this fi eld.

DETECTER / Detection technologies, terrorism, ethics and human rights
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Partners

Information

DETECTER

Acronym : 

DETECTER

Grant Agreement N° : 

217862

Total Cost : 

€ 2,424,416

EU Contribution : 

€ 1,869,684

Starting Date : 

01/12/2008

Duration : 

36 months

NAME  COUNTRY

University of Birmingham United Kingdom 

Åbo Akademi University Finland

University of Nottingham United Kingdom, until 31.01.09

University of Zurich Switzerland, from 01.02.09

University of Oslo, Centre for Human Rights Norway

Raoul Wallenberg Institute of Human Rights and Humanitarian Law Sweden 

Danish Institute for Human Rights Denmark

European University Institute Italy

Coordinator : 

UNIVERSITY OF BIRMINGHAM

Dept. of Philosophy, School of Social Sciences

Edgbaston

United Kingdom 

B15 2TT BIRMINGHAM

—

Contact :

Tom Sorell

Tel : +44-121-414-8443

Fax : +44-121-414-8453

E-mail : t.sorell@bham.ac.uk

Website : 

www.detecter.bham.ac.uk
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DIRAC

DIRAC / Rapid screening and identifi cation of illegal drugs by IR absorption 

spectroscopy and gas chromatography

Project objectives

The goal of this project is to develop an ad-

vanced sensor system that combines mini-

aturized Gas Chromatography (GC) as its key 

chemical separation tool, and Hollow-Fiber-

based Infra Red Absorption Spectroscopy (HF-

IRAS) as its key analytical tool to recognize and 

detect illicit drugs and precursors. Currently, 

GC-IRAS (through FTIR implementation) is, to-

gether with GC-Mass Spectrometry, the most 

powerful technique for the identifi cation and 

quantifi cation of amphetamines. However, so 

far it has been implemented only as bench-

top instrumentation for forensic applications 

and bulk analysis. In DIRAC, the use of mi-

cromachined GC columns, solid state lasers, 

and hollow fi bres IR, will allow to develop 

a sensor that features hand-portability and 

prompt response –for fi eld operation– and is 

capable to perform both bulk and trace analy-

sis. The DIRAC sensor will further feature a) an 

advanced sampling device, that separates the 

analyte from larger amounts of materials by 

electrostatic charging; and, b), an advanced 

micro-machined pre-concentrator that treats 

sequentially both volatile ATS substances and 

non volatile ammonium salts. 

Description of the work 

The project has a duration of 42 months, and 

is divided into three phases as follows:

 »Phase 1 (6 months), where requirements 

are reviewed;

 »Phase 2 (24 months), where the sensor is 

developed together with its sensing mod-

ules, techniques and procedures;

 »Phase 3 (12 months), where the sensor is 

tested, optimized and validated. 

The main Work Package (WP) active in phase 1 

is WP1, where a review is made of the target 

chemicals (amphetamines, precursors, and 

street compounds) and of the operational 

requirements for the sensor.

WPs active in phase 2 are:

 » WP2, where the sensing prototype is de-

veloped, with its strategies, procedures, and 

process controls

 » WP3, that develops the sampling module, 

with its methods and procedures

 » WP4, that develops the pre-concentration 

module, with its methods and procedures

 » WP5, that develops the HF-IRAS module, 

with its methods and procedures

 » WP6, that develops the GC separation and 

detection module, with its methods and 

procedures

 » WP7, that develops the Expert System as a 

pattern recognition and learning machine.

The main WP active in phase 3 is WP8, where 

the sensor is tested and validated in the lab 

and through a small-scale fi eld-campaign, 

and performance is assessed quantitatively, 

that is in terms of False Positive and False 

Negative Probabilities. 

The Work-Plan further includes a WP0 (Man-

agement) and a WP9 (dissemination and ex-

ploitation of results), both active along the full 

duration of the project. 

Expected results

The main output of the project will be the 

initial prototype of a sensor capable to 

provide real support to customs offi  cers in 

their daily fi ght against the traffi  cking and 

distribution of illicit drugs. The prototype is 

therefore expected to show: 

 »Reliability (ability to reject interferents);

 »Hand portability;

 »Fast response (few minutes);

 »Good sensitivity (tens of nano-grams or 

better);

 »Broad chemical spread (sensitivity towards 

diff erent drugs and precursors);

 » Identifi cation capacity, (ability to distin-

guish one target compound from another 

at least on a family base). 
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Partners

DIRAC

Information

Acronym : 

DIRAC

Grant Agreement N° : 

242309

Total Cost : 

€ 4,256,753.33

EU Contribution : 

€ 2,987,717

Starting Date : 

01/06/2010

Duration : 

42 months

Coordinator : 

CONSORZIO CREO 

Centro Ricerche Elettro-Ottiche

SS 17 Localita Boschetto

L’Aquila 67100, Italy

—

Contact :

Sandro Mengali

Tel: +39-0862346210 

Fax: +39-0862346201

Website : 

www.consorziocreo.it

NAME  COUNTRY

Consorzio CREO- Centro Ricerche Elettro-Ottiche  Italy 

Fraunhofer-Gesellschaft zur Foerderung der Angewandten Forschung E.V Germany

Consiglio Nazionale delle Ricerche Italy

EADS Deutschland GMBH Germany

ELSAG DATAMAT S.p.A. Italy

Universite de Lausanne Switzerland

Universitatea Dunarea de Jos Din Galati Romania

Institut National de Criminalistiek en Criminologie  Belgium

National Bureau of Investigation Finland

Consorzio Interuniversitario Nazionale per la Scienza e la Tecnologia dei Materiali Italy
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DITSEF

Project objectives

One of the main problems of the First Re-

sponders (FR) (fi re fi ghters, police, etc.) in case 

of crisis occurring at critical infrastructures 

is the availability of relevant information for 

the First Responder level and for the local 

manager. The loss of communications and 

location, the lack of information concerning 

the environment (temperature, hazardous 

gases, etc.) and the poor effi  ciency of the 

Human Machine Interface (HMI) on the fi rst 

responder side are the main current draw-

backs. Therefore, during the intervention 

there is a gap between the First Responders’ 

situation (positioning, health, etc.) and the 

overall overview at their mobile headquarter. 

DITSEF aims at increasing the eff ectiveness 

and safety of First Responders by optimal 

information gathering and sharing with their 

higher command levels. 

Description of the work

The Ditsef project is organised in a number 

of sub projects and 5 worshops:

 » First Workshop : The fi rst workshop is dedi-

cated to the common and usual scenarios 

which drive for a FR interventions (analy-

sis of potential threats, typical emergency 

operations with defi nition of role of FR ac-

cording their defi ned missions). 

End-user inputs: Presentation of some 

typical infrastructures (arrangement of 

the buildings, legal constraints, emergency 

measures) and of typical intervention of FR

 » Second Workshop : Discussion and analy-

sis of the technical and functional require-

ment issues. 

End-user inputs: classifi cation of expected 

functional requirements in line with de-

fi ned scenarios.

 » Third Workshop : Presentation by the con-

sortium of the selected technologies (in-

novated and/or improved) and analysis by 

end-users.

End-user inputs: Analysis and Classifi cation 

of the most valuable future technical solu-

tions proposed by R&D.

 » Fourth Workshop: Presentation of innova-

tive results proposed by R&D in line with 

the End-users support. 

End-user inputs: Analyse and comments 

with the R&D team of the proposed solu-

tions and fi rst view on the integration in a 

systemic approach. 

 » Fifth Workshop : Demonstration on site 

with concrete FR evolving in concrete site 

and scenario. 

End-users inputs: Discussion on future 

needs and research plan experimentation 

and demonstration program. 

DITSEF / Digital & innovative technologie for security & effi  ciency of fi rst 

responder operations

Expected results 

The Ditsef project will provide solutions in 

four areas :

 »Communication

 »  Indoor localisation

 »Sensors

 »Human Machine Interface

The aim of the project is to propose to in-

tegrate these technologies into a system 

through scenarios validated by the end 

users.

These new technologies must respond to 

the end user’s needs.
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Information

Partners

DITSEF

Acronym : 

DITSEF

Grant Agreement N° : 

225404

Total Cost : 

€ 4,245,436 

EU Contribution : 

€ 2,800,000 

Starting Date : 

01/01/2010

Duration : 

36 months

NAME  COUNTRY

Sagem Defense Securite (SDS) France

TNO Netherland

EADS France

Center for Security Studies (KEMEA) Grece

CEA France

Elsag Datamat spa (ED) Italie

National Centre for Scientifi c Research “Demokritos”  Grece

INFITHEON Technologies Ltd (INFI ) Grece

T - SOFT spol. s r.o. Praha Czech Republic

Ministry of Emergency Situations Territory Depertment”Civil Protection”- Montana Region  Bulgaria 

Coordinator : 

Sagem Defense Securite (SDS)

Le Ponant de Paris

27 Rue Leblanc

F-75512 Paris Cedex 15

France

—

Contact :

Philippe Clément

Tel: +33.1 69 19 94 85

E-mail : Philippe.clement@sagem.com

Website : 

http://www.ditsef.eu/
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E-SPONDER

Description of the work

The proposed system addresses the need for 

an integrated personal digital support system 

to support fi rst responders in crises occurring 

in various types of critical infrastructures un-

der all circumstances. E-SPONDER proposes 

modular terminal and overall open system 

architecture in order to facilitate the need for 

enhanced support provision in all cases. It 

deals with the study, design and implemen-

tation of a robust platform for the provision 

of specialized ad-hoc services, facilities and 

support for fi rst responders that operate at 

crises scenes located mainly within critical 

infrastructures. In order to address the diverse 

needs stemming from the complexity of op-

erations, a three-layer approach is proposed. 

Modularity is a key issue to the overall sys-

tem design whether it refers to the mobile/

dispersed units of the fi rst responders or the 

back-offi  ce applications, systems and services. 

 » First Responder Units (FRU). As far as the 

fi rst responders’ units are concerned, dif-

ferent operational needs have to be ad-

dressed according to the origin of the fi rst 

responder. In other words, there are diff er-

ent functional, performance and specifi c 

requirements for diff erent users including 

police offi  cers, paramedics, rescuers and fi re 

brigades crewmen.

 » Mobile Emergency Operations Centre 

(MEOC) The Mobile Emergency Operations 

Centre is a vital part of the entire system. 

It provides a common operational picture 

of the situation as well as a communica-

tion bridge between the fi rst responders 

that operate in the fi eld and the main, 

remotely located Emergency Operations 

Centre (usually located at Civil Protection 

Headquarters).

 » Emergency Operations Centre (EOC) The 

Emergency Operations Centre is the heart 

of the E-SPONDER platform. It contains 

the entire necessary infrastructure (com-

munications, GIS, data processing modules, 

database) suitable and selected for crisis 

management purposes.

 » Training of First Responders The goal of the 

E-SPONDER platform is to provide, at both 

a state and local level, an up-to-date list of 

available trained personnel that can be iden-

tifi ed and deployed quickly in the event of 

a crisis situation. In that sense, E-SPONDER 

will help the authorities to better defi ne fi rst 

responder job profi les and technical com-

petencies. These profi les and competencies 

will then be managed by the e.Learn plat-

form that will link individual competency 

gaps to learning and development, and 

create a central repository of resources and 

associated skill sets for proactive selection 

and succession planning.

 » Logistics of First Responders A full and com-

prehensive analysis and study of the current 

situation as well as the one derived from 

E-SPONDER outcomes will be performed 

in order to set up the conceptual design 

parameters of an Emergency Management 

Process based on ERS&LS (Emergency Re-

source Support & Logistics System) capa-

ble of providing comprehensive situational 

awareness to decision makers to ensure a 

timely, co-ordinated and eff ective response 

to large scale disasters.

Expected results

Measures Metrics

Preparedness

Percent of responders trained to respond to antic-

ipated emergencies (e.g. 15 planning swcenarios)

100%

Safety Offi  cer(s) have the training and experience 

necessary to manage hazards associated with all 

potential planning scenarios

YES

Percent of responders capable of using E-

SPONDER (e.g., responders are fi tted and medi-

cally cleared to use necessary E-SPONDER com-

ponents) so that they have the necessary health 

and safety training to perform their anticipated 

tasks (e.g. awareness level, technician level, etc.) 

in response to an incident

100%

Activate Response Safety and Health

Percent of responders injured or falling ill in re-

sponse to the incident

0%

Time in which Safety Offi  cer is designated within 

the First Response structure (separate from MEOC, 

who may hold this role for a period of time)

Within 30 

minutes from 

arrival of 

responders

Time in which deployment actions are initiated for 

Assistant Safety Offi  cers or Safety Offi  cers to pro-

vide technical assistance to incident safety offi  cial

Within 1 hour 

from arrival of 

responders

Identify safety needs

Percent of hazards detected/identified and 

characterized

100%

Time in which an initial incident safety analysis 

is completed

Within 1 hour 

from respond-

er arrival

Site/Incident Specifi c Safety and Health Training

Percent of emergency workers responding to an 

incident who are provided on-site training prior 

to assignment to work at incident

100%

Ongoing Monitoring of Responder Safety and Health

Time in which the medical unit is opened and 

operating within a MEOC structure

Within 30 

minutes from 

arrival 

of responders 

arrival on-site

Percent of personnel wearing the required E-

SPONDER equipment for site entry and work

100%

Percent of workers who have their representa-

tive exposure to hazardous substances quantifi ed 

and recorded

100%

E-SPONDER / A holistic approach towards the fi rst responder of the 

future
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Acronym : 

E-SPONDER

Grant Agreement N° :

FP7-242411

Total Cost : 

€ 12,922,363.40

EU Contribution : 

€ 8,790,044

Starting Date : 

01/07/2010

Duration : 

48 months

NAME  COUNTRY

Exodus S.A. Greece

University of Modena and Reggio Emilia Italy

CrisisPlan B.V.  The Netherlands

Prosyst Software GmbH  Germany

Immersion S.A.  France

Rose Vision  Spain

Telcordia Poland Sp. z.o.o.  Poland

Centre Suisse d’Electronique et de Microtechnique S.A. Switzerland

Smartex Srl  Italy

Technische Universität Dresden Germany

YellowMAP AG  Germany

PANOU S.A. Greece

Telcordia Taiwan Taiwan

Institute for Information Industry Taiwan

Entente pour la forêt Méditerranée France

Coordinator : 

EXODUS S.A.

6-10 Farandaton Street

11527, Athens

Greece

—

Contact : 

Dr. Dimitris Vassiliadis

Tel: +30.210.7450321

Fax: +30.210.7450399

E-mail : dvas@exodussa.com

Website : 

www.e-sponder.eu
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EFFISEC

Project objectives

Illegal immigration and illicit material detec-

tion is a growing concern at the European 

borders; in that respect border security 

checkpoints must be particularly effi  cient 

against any kind of threat. 

Seaport checkpoints diff er strongly from air-

ports ones and are more complex to process.

The global objective of EFFISEC, a mission ori-

ented project, is to deliver to border authori-

ties more effi  cient technological equipment: 

that provides higher security level of iden-

tity and luggage control of pedestrians 

and passengers inside vehicles, at land and 

maritime check points. 

In the same time, EFFISEC will maintain or 

improve the fl ow of people crossing bor-

ders and will improve the work conditions 

of border inspectors, with more powerful 

capabilities, less repetitive tasks, and more 

ergonomic equipment.

Description of the work

EFFISEC is based on the integration of a set 

of existing and complementary technologies 

(biometrics, e-documents, signal recognition 

and image analysis, trace and bulk detection 

of substances, etc.). It will take into account 

legal and privacy issues and will also include 

a standardisation step.

EFFISEC will allow performing systematic se-

curity check of pedestrians, cars and buses 

with a high level of confi dence while keep-

ing high the fl ow crossing a border. It will 

allow lowering the number of travellers, lug-

gage and vehicles that have to go through 

in depth supplementary checks, out of line. 

EFFISEC will benefi t of recent progress in 

e-Gates for Airport, and it is expected that 

some results (like automatic luggage scan-

ning with the e-Gate) will be transferred back 

to airport security solutions. 

The project concentrates on land and sea-

port checkpoints. It is clear that transposition 

of the project results to other types of check-

points, as for example trains and in particular 

high speed train (HST/TGV) stations, will be 

quite easy and it is expected that it will be 

carried by some EFFISEC partners interested 

in providing security solutions.

By the end of the project, EFFISEC prototypes 

results will need industrial development for 

massive deployment in mid-term (2014-

2020) at land/maritime border check points.

Expected results

EFFISEC will provide border offi  cers with up-

to-dated technologies:

 »allowing systematic in depth controls of 

travellers, luggage and vehicles, for pedes-

trians and people inside vehicles, through 

the use of automatic gates and portable 

identity check and scanning equipment,

 »providing objective criteria for submitting 

some travellers/vehicles/luggage to an ex-

tensive check in specifi c lanes.

Based on a detailed analysis of the opera-

tional requirements (including ergonom-

ics, security and legal issues) for all types of 

borders, EFFISEC will focus on four technical 

key issues: documents and identity check, 

detection of illicit substances, video surveil-

lance and secured communications. 

The technology proposed will be demon-

strated for pedestrians, and travellers using 

cars and buses; standardisation aspects will 

be considered and results disseminated.

EFFISEC / Effi  cient integrated security checkpoints
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EFFISEC

Acronym : 

EFFISEC

Grant Agreement N° : 

217991

Total Cost :

€ 16,310,974 

EU Contribution :

€ 10,034,837 

Starting Date :

01/05/2009

Duration :

48 months

NAME  COUNTRY

Sagem Sécurité  France

Thales Security Systems  France

Thales Electron Devices  France

Galileo Avionica  Italy

Elsag Datamat Spa  Italy

Smiths Heimann  Germany

Sociedad Europea de Analisis Diferencial de Movilidad  Spain

VTT  Finland

FOI Sweden

University of Reading  United Kingdom

Ministry of Interior – Romanian Border Police  Romania

Secalliance  France

MC2  France

Port of Lisbon  Portugal

JRC  European Union

Thales Security Systems Portugal  Portugal

Coordinator :

SAGEM SÉCURITÉ

Le Ponant de Paris

27 Rue Leblanc

F-75015 Paris Cedex 15

France

—

Contact :

Krassimir Krastev

Tel : +33 (0) 1 58 11 25 43

Fax : +33 (0) 1 58 11 87 01

E-mail : krassimir.krastev@sagem.com

Website : 

www.effi  sec.rdc.ac.uk
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EMILI

Project objectives

The project EMILI (“Emergency Manage-

ment in Large Infrastructures”) is a capability 

project which aims at a new generation of 

data management and control systems for 

large infrastructures (CIs) including appropri-

ate simulation and training capabilities. New 

Internet-based technologies like active and 

reactive behaviour through complex event 

processing and event action rules will be de-

veloped and adapted. Semantic technologies 

will allow computer systems to capture the 

meaning of a large variety of information 

relevant in emergency management.

Description of the work

This is especially important in the case of 

emergencies and crises. Large Infrastructures 

are cost intensive, large, complex technical 

systems. They are frequently operated at 

their limits. Today, they are changing their 

characteristics rapidly in various respects. 

These CIs depend on each other and interact 

with each other in many ways. Even small 

disturbances may trigger avalanches of 

failures in the same system and in depend-

ing ones. Quick and adequate reactions are 

key factors in safe and effi  cient operations of 

Critical Infrastructures today. Currently used 

data management and control systems of 

large Infrastructures mainly collect data 

from their own system and process them 

in a more or less pre-defi ned way. In order 

to adapt today’s control systems to the new 

challenges - especially to an effi  cient man-

agement of emergencies - we need a new 

generation of these control systems, their 

methodology and technology

Expected results

This new generation of control systems is 

needed in order to improve the security of 

CIs like power grids and telecommunica-

tion systems, airports and railway systems, 

oil and gas pipelines under future technical, 

economic, organisational, political, and legal 

conditions. Especially with a view to  an ef-

fi cient management of emergencies - a new 

generation of these control systems, their 

methodology and technology is needed.

EMILI / Emergency management in large infrastructures

EMILI’s results will support the need for more 

complex and sophisticated control systems 

for CIs. This includes the necessary sophis-

ticated human operator decision support. 

Training systems built on EMILI’s technology 

will enable eff ective and effi  cient prepara-

tion of people to all relevant kinds of decision 

making in critical situations.

Airport, public transport (Metro) and power 

grid systems will serve as demonstration and 

validation base.
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EMILI

Acronym : 

EMILI

Grant Agreement N° : 

242438

Total Cost :

€ 3,997,230.40

EU Contribution :

€ 3,139,228 

Starting Date :

01/01/2010

Duration :

36 months

Coordinator :

FRAUNHOFER IAIS

Schloss Birlinghoven

D-53754 Sankt Augustin

Germany

—

Contact :

Dr. Rüdiger Klein

Tel: +49 2241 14 2608 

Fax: +49 2241 14 2342

E-mail: Ruediger.Klein@IAIS.Fraunhofer.de

Website:

www.emili-project.eu

NAME  COUNTRY

Fraunhofer IAIS Germany

Asit AG Switzerland

Aplicaciones en Informática Avanzada SA Spain

Skytec AG Consulting in Information Technologies Germany

Stichting Centrum voor Wiskunde en Informatica (CWI) The Netherlands

Institut Mihajlo Pupin Serbia

Ludwig-Maximilians-Universität München Germany
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ESCoRTS

Project objectives

ESCoRTS is a joint endeavour among EU proc-

ess industries, utilities, leading manufacturers 

of control equipment and research institutes, 

to foster progress towards cyber security of 

control and communication equipment in 

Europe. This coordination action will ad-

dress the need for standardisation in this 

area (where Europe lags behind other world 

actors), indicating R&D directions by means 

of a dedicated roadmap.

ESCoRTS will be a leading force for disseminat-

ing best practice on Supervisory Control And 

Data Acquisition (SCADA) security implemen-

tation, ensuring convergence and hastening 

the standardisation process worldwide, and 

paving the way to establishing cyber security 

testing facilities in Europe.

Networked computers reside at the heart of 

critical infrastructures and systems on which 

people rely, such as the power grid, the oil 

& gas infrastructure, water supply networks 

etc. Today these systems are vulnerable to 

cyber attacks that can inhibit their operation, 

corrupt valuable data, or expose private in-

formation. 

Attacks compromising security of monitoring 

and control systems may also have negative 

impact on the safety of personnel, the pub-

lic and the environment, by causing severe 

accidents like blackouts, oil spills, release of 

pollutants in the air, water and soil.

Pressure to ensure cyber security of control 

and communication systems is strong in the 

US, where industry sectors - electricity, oil, gas 

etc. are issuing guidelines and have set up a 

common platform, the Process Control Sys-

tems Forum. There national facilities where 

to test the security of control and commu-

nication components are available. . In the 

EU, the importance of the issue starts to be 

recognized as well: vendors and many users 

are trying to accommodate what emerges 

as best practice security. 

Nevertheless, a common strategy towards 

standardisation is lacking; the eff orts are scat-

tered across industrial sectors and companies. 

In addition, due to the lack of testing facili-

ties in the EU, manufacturers and operators 

currently need to resort to US cyber security 

facilities to verify their products and services.

Description of the work

The key objectives of ESCoRTS include:

 »Developing a common understanding of 

industrial needs and requirements regard-

ing the security of control systems and the 

related standardisation, accompanied by 

a raising awareness programme reaching 

all stakeholders.

 » Identifying and disseminating best prac-

tice, possibly in a joint endeavour between 

manufacturers and end users, resulting in a 

joint capability and technology taxonomy 

of security solutions.

 »Stimulating convergence of current stan-

dardisation eff orts. Liaising with interna-

tional eff orts and especially with the US 

Process Control Forum.

 »Developing a strategic R&T and standardi-

sation roadmap.

 »Developing and deploying a secure ICT 

platform for the exchange of relevant data 

among the stakeholders. 

 » Identifying requirements for appropriate 

test platforms for the security of process 

control equipment and applications. 

Expected results

ESCoRTS will result in coordinating stan-

dardisation eff orts in the sector and in pa-

ving the way for the development of test-

ing facilities for industrial cyber equipment 

across Europe.

The consortium is inter-sector, and involves 

the main EU manufacturers of SCADA equip-

ment under CEN lead, and important SCADA 

end-users in diff erent processes: power gen-

eration, electricity transmission and water 

management. A stakeholder board including 

partners from several process areas (power, 

gas, oil, water, chemicals and petrochemicals, 

pharmaceuticals) will ensure coherence be-

tween, and across, the diff erent stakeholders 

and activities. 

ESCoRTS / European network for the security of control and real-

time systems
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ESCoRTS

Grant Agreement N° :

218245

Total Cost : 

€ 1,076,091

EU Contribution : 

€ 673,603

Starting Date : 

16/06/2008

Duration : 

30 months

Coordinator : 

COMITÉ EUROPÉEN DE NORMALISATION CEN

Rue de Stassart 36 

BE – 1050 Bruxelles 

Belgium

—

Contact : 

Luc Van den Berghe

E-mail : luc.vandenberghe@cen.eu

Website : 

www.escortsproject.eu/

NAME  COUNTRY

CEN Belgium

JRC European Union

ABB Switzerland

Areva France

Siemens Germany

Opus United States of America

EngiNet Italy

ENEL Italy

Transelectrica Romania

Mediterranea delle Acque Italy

UNINFO Italy
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›› Enterprise & Industry

ESS

Project objectives

The purpose of ESS is to enable improved 

control and management of major crisis 

events such as natural disasters, industrial 

accidents, terror attacks etc. The idea guiding 

the development of ESS is a portable, modu-

lar and autonomous system which fuse in 

real-time various forms of fi eld-derived data 

including video, audio, weather measure-

ments, location tracking, radioactivity, bio-

chemical, telecom derived data, aff ected 

population reports and other information. 

The data is collected and communicated 

via both portable and fi xed platforms in-

cluding wireless communication devices, 

Unmanned Aerial Vehicle (UAV), Unmanned 

Ground System (UGS), air-balloon and fi eld-

vehicles. The fusion of the data is handled 

within a central system which performs 

information analysis and provides decision 

support applications for web based com-

mand and control systems. This provides 

fl exible, yet comprehensive coverage of 

the aff ected area. 

Once available to the market, the ESS con-

cept will off er real time synchronization and 

information sharing between fi rst respond-

ers and support forces at the site of the inci-

dent. ESS will also enable the commanders 

to communicate with the aff ected on-site 

personnel by sending text (SMS) or recorded 

voice messages.

Description of the work

The ESS consortium intends to develop a 

revolutionary crisis communication system 

that will reliably transmit fi ltered and pre-

organized information streams to the crisis 

command system, which will provide the 

relevant information that is actually needed 

to make critical decisions. 

The information streams in ESS will be or-

ganized in such a way that they can be eas-

ily enhanced by and combined with other 

available applications and databases (thus 

enabling the coupling of the ESS system with 

crisis decision support systems currently 

under development). The ESS will provide 

an open API in order to allow any public 

authority, if needed, to add more applica-

tions customized to its particular needs. ESS 

interfaces are open as they are based on 

OGC standards. Each commercial application 

which will adopt OGC standards will be able 

to connect to ESS in a plug and play manner. 

Any abnormal event may register as a sud-

den change or cumulative changes in one 

or several mediums which it interacts with 

(Telecom, Air, Spatial, Visual, Acoustic and 

more). Therefore, eff ective control of such 

an abnormal event means: monitoring each 

medium independently in real-time, acti-

vating an alarm when sudden or cumula-

tive changes in one or more mediums are 

detected, and when necessary contacting 

the aff ected population and providing mass 

evacuation capabilities. ESS will integrate all 

these means to one central system which 

will enable crisis managers to respond to 

these challenges. 

In order to validate the system it will be 

tested in three diff erent test fi elds: a fi re in a 

forested area, an event in a crowded stadium 

and a toxic waste dump accident. Operat-

ing ESS under diff erent scenarios is needed 

in order to test the system’s capabilities in 

diff erent kinds of crises using a variety of 

collection tools.

The partners in the ESS project are on the 

forefront of technological development. 

Each of the partners brings important and 

complementary expertise to the project. 

Three partners represent the end users for 

ESS technologies, solutions and perspective. 

Expected results

First and foremost, ESS will aid in the de-

velopment of novel tactical intelligence 

system for crisis events. In addition, ESS 

will change the way data is gathered and 

handled during times of crisis. Other impor-

tant advances that will be brought about 

by ESS will be the development of novel 

methods for decision support, and the 

use of web-portals as hubs for real-time, 

actionable information. Lastly, additional 

technological impacts that are expected 

from the development of the ESS system 

include, for example, the integration of road 

traffi  c information systems. 

ESS / Emergency support system
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Grant Agreement N° :

217951

Total Cost : 

€ 14 M

EU Contribution : 
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Starting Date : 

01/06/2009

Duration : 
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NAME  COUNTRY

VERINT SYSTEMS LTD Israel

Wind Telecomunicazioni SpA Italy

International Geospatial Services Institute Germany

Intergraph CS Czech Republic

GMV Sistemas S.A. Spain

CS Systèmes d’Information France

Fraunhofer Institute IAIS Germany

ITIS Holdings plc. UK

Algosystems SA Greece

Alcatel-Lucent Italia Italy

APD Communications Ltd. UK

Centre d’Essais et de Recherche de l’Entente France

ANCO S.A. Greece

FAENZI srl. Italy

CENTER FOR SECURITY STUDIES (KEMEA) Greece

The Imego Institute Sweden

Magen David Adom Israel

Ernst & Young Israel

Aeronautics Defense Systems Israel

Coordinator : 

VERINT SYSTEMS LTD

Mr. Gideon Hazzani

33 Maskit St Herzliya, 46733 Israel 

—

Contact : 

Mr. Gideon Hazzani

Email: Gideon.Hazzani@verint.com, 

Website : 

www.ess-project.eu
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EULER

EULER collaborative research project gathers 

main European actors to demonstrate how 

the benefi ts of Software Defi ned Radio can 

be leveraged in order to enhance interoper-

ability and fast deployment in case of crisis 

needed to be jointly resolved.

Project objectives

Communication systems used on fi eld by 

security organisations constitute major ele-

ments enabling restoring security and safety 

after crisis in an effi  cient manner. Large 

scale events necessitate the cooperation 

between security organisations of diff erent 

nature and diff erent nations. In connection 

with a strong group of end-users in Europe, 

EULER will contribute in proposing a more 

agile, interoperable, robust communication 

system supporting a new range of services 

to its users. In order to achieve these goals, 

three main components will be combined: 

a reference high-data-rate radio technique, 

a communication system architecture al-

lowing integration of heterogeneous radio 

standards and Software Defi ned Radio (SDR) 

as a key enabler for this.

Description of the work

Enable enhanced deployment of protection 

organisations on a crisis location: groups 

gathered to operate need their radio sys-

tems to coexist and to be inter-connected, 

with short confi guration time. EULER will 

provide a reference system architecture 

enabling on-the-fi eld integration of such 

radio techniques.

Enhance the capabilities of wireless com-

munication systems to enable high-speed 

communication backbone and also allow 

emerging types of services (such as on-fi eld 

video, telemedicine, on-fi eld sensors’ values 

transmission) but also usual PMR ones. To 

this end, a new reference high-speed radio 

waveform will be proposed in line with func-

tional, security and operational conditions 

(e.g urban, rural areas, …).

Provide fully programmable radios via a 

standardised software interface (Software 

Defi ned Radio), allowing to realise the sys-

tem architecture and reference wireless 

communication waveform in a software-

portable fashion, hence guaranteeing re-

usability of these elements across platforms 

from diff erent organisations and suppliers.

EULER approach towards the 
objectives

The consortium will be dealing with activi-

ties of several types. The overarching one 

will consist of interacting with public-safety 

organisations to shape and refi ne opera-

tional scenarios and requirements. Analysis, 

specifi cation and interaction with standardi-

sation bodies will be the basis for implemen-

tation in the several areas the project targets. 

These outcomes will constitute one of the 

fi rst European demonstrators of interoper-

ability in a civil- crisis situation based on SDR.

EULER / European software defi ned radio for wireless joint security 

operations

ise the sys-

ce wireless

a software-

nteeing re-

ss platforms

d suppliers.

ability in a civil- crisis situation based on SDR.
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Grant Agreement N° : 

218133

Total Cost : 

€ 15,468,483

EU Contribution : 

€ 8,720,692

Starting Date : 

01/03/2009

Duration : 

36 months

Coordinator : 

THALES COMMUNICATIONS S.A.

Boulevard de Valmy 160

FR-92700 Colombes

France

—

Contact :

Bruno Calvet

Tel : +33 (0) 1 41 302 084

Fax : +33 (0) 1 46 132 555

E-mail : bruno.calvet@fr.thalesgroup.com

NAME  COUNTRY

Thales Communications S.A France

Eads Secure Networks France

Astrium Limited United Kingdom

Budapest University of Technology and Economics Hungary

Elsag Datamat s.p.a. Italy

Selex Communications S.P.A. Italy

Telespazio S.P.A. Italy

Universita di Pisa.  Italy

Saab Communications Sweden

TNO  The Netherlands

Indra Sistemas S.A. Spain

Rohde & Schwarz gmbh. Germany

Center for Wireless Communications, University of Oulu Finland

Prismtech Limited United Kingdom

IMEC Belgium

JRC  Belgium

Ecole Superieure d’Electricite France

Elektrobit Wireless Communications Finland
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EURACOM

Project objectives

EURACOM addresses the issue of the pro-

tection and resilience of energy supply for 

European interconnected energy networks. 

Its objective is to identify, together with 

European critical energy infrastructures op-

erators, a common and holistic approach 

(end-to-end energy supply chain) for risk 

assessment and risk management solutions. 

By establishing links and coherent risk man-

agement procedures across energy sectors 

and EU countries, the resilience of critical 

energy services across the whole (‘end-to-

end’) energy infrastructure chain is sought 

to be increased. 

Description of the work

EURACOM will pursue 4 main objectives:

 » Promoting a dialogue between energy and 

security stakeholders. 

EURACOM will initiate a common platform 

for discussion and future decision-making 

at European level between all stakeholders 

of the energy chain from the diff erent Euro-

pean countries, thus strengthening a com-

mon understanding of threats and risks, the 

establishment of common procedures, and 

developing eff ective and coherent tools 

for the planning of contingency measures. 

The EURACOM Consortium planned sev-

eral activities: 6 workshops and a fi nal 

conference will take place in 2010. Some 

of these workshops will be sector-specifi c, 

and all of them will address risk assessment 

and contingency planning methodologies.

 » European Forum for Energy Infrastructures 

– Security and Resilience 

The EURACOM Project seeks to set up a 

lasting Forum to establish trust and co-

operation among the energy supply and 

demand sides. To this end, a restricted web-

site, will link national users and operators 

and enable them to share information in 

an environment of mutual trust.

A common European methodology for risk 

management and contingency planning 

By linking the diff erent approaches at na-

tional and local level, EURACOM aims at 

creating the basis for a common and co-

herent methodological approach across 

diff erent sectors of the energy infrastruc-

ture supply chain, enabling cost-eff ective 

cooperation and coordination across the 

extended borders of the European Union. 

This Pan-European methodology will be 

derived from:

• the defi nition of generic energy infra-

structure/network model, 

• the study of available methodologies,

• the identifi cation of commonalities, and

• practical discussions and exercises with 

energy infrastructures operators.

 » Supporting European policies for the protec-

tion of critical energy infrastructures 

The EURACOM Partners will eventually 

make suggestions to support European 

policies for the protection of critical en-

ergy infrastructures, as well as to start the 

creation of a comprehensive and common 

understanding on part of the Member 

States and sectoral stakeholders for the 

development of more secure, integrated 

frameworks, and for the implementation 

of emergency plans. 

Expected results

The EURACOM methodology will not only 

off er the basis for common and compatible 

assessment and management tools that can 

be adapted to diff erent situations, energy 

operators, and countries, but it will also re-

inforce the European industry’s potential 

to create important market opportunities. 

The common methodology will also con-

tribute to enhanced co-operation and co-

ordination across Europe, the development 

and promotion of metrics, standards, evalu-

ation and certifi cation methods and best 

practices, which will improve the overall 

protection of energy infrastructures.

EURACOM / European risk assessment and contingency 

planning methodologies for interconnected networks
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Total Cost : 
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Coordinator : 

EOS  THE EUROPEAN 
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—

Contact :
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Website:

www.euracom-project.eu

NAME  COUNTRY
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ALTRAN France 

CEA France

JRC The Netherlands

TNO The Netherlands

THALES United Kingdom

EDISOFT Portugal
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EU-SEC II

Project objectives

The main objective of EU-SEC II is to facilitate 

the interaction between diff erent stakeholders 

in the European technology research, thereby 

synchronizing eff orts, as well as an adequate 

level of coordination between national and Eu-

ropean eff orts to achieve cost eff ective security 

solutions. The project aims at contributing to 

the harmonization of national research poli-

cies and to the common understanding and 

identifi cation of needs and priorities among 

its Partners, all EU national authorities, through 

the creation of a durable structuring eff ect of 

the demand side of the European technology 

market. Thus, the involved Partners will be able 

to address the technology suppliers, push the 

market to eff ectively react to meet their exi-

gencies. Furthermore, EU-SEC II will be able to 

elaborate strategic research and technology 

roadmaps to guide, orientate and underpin 

European, national and private research pro-

grammes and the consequent allocation of 

funds. The fi nal goal and ambition of EU-SEC II 

is to assist the creation of a European House of 

Major Events Security (EHMES), a long-lasting 

tool at the disposal of EU countries hosting 

a major event. The EHMES will provide both 

coordination methodologies and technical 

assistance, delivering results that will be sus-

tainable over a long period of time and remain 

useful for EU Member States in future decades. 

Description of the work

In order to achieve its objectives, a step by step 

approach has been devised to implement the 

various phases of the coordination plan: 

Information exchange 

Providing with a mapping exercise that will 

ensure the systematic exchange of infor-

mation on existing national research pro-

grammes and policies among Partners.

Strategic activities 

Exploring complementarities, gaps and barri-

ers to the coordination and management of 

available human and fi nancial resources of 

diff erent national research programmes and 

policies, laying the bases to support the in-

novation needed thought the development 

of the project.

Joint activities 

Producing a common methodology for the 

joint elaboration of a common research 

policy, paving the way for the elaboration 

of a pilot security research and technology 

strategic roadmap for European, national and 

private research programmes.

Transnational activities 

Setting the modalities of concrete response 

of the EU-SEC II Partners to European and 

national research priorities and exigencies 

in the fi eld of security at Major Events, while 

simultaneously becoming the main inter-

locutor for the private sector and all other 

stakeholders involved in the provision of 

security in Europe.

EU-SEC II Manual 

Collecting all materials and documents 

resulting from the implementation of the 

project in order to provide the International 

community with a ma nual of best practices 

in coordination of research programmes and 

policies in the fi eld of security at Major Events.

Expected results 

 » Harmonization of national research policies.

 » Synchronization of national end-users into a 

coordinated platform to eff ectively address 

other stakeholders’ requirements involved 

in the provision of security at Major Events.

 » Elaboration of a common understand-

ing, identifi cation and ways to respond 

to research needs and priorities among 

EU-SEC II Partners and EU national authori-

ties thorough the creation of a durable 

structuring eff ect of the demand side of 

the European technology market.

 »Elaboration of a strategic research road-

map for relevant EU and national institu-

tions.

EU-SEC II / Coordinating national research programmes and policies 

on security at major events in Europe
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Coordinator : 
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EUROPOL The Netherlands

Bundesministerum für Inneres / Ministry of the Interior Austria
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Cuerpo Nacional de Policía Spain

Ministry of the Interior / Police Department Finland

Direction Générale de la Police Nationale France
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An Garda Siochana Ireland

Ministero degli Interni Italy

Ministry of Justice The Netherlands

Ministry of the Interior / Higher Institute on Police Sciences and Internal Security Portugal

Centre for Security Studies Greece

Police Academy of Latvia Latvia

Ministry of Interior and Administration Reform  General Inspectorate of the Romanian Police Romania

Ministry of Interior of the Slovak Republic Slovakia

Academy of the Ministry of the Interior Bulgaria

Policijska uprava Maribor Slovenia

Personal Protection and Law Enforcement Police Estonia

Cyprus Police Cyprus

Hungarian National Police Headquarters Hungary

Malta Police Force Malta

Swedish National Police Board Sweden

National Police Department / National Police College Denmark
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EUSECON

Project objectives

EUSECON strives to create an analytical 

framework for complementary research 

within the discipline of security econom-

ics. This framework relates human-induced 

insecurity (terrorism and organised crime) 

to other forms of insecurity (industrial ac-

cidents, natural disasters, geo-political in-

security) and security measures. 

Beyond creating this framework and de-

fi ning the fi eld of security economics, EU-

SECON provides policy advice for security 

policy makers, security research programme 

makers, and security research analysts. This 

is achieved by focusing scholarship on the 

relationships between human-induced in-

security (terrorism and organised crime), 

security provision, and the prevailing socio-

economic policy framework. 

EUSECON will investigate the relationship 

between security, insecurity, and the econ-

omy by drawing on the research activities of 

the project participants, the most relevant 

European players in this fi eld. 

This research capacity has allowed research 

to focus on the underlying micro-economic 

processes and resulting macro-economic 

impacts both conceptually and in the 

European context.

Description of the work

EUSECON’s strategy focuses on utilizing an 

overarching theoretical framework to relate 

human-induced security threats, such as ter-

rorism or organised crime, to other forms of 

insecurity such as natural disasters, industrial 

accidents, and confl ict. 

It will employ the following methods:

 »  Acknowledging Historical Context: The 

work strategy will revisit occurrences of 

insecurity in their historical contexts, go-

ing beyond identifying the conceptual 

and pra ctical similarities and diff erences 

between forms of insecurity.

 »Analyzing Perceptions of Insecurity: Eff orts 

will be focused on understanding the re-

sponses of stakeholders of various levels, 

on diff erentiating between inter- and intra-

national confl ict, and on understanding the 

historical notions of insecurity among the 

diff erent member states of the EU.

 »Filling Knowledge Gaps: A research stra tegy 

will be implemented that strives to fi ll data 

gaps and overcome the current methodo-

logical problems in order to account for the 

economic repercussions of security and 

insecurity.

Expected results

A clear research strategy that defi nes the 

fi eld of security economics and copes with 

insecurity and its economic consequences 

will be developed:

 »Knowledge gaps, including those that deal 

with responses to insecurity at the micro 

level, will be fi lled.

 » Increased understanding of the costs and 

benefi ts of security policies will produce re-

sults which can be used to improve policy 

making in the EU.

 »Academic and policy relevant knowledge 

will be disseminated quickly and effi  ciently 

within the European security economics 

research community, promoting contin-

ued study in the area.

 »EUSECON developed a conceptual frame-

work for the project as a whole in the fi rst 

year. Outputs include papers on the defi ni-

tion of security economics, data require-

ments and availability, a historical mapping 

of security policies in the EU, and a look at 

insecurity threats from the policy-maker’s 

perspective. These outputs are dissemi-

nated through the Economics of Security 

Working Paper Series, which can be ac-

cessed from the project’s website (www.

economics-of-security.eu/eusecon).

EUSECON / A new agenda for european security economics
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Institute for Peace Research and Security Policy at the University of Hamburg Germany
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Charles University Prague Czech Republic 

University of Patras Greece

The Chancellor, Masters and Scholars of the University of Oxford United Kingdom 

Queen Elisabeth House, University of Oxford United Kingdom

Centre for Criminology, University of Oxford United Kingdom

Ingeniería de Sistemas para la Defensa de España, S.A. Spain

Basque University Spain

RAND Europe United Kingdom 

Hebrew University Jerusalem Israel

University of Thessaly Greece

University of Linz Austria

International Peace Research Institute, Oslo Norway

Institute of Social Studies The Netherlands
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FASTID

Project objectives

1. Development of an information manage-

ment and decision support system for 

disaster victim and missing person identi-

fi cation satisfying end user requirements 

enabling the storing and comparison of 

diff erent characteristics which may lead 

to the identifi cation of any one individual.

2. To develop an internationally acceptable 

format and training for accurate and re-

peatable data recording in the system.

3. To test and evaluate the system.

4. To develop exploitation strategies.

Description of the work

The project will start by collecting detailed 

end-user requirements. 

It will be necessary to consider not only the 

performance of the system itself for inter-

national and national police work but also 

its interface to INTERPOL’s present network 

and channels for uploading and distribut-

ing data and other identifi cation software. 

These requirements will feed into the de-

sign of the overall system and the specifi c 

specifi cations for system modules and in-

terfaces.

A core system will be developed taking IN-

TERPOL’s paper Ante-Mortem (AM) Disaster 

Victim Identifi cation (DVI) form and Post-

Mortem (PM) DVI together with its Yellow 

Notice and Black Notice forms, which use 

the minimum international standards agreed 

to date for the collection of data for identifi -

cation of victims and present software as a 

basis and these will be extended with Rich 

Internet Application methods and further 

identifi cation techniques.

An ‘aide aside’ will be designed that will 

facilitate a commonality of reporting and 

understanding of the terms in the INTERPOL 

forms leading to a better understanding of 

the nature of the data being recorded and its 

true international translation. This will form 

the starting point for a full online training 

programme which will be developed utilis-

ing the most eff ective and effi  cient means of 

ensuring operational commonality between 

countries and organisations. 

Research will be carried out into image 

retrieval methods for assisting forensic 

identifi cation with respect to faces, body 

modifi cations (e.g. tattoos), decorations, 

property and clothing. 3D morphing and 

craniofacial reconstruction and superimposi-

tion approaches will be investigated for this 

application. The best results are planned to 

be implemented into the core system.

There will be extended testing and evalua-

tion of the results in and these will allow for 

some development reiteration. Exploitation 

strategies will be developed.

Expected results

A centralised worldwide system at INTER-

POL’s General Secretariat in Lyon with decen-

tralised access, applicable to disasters and 

everyday policing. The system will include 

its own search capabilities for some identi-

fi ers and will be interfaced to other software 

for further identifi ers such as fi ngerprints. It 

should be possible for INTERPOL’s General 

Secretariat and its member countries to use a 

fully operational system within a short time-

to-market period.

FASTID / Fast and effi  cient international disaster victim identifi cation
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Bundeskriminalamt Germany

Plass Data Software A/S Denmark
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Crabbe Consulting Ltd United Kingdom
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INTERPOL, General Secretariat

200, Quai Charles de Gaulle
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—

Contact :

Peter Ambs, Operational Police Support Directorate

Tel : +33 (0)4.72.44.72.92

Fax : +33 (0)4.72.44.73.80

E-mail : p.ambs@interpol.int

Website : 

http://www.interpol.int/FASTID.asp
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FESTOS

Project objectives

New technologies can greatly improve our 

quality of life, but they may also have a “dark 

side”. What if technologies that we have not 

yet imagined end up being inadequately 

used or even intentionally abused?

The objectives of FESTOS are to identify and 

assess evolving security threats posed by the 

abuse or inadequate use of emerging tech-

nologies and new scientifi c knowledge and 

to propose means to reduce their likelihood. 

Looking ahead to the year 2030, this fore-

sight study will scan the horizon of fi elds 

such as nanotechnologies, biotechnologies 

and information technologies, as well as ca-

pabilities that may emerge from converging 

technologies. 

Possible prevention means and policy 

measures will be studied in the context of 

trade-off s between security needs and the 

freedom of research and knowledge, taking 

into account shifts in public perceptions of 

threats and related security issues. 

Description of the work

FESTOS is based on three pillars: a) identify-

ing new potentially threatening technolo-

gies and fi elds of techno-science research; b) 

assessing emerging threats and construct-

ing related scenarios, with appropriate early-

warning indicators and c) deriving prepared-

ness measures and policy guidelines.

FESTOS will fi rst identify relevant emerg-

ing technologies and new techno-science 

research areas which may be the source of 

potential threats. The focus is on fi ve main 

areas: material science, robotics, nanotech-

nologies, biotechnologies and information 

technologies. In addition, relevant technolo-

gies may emerge from the convergence 

of diff erent fi elds. Emerging and evolving 

threats will then be evaluated by using vari-

ous methods:

 »Expert surveys to forecast likely onset of 

threat realization, assign prioritization and 

project the nature and extent of potential 

damage and social issues.

 »Brainstorming to identify, discuss, classify 

and assess the potential threats.

 »Listing and classifying interesting “weak 

signals” in order to identify “wild cards”: 

unlikely but highly aff ecting events.

Specifi c threat scenarios will be developed 

that will take societal contexts (e.g. chang-

ing perceptions of security) into account, 

and will pay special attention to potentially 

high- impact events, even if perceived as 

very unlikely. 

Critical early-warning indicators that hint at 

the growing likelihood of specifi c scenarios 

will be identifi ed. Also, FESTOS will analyse 

the needs for monitoring and control on 

the proliferation of knowledge-form R&D 

activities, taking into account societal and 

ethical issues in the context of trade-off s 

between security, human rights and the 

freedom of research and knowledge crea-

tion. A policy workshop will be organised 

based on FESTOS’ results, to be attended 

by representatives of relevant stakeholder 

groups. Policy guidelines and recommenda-

tions will be derived for the EU as a whole as 

well as for its individual member countries.

Expected results 

 »Awareness of potential threats of specifi c 

new technologies.

 » Initiation of a foresight process in Europe 

that continuously scans the unfolding 

technology landscape in anticipation of 

evolving threats. 

 »Alternative scenarios that outline future 

impacts of security threats with special at-

tention to low likelihood but high- impact 

events.

 »  Identifi cation of “early warning signals” 

that might hint at the growing likelihood 

of unforeseen scenarios.

 »Policy guidelines aiming at novel means of 

preparedness for future threats.

FESTOS / Foresight of evolving security threats posed by emerging 

technologies
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—

Contact :

Yair Sharan 

Tel : +97236407574

Mobile: +972544381600

Fax : +97236410193

E-mail : sharan@post.tau.ac.il

Website : 

www.festos.org 
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FORESEC

Project objectives

The objective of FORESEC is to tie together 

the multiple threads of existing work on the 

future of European security so as to provide 

more cogent guidance, orientation and struc-

ture for all future security-related research ac-

tivities. It aims to enhance the shared under-

standing of the complex global and societal 

nature of European security, in order to pre-

empt novel threats and capture technological 

opportunities. In particular, FORESEC seeks to 

identify security responses in which there is 

particular added-value and shared interest to 

work at the European level. FORESEC is tar-

geted to provide critical policy support and 

advice for security researchers and decision-

makers, including the European Security Re-

search and Innovation Forum (ESRIF), with a 

view to providing recommendations in the 

medium-to-long-term timeframe. Due to 

the nature of support actions, FORESEC also 

produces results relevant to policy matters 

and the broader security policy community.

FORESEC forms a pan-European network for 

European security foresight and helps foster 

societal debate on European security and 

security research.

Description of the work 

FORESEC achieves its results through a partici-

patory process aimed at deepening the dia-

logue within European societies on security 

issues and by nurturing broad, pan-European 

participation by including stakeholders from 

governments, universities, the private sector 

and civil society in EU Member States

FORESEC employs the following methods:

 » Desk study: A state-of-the-art scan of secu-

rity and security research in 12 selected EU 

Member States and an analysis of the global 

context of European security are conducted 

to provide a common basis for the participa-

tory foresight process.

 » Participatory foresight methods: A kick-off  

workshop initiated public debate on Euro-

pean security and provided commentary 

and validation of state-of-the-art fi ndings 

regarding threats and drivers. The workshop 

also produced statements on security and 

the security technologies that were used in 

the Delphi survey.

Delphi: FORESEC engaged a broad range of 

experts and stakeholders through the Delphi 

survey which was carried out in two rounds 

online. The objective of survey was to identify 

future trends relevant to European security that 

go beyond what is generally known. The sur-

vey focused on societal trends in Europe and 

their relevance to security; global trends with 

a major impact on EU security; technologies 

and innovations related to European security; 

and the creation of a European conception of 

security. The results of the Delphi survey were 

further systematically analysed and evaluated. 

An analytical framework for the assessment of 

security challenges and their drivers was devel-

oped and used as input for the scenario analysis. 

Scenario analysis: Scenario analysis involves a 

small multidisciplinary group of experts in six 

selected countries. The scenario analysis aims 

to help to understand the specifi c threats that 

might manifest themselves in the lives of Euro-

pean citizens and to identify national and Eu-

ropean level policy options that can prevent, 

counter and mitigate the threats and identify 

security gaps. The analysis is based on fi ve to 

six threats that emerged as most prominent in 

the Delphi survey and which clearly represent 

a European consensus with European dimen-

sions. The scenario analysis will reveal societal 

and ethical challenges as well as possible tech-

nological opportunities. 

Expected results 

The concrete results of the project are:

 »A series of reports: global and country 

reports, Delphi report, trend-assessment 

reports, drivers and threats, scenario de-

scriptions and analysis, technological op-

portunities and a fi nal summary report,

 »An interactive website,

 »Vision-building and dissemination events,

 » Increased public interaction and involve-

ment as a stakeholder in the process. 

The more intangible outcomes of the project 

include: 

 »Enhanced networks, i.e. creating, expand-

ing and maintaining networks of people 

and organisations from diff erent sectors 

working with security issues across Europe,

 »The development of a consensus and a 

shared vision regarding European security, 

 »Creation of a foresight culture on European 

security,

 » Integration of Foresight results into the 

European Security Research, policy pro-

grammes and national programmes.

FORESEC / Europe’s evolving security: drivers, trends and scenarios
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FRESP

Project objectives

Protection against terrorism is one of the ma-

jor issues of this programme. If an incident 

occurs, despite precautions taken to prevent 

incidents at all, it is important to reduce the 

consequences, i.e. to minimise the eff ects of 

chemical, biological, radiological and nuclear 

(CBRN) attacks. 

The objective of the project is to create the 

network of scientists and research institu-

tions, who will develop a broad-spectrum, 

low-burden, tailor-made nanoporous adsorb-

ent, with the aim to integrate the two main 

areas of protection (versus chemical warfare 

agents and versus toxic industrial chemicals) 

without a signifi cant loss of capacity in either 

of them. It will also integrate features that are 

not at all (certainly not explicitly) available in 

the current state-of-the-art adsorbents: pro-

tection against radioactive gases and against 

biological threats. 

This integration requires an in-depth study of 

mutual eff ects of impregnates and impreg-

nation methods, as well as ways to diminish 

the deleterious eff ect of water vapour on the 

adsorption capacity. Moreover, the possibility 

of commercialisation procedure of the new 

adsorbents will be investigated.

Description of the work

The primary goal of this project is the develop-

ment of broad-spectrum low-burden respira-

tory protection systems for fi rst responders. 

The fi rst step in this process is developing novel 

nanoporous sorbents, combined with new or 

existing types of additives for chemisorption, 

possibly in combination with catalytic conver-

sion, to neutralise weakly adsorbed compo-

nents. The new nanoporous adsorbents and 

additives can be integrated or can be com-

bined in mixtures or separate layers. Specifi c 

tasks have been selected in order to meet 

project objectives :

1. Nanoporous adsorbent development 

 » Development of nanoporous adsorbent 

materials with increased protection against 

toxic industrial chemicals (TIC) such as am-

monia and highly volatile organics, chemical 

warfare agents, radiological and biological 

threats.

 »Development of materials with low burden 

in weight and breathing resistance.

 »Health and safety examination of the 

sorbents (fl ammability, ecotoxicity, me-

chanical resistance, etc.).

2. Evaluation and optimisation of adsorbent 

performance

Establishment of the relation between the 

structural characteristics and interfacial 

properties of the adsorbent’s performance. 

Application of Model predictive control 

(MPC) to optimise the preparation condi-

tions in order to achieve the required opti-

mum structure and performance.

3. System development

Development of a new gas mask canister 

and protective hood, both based on the new 

nanoporous adsorbent.

4. System evaluation and optimisation of the 

performance

 »Determination of the optimum charac-

teristics for the advanced respiratory 

protection systems.

 »Optimisation of the fi lter and hood systems.

5. Economic feasibility and manufacturability, 

exploitation and dissemination, IPR policy

Examination of viability of a full scale produc-

tion of the nanoporous adsorbent, the fi lter 

canister and the hood.

Expected results

The fi nal product will have to respond to the 

following requirements :

 »Effective protection against chemical 

warfare agents.

 »Eff ective protection against a wide range 

of toxic chemicals, with special attention 

to ammonia and highly volatile organic 

compounds.

 »Supplementary protection against radio-

active gases.

 »Supplementary protection against biologi-

cal hazards (essentially bacteria, viruses and 

their toxins).

 »Low specifi c weight.

 »Low pressure drop over a bed of the 

adsorbent.

 »Limited negative infl uence of ambient air 

on immediate performance and ageing 

eff ects of the impregnations.

FRESP / Advanced first response respiratory protection
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GLOBE

Project objectives

The GLOBE project will provide a comprehen-

sive framework in which an integrated border 

management system must be developed. The 

project will take into account the current and 

future technological environment. 

Additionally, GLOBE’s scope reaches even 

further by looking into other key aspects of bor-

der management beyond isolated technology, 

such as the legal and political environment, the 

social and economic impact of border issues 

and, more specifi cally, the impact on informa-

tion management and integration.

The GLOBE is meant to cover the full scope of an 

integrated border management system, mov-

ing throughout the four main layers of border 

control, namely, country of origin, transit areas, 

regulated and unregulated border lines and 

internal territory.

As a result, GLOBE will identify what already 

exists, what is being done, what needs to be 

improved, how to integrate all the information 

together and how to present it so it proves use-

ful for all relevant EU and national institutions 

to make better decisions for dealing with issues 

of such importance as illegal immigration and 

movements of illegal goods and materials. 

Description of the work

The main objective of GLOBE is to provide the 

best route to achieve a global border environ-

ment by identifying the synergies between 

current and future systems while analysing 

the potential pitfalls that may hinder this 

coordination, thereby providing authori-

ties with the best information possible for 

decision making. 

The GLOBE will provide a comprehensive Road-

map that will include the political and legal 

situation on border security, and the steps to 

achieve a situation of full coordination between 

institutions, where political and strategic EU 

border management decisions have a supra-

national nature, but can also be translated into 

operational and tactical actions depending on 

each border’s specifi c situation and problems.

In order to achieve this goal, the GLOBE con-

cept has been developed from the following 

foundations:

 »Knowledge of the problems from the user’s 

perspective. Addressing border problems 

from their point of view is key in obtaining 

useful information for the roadmap.

 »Consortium’s extensive hands-on experi-

ence in border management projects. 

All the companies in the consortium have 

vast experience in working with the end 

users on the day to day challenge of border 

management.

 » Integration as the driving force. The chal-

lenge in this project is not how to improve 

indivi dual technologies, but rather to un-

derstand what they provide and create a 

framework for their interaction.

 »Move beyond technology. Threats such as 

illegal immigration and smuggling of illegal 

goods and materials must be considered.

 »The Broad border framework. Country of ori-

gin, transit areas, regulated and unregulated 

border lines and internal territory.

Expected results

By following this approach, GLOBE will identify 

the best route to achieve a global border envi-

ronment by taking advantage of the synergy 

between current and future systems thereby 

providing authorities with the best information 

possible for decision making.

GLOBE / Global border environment
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iDetecT 4ALL

Project objectives 

The limited sensing capabilities as well as the 

very high costs of existing security equipment 

imposes a barrier to implement necessary 

security means for all critical infrastructures, 

especially those having budget constraints. 

The iDetecT goal is to develop innovative opti-

cal intruder sensing and authentication tech-

nologies that will signifi cantly improve security 

systems performance, available at an aff ordable 

cost, leading to the widespread availability of 

aff ordable security, allowing more protection 

for infrastructures. The iDetecT project will 

develop a novel photonic sensing technol-

ogy based on an innovative approach using 

ultra low cost electro-optical components. 

This technology allows both detection and 

authentication of objects by a single sensor, 

which dramatically improves the performance 

and reliability of the security system. 

This innovative approach is enabled by recently 

invented very advanced digital signal process-

ing (DSP) techniques that enable distance 

measurement using continuous modulated 

light signals (invisible to humans) and requires 

far less optical power than existing laser scan-

ning technologies. The result will be increased 

performance with reduced cost for reliable in-

truder detection. 

Description of the work

This technology will detect the presence of 

objects (human beings, vehicles, goods), inside 

or in the surrounding area of restricted critical 

infrastructures. It will identify authorized ob-

jects and will alert if an unauthorized object 

is found within the protected zone. For this 

purpose, the following Research and Techno-

logical Development (RTD) activities will be 

undertaken:

 » The development of ultra sensitive opti-

cal sensing and detection technology, 

using the same photonic methodology. 

This sensing technology will enable a highly 

robust indoor and outdoor remote intruder 

detection technique and remote scanning 

of optical tags. The sensor and tag will also 

use the common technology basis for op-

tical communication between the tag and 

the sensor for authentication data exchange.

 » The research and development of optical tag-

ging technology, that will be based on the 

above mentioned photonic methodology. 

These tags will be attached to objects for their 

remote identifi cation and authentication.

 » The development of other technological 

components necessary to complement the 

sensing and tagging technologies including: 

alert tracking, networking and communica-

tion.

The work plan includes fi eld trials using a 

prototype system combining the technology 

components that will be developed. The fi eld 

trial will be carried out to verify and validate the 

usefulness and eff ectiveness of the technolo-

gies under real world conditions.

The Field trial prototype system will present an 

“end to end” security application, integrating 

the following components :

 » An array of multiple ID2 sensors, capable of 

detecting intruder objects and reading the 

optical ID (OPID) tags within the fi eld of view,

 » Multiple ID tags for identifi cation, that will be 

attached to authorized objects ;

 » Server hosting situational awareness algo-

rithms and software capable of alerting pre-

defi ned threats and tracking them ;

 » An electro-optical alert tracking observation 

module that will be directed to any unauthor-

ised object detected, and will be used to track 

and observe the object being identifi ed as a 

potential threat ;

 » Threat alerts display at a command and con-

trol room for the security operator ;

 » Low cost communication and networking 

units, for the interconnections of the proto-

type components.

Expected results

 »The solution will have the following capa-

bilities:

 »Remote detection of static and moving ob-

jects within a predetermined fi eld of view.

 »Remote scanning and authentication of 

optical ID tags (OPID).

 »Threat identifi cation, tracking and obser-

vation.

 »24 hour operational capability in all lighting 

and weather conditions.

 » Inherent immunity to natural phenomena 

causing false alarms.

 » Minimal power consumption and therefore 

compatible and easily installable in existing 

security installations using existing infra-

structure.

 »Maintenance free design.

iDetecT 4ALL / Novel intruder detection and authentication optical 

sensing technology
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IMCOSEC

Project objectives 

There are two contradicting trends in glo-

bal transport (which are valid also for the 

segment of containers and other ILUs ) that 

have to be aligned in the most effi  cient way 

– assuring free trade and assuring transport 

security. On the one hand huge eff orts have 

been made to eliminate trade barriers in 

order to ensure free trade and cargo fl ow 

within regions (such as the European Sin-

gle Market or free trade area agreements) 

and globally. On the other hand additional 

security requirements such as checking the 

integrity of containers, their contents or third 

parties as well as advance data reports have 

the opposite eff ect. 

The main objective of the project IMCOSEC 

is to create a win-win solution between in-

dustry and supervision whereby the level 

of security is at an optimum level balanc-

ing eff ectiveness with practicality within the 

regulatory framework. Thus IMCOSEC will 

not aim at introducing as much security as 

possible, rather than as much as needed, 

suitable and acceptable.

Description of the work

IMCOSEC will be guided by the following 

approach:

 » Identifi cation of security gaps based on the 

current processes, e.g. using the resilience 

matrix approach. 

 »Elaboration of target processes for closing 

these gaps and ensuring product integrity 

is supported by technologies either already 

deployable or under development.

 » Identifi cation of existing technologies to 

support and improve the container trans-

port chain and integrate security.

 »Consideration of ongoing projects and 

their intended results as well as parallel 

actions. 

 » Identifi cation of additional requirements 

for R&D actions where these gaps cannot 

be closed by existing measures or research. 

 »Provision of a roadmap for demonstra-

tion activities where target processes and 

supporting technologies can establish 

effi  ciency, eff ectiveness and acceptance.

 »Development of a guideline to improve 

existing or develop new technologies in 

order to meet the requirement given by 

the developed research roadmap.

Acceptance by the industry is one of the most 

important issues regarding the sustainability 

of the roadmap to be developed. Therefore, 

all the above issues will be discussed and 

validated by workshops with stakeholders 

and the projects Advisory Board involving 

additional stakeholders from private end-

users and public end-users. Together with 

the international workshops these groups 

will ensure European wide awareness and 

that the target processes and technologies 

will be acceptable to the global business. 

The three public workshops will be held in 

Ostende, Berlin and Brussels. 

Expected results

The major result of IMCOSEC is to deter-

mine a basic concept and roadmap for a 

large scale demonstration where intermodal 

chains will be demonstrated as “secure” cor-

ridors with eff ective processes and state of 

the art information, security and component 

technologies. 

IMCOSEC / Integrated approach to improve the supply chain for 

container transport and integrated security simultaneously
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IMSK

Project objectives 

The Integrated Mobile Security Kit (IMSK) 

project aims at increasing the security of 

citizens in the scope of events gathering a 

large number of people, such as medium 

to large scale sports events (from football 

games to the Olympic Games), political 

summits (G8 summit) etc. The security re-

lated to these types of events with intense 

mass media coverage has indeed become 

an increasing concern due to new threats 

of terrorism and criminal activities (such 

as suicide bombers, improvised explosive 

devices, increasingly credible CBRN threats).

To counter this situation, new systems are 

needed that can cover various security as-

pects and allow for cooperation between 

diff erent stakeholders. The systems need 

to be mobile and adaptable in order to 

address situations of diff erent kinds and 

diff erent locations. The main objective of 

the proposed project is the study, develop-

ment, assessment and promotion of such a 

system, the IMSK, providing emerging so-

lutions for increased probability of rapid 

detection and response to threats.

Description of the work 

The Integrated Mobile Security Kit (IMSK) 

project will combine technologies for 

area surveillance, checkpoint control, also 

CBRNE detection and support for VIP pro-

tection into a mobile system for rapid de-

ployment at venues and sites (hotels, sport/

festival arenas, etc) which temporarily need 

enhanced security. The IMSK accepts input 

from a wide range of sensor modules, either 

legacy systems or new devices brought in 

for a specifi c occasion. Sensor data will be 

integrated through a (secure) communi-

cation module and a data management 

module and output to a command & con-

trol centre. 

IMSK will have an advanced man-machine 

interface using intuitive symbols and a 

simulation platform for training. End-users 

will defi ne the overall system requirements, 

ensuring compatibility with pre-existing 

security systems and procedures. IMSK will 

be compatible with new sensors for threat 

detection and validation, including cameras 

(visual & infra-red), radar, acoustic and vibra-

tion, x-ray and gamma radiation and CBRNE. 

Tracking of goods, vehicles and indi-

viduals will enhance situational aware-

ness and personal integrity will be 

maintained by the use of, for exam-

ple non-intrusive terahertz sensors. 

To ensure the use of appropriate technolo-

gies, police and counter-terrorist operatives 

from several EU nations have been involved 

in defi ning the project in relevant areas. 

Close cooperation with end-users will en-

sure compatibility with national require-

ments and appropriate interfaces with 

existing procedures. The eff ectiveness of 

IMSK will be verifi ed through fi eld trials. 

Through IMSK, security of the citizen will 

be enhanced even in asymmetric situations.

Expected results 

The project will employ legacy and novel 

sensor technologies, design a demonstra-

ble system (IMSK) that will integrate sensor 

information to provide a common opera-

tional picture where information is fused 

into intelligence. A Privacy Impact Assess-

ment will be performed to ensure that both 

system design and utilisation guidelines 

take fully account of privacy and related civil 

liberty issues. A fi eld trial will be performed 

to validate the concept and demonstrate 

the functions of the system and the result 

of the research performed. 

IMSK / Integrated mobile security kit
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INDECT

Project objectives 

The main objectives of the INDECT project are:

 » to develop a platform for the registration 

and exchange of operational data, acqui-

sition of multimedia content, intelligent 

processing of all information and automat-

ic detection of threats and recognition of 

unusual behaviour or violence,

 » to develop the prototype of an integrated, 

network-centric system supporting the op-

erational activities of police offi  cers, provid-

ing techniques and tools for observation 

of various mobile objects,

 » to develop a new type of search engine 

combining direct search of images and 

video based on watermarked contents 

and the storage of metadata in the form 

of digital watermarks, and

 » to develop a set of techniques supporting 

surveillance of internet resources, analysis 

of the acquired information and detection 

of criminal activities and threats.

Description of the work 

While taking fully into account privacy issues, 

the INDECT project’s main aim is the elabora-

tion of a concept, method and technology for 

intelligent monitoring of objects and urban 

areas for the purpose of automatic detec-

tion of threats related to crime, terrorism and 

violence acts. The INDECT system will contain 

many novel solutions based on multimedia 

technologies and intelligent monitoring of 

objects and areas. The INDECT concept of the 

multimedia platform assumes the elaboration 

of a distributed system whose principal ele-

ment is an autonomous node station designed 

for the purposes defi ned in the project. The 

automatic data acquisition station will be used 

to acquire data, signals and images from the 

surveyed area, then to pre-process the data 

intelligently and transmit the gathered infor-

mation to the remote servers. The distributed 

data processing system, provided with huge 

computational power and a vast repository 

of knowledge connected also to a spatial in-

formation system, will be programmed in a 

way that will allow the automatic detection of 

behaviours that could pose a potential threat 

to security and safety.

The integral part of the INDECT proposed re-

search consists of the integration of security 

systems with emergent wireless communica-

tion systems and self-organizing computer net-

works in order to achieve their interoperability 

for extraction, processing, distribution and sup-

porting of security information on citizens of 

urban environments. INDECT plans to carry 

out the research in several parallel directions: 

 »monitoring of various people clusters and 

detection of unusual behaviour and situa-

tions of danger,

 »development and evaluation of complex 

multimodal biometric procedures and sys-

tems for people authentication/verifi cation 

(e.g. in schools, hospitals, offi  ces, etc.) and 

for people recognition/identifi cation (e.g. 

in order to determine guilty persons in 

chosen situations of danger),

 » intelligence gathering from the web and 

monitoring of suspicious activities in the 

Internet,

 »development of automatic people-noti-

fi cation services using emergent wireless 

communication systems and self-organiz-

ing computer networks, and

 »development of watermarking technology 

and new type of search engine.

Expected results

The main expected results of the INDECT 

project are:

 » to realise a trial installation of the moni-

toring and surveillance system in various 

points of city agglomeration,

 » implementation of a distributed computer 

system that is capable of acquisition, stor-

age and eff ective sharing,

 »construction of a semantic search engine 

for fast detection of persons and docu-

ments based on watermarking,

 »construction of a network of agents as-

signed to continuous and automatic moni-

toring of public resources, and

 »elaboration of internet based intelligence 

gathering system, both active and passive.

INDECT/ Intelligent information system supporting observation, 

searching and detection for security of citizens in urban environment
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INDIGO

INDIGO/ Crisis management solutions

Project objectives 

The INDIGO project aims to research, de-

velop and validate an innovative system 

integrating the latest advances in Virtual 

Reality and Simulation in order to enhance 

both the eff ectiveness of operational prepar-

edness and the management of an actual 

crisis or disaster. 

The proposed system will prove an essential 

and integrated tool for training personnel, 

planning operations, and facilitating crisis 

management and co-operation across or-

ganisations and nations. It will enable us-

ers to: 

 »display and manipulate an operational 

visual representation of the situation that 

is as complete and as easy to understand as 

possible, for indoor and outdoor situations;

 » simulate diff erent evolving scenarios for 

planning, training, and anticipating future 

states and impending developments dur-

ing operations, and analyse events after 

the crisis;

 » involve fi rst responders and emergency 

fi eld units in simulated exercises;

 »enhance the work across organisational 

boundaries and decision levels.

Description of the work 

The INDIGO consortium provides the world-

class and complementary competencies re-

quired to tackle the following scientifi c and 

technological challenges:

 »The 3D interactive and realistic visualisation 

of the complete crisis environment, includ-

ing data coming from the fi eld, simulation 

results, and building interiors.

 »The intuitive authoring and simulation of 

diff erent evolving scenarios for planning, 

training, and anticipating future states and 

impending developments during opera-

tions, and analyse events after the crisis. 

 »The involvement of multiple participants 

(fi eld units as well decision makers and 

commanders), thanks to its distributed 

architecture, while off ering a unique pic-

torial way of sharing and communicating 

complex knowledge across organisation 

boundaries.

 »The preparation of a standard proposition 

for a European 2D/3D emergency symbol-

ogy (symbols, indicators, colours) on 2D 

and 3D maps. 

Expected results

The main results of the project will be tightly 

integrated into the INDIGO system and in-

clude:

1. The INDIGO distributed framework ena-

bling:

• The involvement of multiple users in crisis 

exercises;

• The intuitive authoring and control of 

crisis scenarios;

• The visualization of a 2D/3D interactive 

Common Operational Picture;

• The visual command and control of fi eld 

units;

• The development of additional modules 

with the INDIGO SDK.

2. The mobile INDIGO system that enables 

fi rst responders and other fi eld units to 

participate in INDIGO crisis exercises.

3. The Environment Service that hosts and 

delivers, in interactive time, all the infor-

mation related to the situation, including 

massive geographic, cartographic and ar-

chitectural data about the environment.

4. The Real-time Simulation Services that 

can stimulate the scenario or be used to 

support decision during real crisis.

5. The portable map table that will off er an 

extremely innovative and intuitive mean 

to interact with the Common Operational 

Picture in mobile crisis centers.

6. The standard proposition for a European 

2D/3D emergency symbology.
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INEX

Project objectives

The interdisciplinary project INEX is designed 

to contribute to existing understandings 

of European security through an innova-

tive analysis of the value based premises 

and ethical consequences of the internal/

external security continuum. 

This security continuum results from the 

blurring of the demarcation between ex-

ternal and internal security questions, as 

external security authorities seek to locate 

threats in the internal security sphere and 

traditional internal authorities pursue secu-

rity threats externally.

While this continuum is studied in ongoing 

research, it contains essential value assump-

tions and ethical consequences that remain 

largely under-theorised, with signifi cant 

consequences for both European policy 

and law-making. 

The aim of the project is to fi ll this lacuna 

by supplementing current research with an 

ethical and value-oriented analysis. 

INEX advances and tests the hypothesis that:

 »Practices that make up the internal/exter-

nal security continuum are driven by an 

implicit logic of ethical values,

 » these values contribute signifi cantly to stru-

c turing the continuum of security practices, 

and

 » they consequently have signifi cant impli-

cations for how present and future security 

po licy should be formulated and imple-

mented.

Description of the work

The scientifi c research proposed by INEX is 

structured in two main phases. 

Phase I will seek to document, clarify and 

analyze the ethical value assumptions im-

plicit in four main dimensions of internal/

external security practice: 

 » the proliferation of security technologies 

for surveillance and border control,

 » the transnational legal dilemmas of Euro-

pean security practice,

 » the proliferation and shifting roles of se-

curity professionals, and

 » the ethical implications of CFSP/EDSP im-

plementation and its linkages to internal 

security challenges.

This phase of the research provides the 

initial conceptualisation of these themes, 

developed from the empirical examination 

of security practices in Europe.

Phase II will articulate and evaluate the above 

ethical themes relative to the provisional re-

sults and future ambitions of the European 

Neighbourhood Policy (ENP) by examining in 

detail six representative countries covered by 

the ENP (Belarus, Ukraine, Moldova, Morocco, 

Algeria and Egypt). The ENP is today the most 

comprehensive institutional response to the 

deepening internal/external security con-

tinuum described above. It politically links 

the non-military dimensions of the new 

security concept – immigration, narcotics 

and human traffi  cking, pandemic, energy, 

resources, terrorism, etc. – to the geopolitical 

challenges of the CFSP.

The ENP will serve as the lens through 

which the geopolitical adaptability of the 

internal/external security continuum, and 

the security practices described by the four 

themes above, is tested on a comparative 

geographical basis. 

This work will serve both as a set of trans-

versal test cases evaluating the validity of 

the principles produced by PHASE I and 

will contribute to correcting and expand-

ing the relationship between ethical values 

and security.

Expected results

The state-of-the-art research carried out 

by the project will result in a variety of dif-

ferent outputs aimed primarily at relevant 

policymakers, researchers and educators. It 

will present analyses of current security chal-

lenges with particular attention given to the 

human side of the issues. On this basis it will 

make informed policy recommendations for 

improving security practices and meeting 

the new challenges of the internal/external 

security continuum.

INEX / Converging and confl icting ethical values in the internal/

external security continuum in Europe

©
 q

u
ay

si
d

e
- 

Fo
to

lia
.c

o
m



8383

Partners

Information

INEX

Acronym : 

INEX

Grant Agreement N° : 

218265

Total Cost : 

€ 2,422,082

EU Contribution : 

€ 1,890,248 

Starting Date : 

01/08/2008

Duration : 

36 months

NAME  COUNTRY

International Peace Research Institute, Oslo Norway

Ericsson Security Systems Norway 

Centre d’études sur les confl its France 

Vrije Universiteit Brussel Belgium 

Vrije Universiteit Amsterdam The Netherlands

Centre for Security Studies, Collegium Civitas Poland

Centro de Investigación de Relaciones Internacionales y Desarrollo  Spain

Bilkent University Turkey

Centre for European Policy Studies Belgium

Coordinator : 

INSTITUTT FOR FREDSFORSKNING / 

International Peace Research Institute

Hausmannsgate 7 

NO-0186 Oslo 

Norway

—

Contact :

J. Peter Burgess

Tel : +47 22 54 77 00

Fax : +47 22 54 77 01

E-mail : peter@prio.no

Website : 

http://www.inexproject.eu



84

›› Enterprise & Industry

INFRA

Project objectives

The fundamental objective of the INFRA project 

is to research and develop novel technologies 

for personal digital support systems, as part of 

an integral and secure emergency manage-

ment system to support First Responders in 

crises occurring in Critical Infrastructures under 

all circumstances.

The specifi c objectives of the project fall under 

the following categories:

 » Communications objectives, which involve 

the research and development of an integral 

and interoperable wireless communications 

system that will allow First Responders to 

have reliable means of communications as 

they enter subway tunnels and buildings with 

thick concrete walls.

 » First Responders objectives, which entail the 

R&D of a robust indoor-site navigation system 

based on three location sensors (an inertial 

sensor, a wireless sensor and a video sensor), 

a video annotation system for First Responder 

PDAs, sensors for real time identifi cation of 

radiation exposure and hazardous materials 

and applications for gas leakage and hidden 

fi re detection.

 » Standardization objectives, which includes 

R&D of a European level proposal for the 

standardization of the framework of com-

munications and applications as proposed 

by INFRA.

 » Demonstration objectives, which consist 

on the demonstration of the validity of IN-

FRA’s standards, communications and First 

Responder applications being developed.

Description of the work 

The work to be developed is comprised of the 

following areas:

The Critical Infrastructure Broadband Com-

munications Base area will cover advanced 

wireless broadband network technology that 

is specially adapted to the needs of First Re-

sponder teams in Critical Infrastructure sites. 

The network shall support video, data and 

voice communications and it will consist of 

multi-radio mesh topology with self- adaptive 

and self-healing functionality.

The Critical Infrastructure Open Interoperability 

Standard area will cover the development of 

a highly dynamic system of systems made up 

of elements that interact with each other in 

unplanned and spontaneous ways. It will also 

cover the development of a First Responder 

oriented network-programming platform that 

will implement the systems-of-systems nature 

of First Responder applications and commu-

nications. 

In addition, the abstraction level provided 

by this communication layer will be able to 

support future applications that will conform 

to the INFRA specifi cations, aiming to lay the 

foundation for a European First Responder in-

teroperability standard.

The Communications Space will provide an un-

precedented level of interoperability for voice 

and data communications. All First Responder 

teams, First Responder command posts and the 

Critical Infrastructure control centre, regard-

less of their radio technology, will be able to 

communicate with each other. Furthermore, 

First Responders will be able to use their legacy 

equipment inside buildings with thick concrete 

walls and in underground tunnels, where typi-

cally radio RF propagation is impaired. The Ap-

plication Space will provide novel technologies 

and applications for the use of First Respond-

ers in Critical Infrastructure sites. These shall 

be Site Indoor Navigation (based on inputs 

from three independent tracking sources for 

increased reliability and accuracy), Thermal 

imaging (including gas-leaks detection and 

hidden-fi re detection), Advanced Sensors (ro-

bust and lightweight fi bre optic based sensors 

for the detection of hazardous materials) and 

Video Annotation (annotated with symbols 

and graphical components through dedicated 

authoring tools and short textual descriptions 

that aim at focusing the attention of the First 

Responder on a specifi c part of the picture).

Expected results 

To create an open, standards based interoper-

ability layer that will allow:

 »Broadband access for high bandwidth ap-

plications.

 » Autonomous wireless broadband in under-

ground tunnels and concrete buildings.

 » Full voice and data communication interop-

erability between all First Responder teams.

 »Full interoperability of First Responder ap-

plications.

To provide practical and useful novel applica-

tions for First Responder teams, including:

 »Thermal imaging applications.

 »Video annotation.

 »Advanced fi bre-optic sensors.

 » Indoor navigation system.

INFRA / Innovative & novel first responders applications
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ISTIMES

Project objectives

The transportation sector’s components are 

susceptible to the consequences of natural 

disasters and are attractive as terrorist targets. 

This is also due to the very high social and 

economic importance of this sector for the 

European countries. On the other hand, the 

terrorist events of the last years have pointed 

out that achieving clear and concise situation-

al awareness is a key factor in the crisis man-

agement. This entails an accurate monitoring 

as well as the possibility to achieve and quasi 

real-time information on the scenario of crisis.

In this framework, the ISTIMES project aims at 

designing, assessing and promoting an ICT-

based system, exploiting distributed and local 

sensors, for non-destructive electromagnetic 

monitoring of the critical transport infrastruc-

tures. The outcomes of the monitoring system 

is in terms of detailed real time information 

and images of the infrastructure status so as 

to provide support to the decision for emer-

gency and disasters stakeholders.

Description of the work 

The ISTIMES project aims at designing a pro-

totype electromagnetic sensing monitoring 

and surveillance system to improve safety and 

security of the transportation infrastructures. 

The system will use and integrate heterogene-

ous, state-of-the-art electromagnetic sensors, 

enabling a self-organizing, self-healing, ad-

hoc networking of terrestrial in situ sensors, 

supported by specifi c airborne and satellite 

measurements. The eff ectiveness of the sys-

tem will be tested at two challenging test 

beds in Switzerland and Italy.

The project activities of ISTIMES have been 

broken down in seven work packages:

 » ACTIVITY 1 will regard the defi nition of user 

requirements of the system for the electro-

magnetic diagnosis and monitoring of stra-

tegic infrastructures. This is a key activity 

for the acceptance of the usefulness of the 

system from the end user’s point of view. 

 » ACTIVITY 2 will deal with the development 

of the ISTIMES e-infrastructure organized 

in three sub-infrastructures: infrastructure 

for real time and interactive access to the 

information by end-user; infrastructure 

for enabling remote use of and control of 

instrumentation and processing of meas-

urements; wireless network services for 

sensors communication. 

 » ACTIVITY 3 will deal with the exploitation, 

improvement, and integration of process-

ing approaches and measurement strat-

egies for non invasive monitoring of the 

structure at diff erent temporal and spatial 

scales. Several electromagnetic sensing 

techniques will be exploited and their 

performance analysis will be performed 

in controlled conditions at state-of art and 

innovative test sites.

 » ACTIVITY 4 will deal with the implemen-

tation of the system and demonstration 

activities at two test beds such as a high-

way-bridge in Switzerland and railway and 

highway infrastructures in Italy.

 » ACTIVITY 5 will deal with the dissemination, 

technological transfer and use-exploitation 

of the project results.

Expected results 

 »A prototype of electromagnetic sensing 

(ES) monitoring and surveillance system 

based on an ad-hoc networking of in situ 

sensors and airborne/satellite data.

 »4D tomographic infrastructure monitoring 

thanks to the exploitation and integration 

of the ES techniques. 

 »Validation of ES techniques through experi-

ments at two test sites. 

 »Demonstration of the eff ectiveness of the 

system at two challenging test beds.

 »Dissemination of ISTIMES approach and 

outcomes to public institutions and private 

companies.

ISTIMES / Integrated system for transport infrastructure surveillance and

monitoring by electromagnetic sensing 
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L4S

Project objectives

The aim of the L4S project is to provide a 

clear understanding, in both interdisciplinary 

scientifi c/academic models and best/worst 

practices and experiences in the fi eld of trans-

portation, of the factors inhibiting eff ective 

collaboration dynamics in crises and leading 

to the failure of eff ective crisis management 

and of the interventions required to reduce 

these risks.

This know-how is integrated into an inno-

vative framework for addressing the devel-

opment of collaboration competencies of 

crisis managers in the transportation sector. 

The L4S Framework is validated through the 

implementation of state-of-the-art highly in-

teractive and experiential learning solutions 

that enable the eff ective understanding and 

management of the challenges in crisis situ-

ations, as validated with the participation of 

practitioners in the fi eld. 

These challenges include :

 »acting under extreme time pressure,

 » facing the lack, ambiguity, and/or asym-

metries of information,

 »  dealing with human factors like cognitions, 

attitudes and emotions, and 

 »addressing the interpersonal relationship 

dimension like fast relationship building 

and activation for the mobilization of so-

cial resources, trust building, cohesion and 

role defi nitions and also handling diversity 

and confl icts.

Description of the work 

The implementation scheme of the L4S is 

developed across three main pathways:

 »collaboration challenges and related com-

petencies & dynamics for crisis managers,

 »knowledge processes and community 

building, and

 »advanced technological tools for simula-

tion games.

The pathways document the full network of 

options and the choices actually explored 

within the project as well as separate trends 

of development that may occur as a result 

of the diff erent trial environments. All three 

pathways include at regular intervals ana-

lytical reports from the meetings and the 

workshops, observations and reports from 

the fi eld trips, technical, pedagogical and 

evaluation reports following the develop-

ment of the artefacts and their components. 

These reports also compare with the state of 

the art in their respective areas. The intercon-

nection amongst the three pathways will 

be facilitated through the extended pilots 

that further strengthen the involvement of 

domain expertise.

All pathways evolve in the framework of an 

embedded and continuous evaluation study.

The main aims of this study are continuous 

assessment of the knowledge output and 

technologies developed and documenta-

tion of the evaluation methodology and 

results in order to: 

 » develop the guidelines required for the de-

velopment of the L4S simulation learning 

tools, 

 » provide guidelines and useful input from the 

users for improving the usability of the fi nal 

prototypes and 

 » investigate the impact that simulation learn-

ing technology has on how end users experi-

ence L4S e-learning applications. 

The pathways are connected with cross-links of 

interactions between technological (hardware 

and software developers) simulation learning 

experts, tutors, cognitive science experts and 

end-users. Final packaging and the exploita-

tion prospects of the project are also taken 

into consideration..

Expected results 

In terms of outputs, the project deliver’s sig-

nifi cant contributions:

1. A comprehensive online knowledge com-

munity integrating a knowledge base and 

an active virtual learning community on 

advanced collaboration dynamics and 

technologies of L4S

2. An experience-based learning framework 

to address the eff ective development of 

collaboration competencies for crisis man-

agers.

3. Four simulation games: validated experi-

enced based learning solutions deployable 

in educational and organizational contexts,

4. L4S deployment package: eff ective instru-

ments and tools for the generation of simu-

lation based learning experiences.

L4S / Learning for security project 
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LOGSEC

Project objectives

The LOGSEC project has the following three 

main objectives:

1. To deliver a strategic roadmap for supply 

chain security in Europe; roadmap depict-

ing possible security gaps and responsibil-

ity backlogs between diff erent operators, 

both business and governmental.

2. To address relevant political, policy, reg-

ulatory, technology and service aspects, 

together with their combinations and to 

defi ne the ones most critical in security 

research.

3. To combine global supply chain manage-

ment expertise and technological exper-

tise with crime prevention expertise to 

improve real security in end-to-end supply 

chains, in a cost-effi  cient manner.

Description of the work 

The LOGSEC project team consists of organisa-

tions with in-depth experience in European 

and global supply chain security research and 

technology analysis and partners representing 

a broad set of European shippers and logistics 

operators and customs administrations.

Key technologies and procedural aspects 

covered by the project include: container and 

goods/inventory, authentication, traceability, 

inspection and monitoring technologies; risk 

assessment systems and models; Information 

transfer systems; Intermodal transport security; 

modernisation of customs procedures; protec-

tion of supply chain infrastructure. 

User requirements and data collection steps 

include: 

 » literature and project reviews,

 »end-user expert interviews,

 »user surveys, and

 »user workshops.

Expected results 

The LOGSEC project will deliver a strategic road-

map for a large scale demonstration project in 

European logistics and supply chain security, 

characterised by adequate security for the 

benefi t of business and governments, on low 

time-delay and other cost implications. 

LOGSEC will identify the most relevant/promis-

ing research areas and research gaps, which 

should be addressed in the follow-up dem-

onstration project. 

An instrumental part of the roadmap project 

is to build a solid basis for future metrics nec-

essary to evaluate supply chain and security 

performance and to monitor supply chain 

vulnerabilities.

LOGSEC / Development of a strategic roadmap towards a large scale 

demonstration project in European logistics and supply chain security
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LOTUS

Project objectives 

The overall objective of the LOTUS project 

is to develop a new anti-terrorism tool for 

law enforcement agencies in the form of an 

integrated surveillance system for continu-

ous chemical background monitoring with 

fi xed site and/or mobile detectors in order 

to identify “chemical hotspots”, such as bomb 

or drug factories.

The LOTUS project aims to create a system 

by which illicit production of explosives and 

drugs can be detected during the production 

stage rather than preventing terrorist attacks 

while they are already in motion, which is 

extremely diffi  cult. 

The LOTUS concept is aimed at detecting 

chemical signatures over a wide urban area. 

The detectors may be placed at fi xed posi-

tions although most detectors should be 

mobile. These distributed detectors continu-

ously sample air while its carrier performs its 

daily work. When a suspicious substance is 

detected in elevated amounts, information 

about the type, location, amount and time 

is registered and sent to a data collection 

and evaluation centre for analysis. Several 

indications in the same area will trigger an 

alert, enabling law enforcement agencies to 

further investigate and respond. 

Description of the work 

The goal of LOTUS is to use an innovative 

approach to monitor illicit production of 

explosives and drugs, thus stopping terror-

ist attacks at an early stage and preventing 

produced drugs to get as far as the street.

A number of key components necessary 

to achieve the goal have been identifi ed: 

knowledge of the threat and dispersion of 

threat substances, sensors for their detec-

tion, system communication, information 

management, testing & verifi cation and a 

fi eld demonstration.

Continuous communication with end users 

is planned as well as a fi eld demonstration 

at the end of the project.

The project aims at demonstrating system 

capability by the modifi cation of existing sen-

sors and sensors in development in order to 

detect selected precursors and integrating 

the sensors in a network system using ex-

isting technology. By using existing global 

infrastructures for positioning (GPS) and 

networking (GSM, GPRS or 3G) the LOTUS 

system can be used more or less anywhere 

in the world at relatively small cost for sup-

porting installations and extra personnel. 

Special attention will be given to secure 

communication. 

In order to interpret and present the results 

it is also necessary to learn how chemicals 

around an illicit production site are dispersed 

by full-scale measurements and modeling.

Expected results 

The threat of terrorist attacks is a very real 

concern for citizens in many parts of Europe. 

Today there is no detection system that fo-

cuses on the production phase of explosives. 

A system like LOTUS would allow law en-

forcement agencies to become proactive, to 

act during a phase where there is low threat 

to citizens and thus prevent production 

during a time where alternative response 

actions can be exploited. The same system 

could also be used for combating organized 

crime by detecting if drug production.

LOTUS / Localization of threat substances in urban society
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MULTIBIODOSE

MULTIBIODOSE / Multi-disciplinary biodosimetric tools to 

manage high scale radiological casualties

Project objectives 

In the event of a large scale radiological 

emergency biological dosimetry is an es-

sential tool that can provide timely assess-

ment of radiation exposure to the general 

population and enable the identifi cation of 

those exposed people, who should receive 

immediate medical treatment. A number 

of biodosimetric tools are potentially avail-

able, but they must be adapted and tested 

for a large-scale emergency scenario. These 

methods diff er in their specifi city and sensi-

tivity to radiation, the stability of signal and 

speed of performance. A large scale radio-

logical emergency can take diff erent forms. 

Based on the emergency scenario diff erent 

biodosimetric tools should be applied so 

that the dosimetric information can be made 

available with optimal speed and precision.

Description of the work 

One work package (WP) will be devoted to 

each tool. Starting with the state of the art, 

each tool will be validated and adapted to 

the conditions of a mass casualty situation. 

A training programme will be carried out 

where appropriate and automatisation as 

well as commercial exploitation of the tools 

will be investigated and pursued. Towards 

the end of the project, a comparative analysis 

of the tools will be carried out with respect to 

their sensitivity, specifi city and speed of per-

formance. Future training programmes will 

be developed. Two additional WPs will deal 

with: (1) the development of an integrated 

statistical software tool that will allow fast 

interpretation of results, and (2) the devel-

opment of a guidance document, based on 

the TMT handbook, regarding the logistics of 

biodosimetric triage in a large scale accident 

and decision making regarding the methods 

best suitable for a given accident scenario. 

Moreover, a programme of disseminating 

the results among European emergency 

preparedness and radiation protection 

authorities will be carried out, so that the 

functional laboratories and networks can be 

easily contacted in the case of an emergency. 

The project benefi ciaries will be supported 

by an advisory committee that will include 

experts in bio-dosimetric tools and manage-

ment of radiation accidents.

Expected results    

The project will lead to the development 

and validation of biodosimetric tools used in 

mass casualty radiation accidents. The fi nal 

result will be establishment of a biodosimet-

ric network that is fully functional and ready 

to respond in case of a mass casualty situ-

ation. Thus, the project will strengthen the 

European security capabilities by achieving 

tangible technical and operational results.
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NI2S3

NI2S3 / Net-centric information & integration services for secu-

rity systems

Project objectives 

Complex interactions between the elements 

of a critical infrastructure indicate, that there is 

also a need to deploy a corresponding infra-

structure protection system, which is capable 

of extending security control to all elements of 

the protected system, and, at the same time, of 

maintaining a global view of the infrastructure.

The key objective of the NI2S3 project is to 

research and implement a reference methodo-

logy for developing security systems based on 

NEC Information and Integration Services for 

Critical Infrastructures. The security systems 

must be capable to of collecting and process-

ing information from many heterogeneous 

sources in order to build up or improve situa-

tion awareness of critical infrastructures.

More specifi cally, the NI2S3 Project aims: 

 » to provide a defi nition and a design of an 

NI2S3 critical infrastructure protection system 

regarding the security, resiliency and avail-

ability of the subject infrastructure,

 » to defi ne performance indicators and tools 

for system validation,

 » to develop a technology for the evaluation of 

the performance, robustness and reliability 

of such a protection system, and

 » to develop a NI2S3 application demo.

Description of the work

The NI2S3 project is focused on the research 

and development of a reference methodol-

ogy to guide the design and implementation 

of security systems for critical infrastructure 

protection, basing on the philosophy and 

the concepts of the NEC-based systems ap-

proached with SOA techniques. 

The refi ning and validation of this methodol-

ogy is performed by an application demon-

strator, realized in accordance with NEC and 

SOA concepts. 

R&D activities will be articulated into seven 

work packages:

1. Management;

2. Analysis of the state of the art;

3. Defi nition of scenarios, analysis and ex-

traction of the system specifi cations;

4. Development of a reference methodol-

ogy for design, and realization of a NI2S3;

5. Defi nition of a set of metrics and validation 

capabilities for the components and the 

protocols involved in NI2S3;

6. Project and design of prototype, and

7. Dissemination and exploitation.

The resulting protection system should in-

volve all the necessary components and tools 

to acquire, exchange and process the state 

monitoring information. It should rely on the 

continuous feeding of the information, in or-

der to ensure that it arrives at the right place, 

right on time, preferably in the form, which 

makes it quickly usable for the intended use 

purpose, and which can result in appropriate 

and timely actions. 

NI2S3 Project will ensure that the prospec-

tive protection system is error-proof, in what 

concerns vulnerabilities. As an example, the 

protection system must not react in ways that 

may lead to erroneous, inadequate or dispro-

portional system reactions. Instead, the NI2S3 

system has to provide information at diff erent 

granularity levels in a timely manner to plan, 

direct and control all operational activities 

pertaining to critical infrastructure protection.

Expected results    

Critical transportation systems have an in-

trinsic international value, so that the most 

suitable instrument to achieve advances in 

the protection of such infrastructures is in-

ternational co-operation. 

NI2S3 cross-border project will give the 

chance of realizing technology and reference 

methodology for developing critical infra-

structure security systems that can be better 

accepted by the possible stakeholders, being 

them designed under the guidelines of each 

of the participant’s country needs. 

The realization of a standard VA platform 

will be able to produce objective measure-

ments of the robustness of heterogeneous 

networking software and hardware. 

This activity is essential to introduce the con-

cept of security metric, that is at the base of 

any evaluation and certifi cation that is tar-

geted at the security of a network element.
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›› Enterprise & Industry

NMFRDisaster

Project objectives

Manmade, as well as natural disasters oc-

cur more and more often. The medical re-

sponse is an initial component of the overall 

response. Medical First Responders are pre-

sented daily with new and more complex 

challenges while preparing for and respond-

ing to those disasters

The objective of the project is to identify the 

needs of the fi rst responders in fi ve key ar-

eas, and to match those needs with existing 

knowledge, technology and products. The 

end product of the project will be a roadmap, 

suggested to the European Commission En-

terprise General Directorate, pointing out 

areas where future Research and Develop-

ments activities are required.

The 5 Areas are :

1. Training Methodology and Technology

2. The Human Impact of Disasters

3. Law and ethics

4. Personal Protective Equipment

5. Use of Blood and Blood Components in 

Disasters

Description of the work

The work will be achieved through research 

activities conducted by the partners in charge, 

followed by workshops and a fi nal report.

The research aim is to map existing know 

how and products, as well as lessons learned 

from real incidents. Then 5 workshops will be 

conducted. For each subject one workshop 

will be organised.

During the workshop the results of the re-

search will be presented, and the needs of the 

fi rst responders will be identifi ed. As a result, a 

map of needs not covered by current knowl-

edge and products will emerge. The fi nal step 

will be to prioritise the identifi ed needs. The 

fi nal report will identify and prioritise the diff er-

ent needs identifi ed as requiring further R&D.

The medical fi rst responders will be invited 

to the workshops, along with experts in the 

fi eld and representatives from the industry.

This project is unique since it brings together 

fi rst responders from diff erent realities in Eu-

rope, and the Middle East (Israelis and Pales-

tinians). This broad view of realities, experi-

ences and needs, with be further strengthen 

through the responders and experts who will 

be invited to participate in the workshops 

(Such as the Austrian Red Cross, Turkish Red 

Crescent, experts from Sarajevo). 

The aim of this broad view is to ensure a real 

European perspective of the work, followed 

by a real contribution to achieving the of Eu-

ropean goal safer communities. 

Since this project involves fi rst responders 

that have never been involved before in EU 

funded projects, a strong European network 

will be built, enabling exchange of experience 

and best practices along with interaction with 

research institutions, thus focusing researchers 

on the real needs of the fi eld.

Expected results

The Direct result of this project will be a 

report suggesting areas where R&D ac-

tivities are required, in order to have better 

response capacities, which result in better 

prepared European Communities. Besides 

the direct result, the following results are 

also expected :

 »Building a strong network of Medical First 

Responders, with a broad view of diff er-

ent realities.

 »Partnerships between First Responders and 

research institutes, thus focusing future ac-

tivities more on identifi ed needs. Giving an 

opportunity to the European Industry to 

have a real added value by meeting needs 

emerging from the grass root level.

 » Involving organisations in Europe that did 

not participate so far in EU activities, in such 

projects.

In an overall view, in this project a real Eu-

ropean impact is expected, providing an 

opportunity to new players to be involved 

in EU activities, building a strong network, 

that should result in cooperation between 

the end users and industry / researchers, and 

technology that will be more driven to meet 

the needs of the fi eld.

NMFRDisaster / Identifying the needs of medical fi rst 

responders in disasters 
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›› Enterprise & Industry

ODYSSEY

The threat from organised crime and terrorism 

can undermine the democratic and economic 

basis of societies. The result is a weakening of 

institutions and loss of confi dence in the rule 

of law. The Odyssey project will undertake re-

search to design and develop a secure interop-

erable situation awareness platform for the EU 

to combat organised crime and terrorism. The 

Platform will have the ability for information to 

be obtained using advanced semantic knowl-

edge extraction and data-mining techniques 

to facilitate fast , responsible decision making. 

The benefi ts will be mutual co-operation, se-

curity and sustainability across the EU.

Project objectives

To develop a secure interoperable platform 

for automated information analysis to combat 

organised crime and terrorism: 

 » Create European Standards for ballistics data 

collection, storage and sharing. 

 » Secure interoperable platform for ballistic 

information management. 

 » Automated sharing, processing, and analysis 

of ballistic data. 

 » Ability to undertake data-mining and knowl-

edge extraction to tackle organised crime 

and terrorism across the EU. This will allow 

com-plex conclusions to be generated for 

appropriate and fast decision making. 

 » Ability to exploit automated and semi-auto-

mated data processing techniques. This will 

have the capability to generate a ‘Red Flag’ 

situation awareness alert. 

 » New and improved methods for comparison 

of micro- and nano-forensics that supple-

ment current approaches. 

 »  The ability for EU Member States to manage 

security, access and report in cost eff ective 

ways. 

 » Enhance mutual co-operation, security and 

sustainability across the EU.

Description of the work

The project is divided into seven work pack-

ages. This includes work packages for manage-

ment and dissemination. 

The project technical work packages will con-

sist of the following: 

 » Intelligence Ballistic data capture and knowl-

edge extraction. 

 » Ballistic risk management process support. 

 » Extended interoperability layer for semanti-

cally managing the Odyssey platform. 

The realisation of the above will result in: 

 » Acquiring integrated data including future 

multimedia sources and enriching data 

through a semantically enhanced meta-

database. 

 » Developing knowledge extraction algorithms 

and defi ning methodologies for mining and 

pattern discovery. 

 » Setting up a ballistic prediction, detection, 

and monitoring tool. 

 » Building an info-broker ballistic framework 

for knowledge process modelling. 

 » Creating a policy driven data exchange plat-

form.

Expected results

The Odyssey project will deliver a framework 

that will create a management ballistics in-

formation platform within the EU. Proposed 

outcome: 

 »  An ICT platform for the sharing of ballistic 

fi rearms information. 

 » Improvements in the ballistics data ware-

housing technologies for investigation 

purposes. 

 »The ability to transmit ballistic images and 

access fi les across European security or-

ganisations. 

 »The ability to advance in querying, 

knowledge extraction and intelligence 

sharing. 

 »The exploitation of legacy systems.

ODYSSEY / Strategic pan-european ballistics intelligence

platform for combating organised crime and terrorism
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Sheffi  eld Hallam University United Kingdom 
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Forensic Pathways Ltd United Kingdom 

EUROPOL The Netherlands 

XLAB Slovenia 

SESA Austria 
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West Midlands Police United Kingdom 
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SAS Software Limited United Kingdom 

D.A.C. – Servizio Polizia Scientifi ca Italy

Coordinator : 

SHEFFIELD HALLAM UNIVERSITY 

Howard Street 
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—

Contact :
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Tel : +44(0)114 225 6770 

Fax : +44(0)114 225 6931 

E-mail : b.akhgar@shu.ac.uk 

Website : 

www.odyssey-project.eu
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›› Enterprise & Industry

OPARUS

OPARUS / Open architecture for UAV-based surveillance system

Project Objectives

OPARUS is a Coordination and Support Action. 

The goal is to propose and elaborate an open 

architecture for the operation of unmanned 

air-to-ground wide area land and sea border 

surveillance platforms in the European Union. 

This project is based on the statement that 

EU border protection using comprehensive 

and improved methods of border observation 

should be carried out by means of a coordinate 

policy and procedure. For that purpose the 

Commission has proposed the creation of a 

European Border Surveillance System (EURO-

SUR). Within that context the deployment of 

Unmanned Aircraft Systems (UAS) of various 

types and capabilities is anticipated to off er 

a major increase in the capabilities of border 

surveillance agencies by increasing the eff ec-

tiveness and minimizing the cost of surveil-

lance. However the establishment of a com-

mon European integrated border information 

system (known as the “virtual border” concept) 

requires that intelligence sources like UAS be 

interoperable and provide information in an 

open environment using standard interfaces. 

The defi nition of such standard interfaces is 

the central challenge of OPARUS

Description of the work 

The project is divided into 5 main technical 

Work Packages (WP):

 » WP 1 (Concepts and Scenarios) is dedi-

cated to compilation and analysis of the 

operational concepts and scenarios of UAS 

use in the context of maritime and land 

aerial surveillance of European borders. The 

border surveillance missions that could be 

performed by UAS will be identifi ed, and 

then further refi ned into scenarios in order 

to provide an operational framework to the 

architecture design. This task will propose 

complete concepts of data / information 

exchange between scenarios participants, 

including operational protocols. In this phase 

the end-user needs will be taken into account 

through direct exchange (Workshop).

 » WP 2 (Legislation Analysis) intends to 

describe the current and emerging regu-

lation framework for insertion of UAS into 

controlled civil airspace in order to identify 

its limitations regarding UAS border surveil-

lance operations, and to recommend some 

legislation evolutions favouring the UAS use 

in border surveillance.

 » WP 3 (Technical Analysis) is a central task 

dedicated to the parallel analysis and syn-

thesis of the technical capabilities available 

for 4 main UAS components: the surveillance 

sensors, the aerial platforms, the datalink and 

communication networks and the ground 

stations. Generic classes of UAS components 

will be defi ned and described in terms of per-

formances and costs.

 » WP 4 (Open Architecture Defi nition) 

is dedicated to the identifi cation of open 

architecture solutions to perform border 

surveillance missions. This task particularly 

focuses on cost-effi  cient solutions enabling 

maximum effi  ciency of UAS operations for 

European border surveillance.

 » WP 5 (Information Exchange and Dis-

semination) is a Work Package dedicated to 

maintain a close communication level with 

the end-users, grouped in a User Advisory 

Board, in order to acknowledge and to check 

project consistency with the end-users re-

quirements.

Expected results    

OPARUS is expected to provide a set of solu-

tions covering both short-term and longer-term 

perspectives. In both terms, the proposed open 

architecture will have the following impacts:

 » Fostering non-proprietary solutions for 

equipments and sub-systems (sensors, 

platforms, data links, and ground stations).

 » Allowing smaller companies and SME’s from 

many member countries to enter the market.

 » Open-up the market for non-military com-

panies.

 » Develop the dialogue between European 

end-users and make international operations 

between diff erent nations more feasible.

 » Allow companies to share diff erent parts of a 

more complex system which distributes de-

velopment costs and risks to a broader basis. 

This will foster the development of industrial 

co-operation similar to the “Airbus model”. 

 »Provide an overall benefi t to the end-users 

by optimisation of costs (through lower 

development costs) and mission effi  ciency. 

The customer is expected to get a system 

of diff erent classes of sub-systems which 

can be selected for joint operations for 

more performance instead of having heav-

ily competing single systems.

Overall, OPARUS activities contribute to 

the development of new markets for UAS 

by means of harmonized interfaces which 

both facilitate the standardisation eff ort and 

reduce the ownership costs.
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OPERAMAR

Project objectives

OPERAMAR Support Action is meant to pro-

vide the foundations for pan-European Mari-

time Security Awareness, as prescribed by the 

Maritime Policy, by addressing the insuffi  cient 

interoperability of European and national as-

sets and generating unifi ed data models for 

seamless exchange, addressing the hurdles 

raised by the existing diff erent behavioural, 

organisational, and cultural issues. 

It is today recognized, that eff ective man-

agement of Maritime Security activities by 

the EU requires the capability to collect and 

fuse available data into a common picture 

of the relevant maritime environment to be 

shared among the organizations of participat-

ing Member States.

OPERAMAR, networking the competence 

of national users belonging to EU Member 

States and Associated countries, European 

agencies and industrial partners all actively 

involved in the Maritime domain, will :

 »Grasp a better knowledge of Maritime Secu-

rity users needs and their organizations and 

defi ne interoperability models and analyse 

the associated issues, taking into consider-

ation the challenging characteristics of the 

organizational environment in which they 

will be implemented,

 »Develop common interoperability require-

ments and translate them into technical 

requirements, and

 » study the consequences and recommend 

a relevant strategic research roadmap.

Description of the project

OPERAMAR will consist in the establishment 

of an EU and Associated Countries network 

of maritime stakeholders, that will identify 

interoperability challenges, for improving 

operational coordination. 

This study will promote cross fertilization into 

organizations, structures and systems and will 

provide, as a result, common requirements 

and guidelines, to increase situation aware-

ness in maritime environment. 

OPERAMAR will also suggest to the EC rec-

ommendations in terms of future research 

programmes, projects and new standards.

OPERAMAR partners have achieved to date 

35 visits of Maritime Surveillance Operational 

Centres of all nature in EU and Turkey, get-

ting direct operator’s feddback and observing 

current tools and procedures in action. They 

have also presented the project in several 

workshops, congresses and Maritime Events.

The present situation shows high level of 

fragmentation, due to many factors: diff er-

ent national procedures, legislations and sys-

tems in place, diff erent levels of command and 

decision making.

OPERAMAR will fi ll an important gap to solve 

this issue, by supporting the defi nition of com-

mon requirements and operational procedures, 

as well as new interoperability standards, at the 

EU level, that should be adopted at national 

and local level.

From the analysis of the present situation, the 

stakeholders network will identify the key in-

teroperability challenges, that will produce 

signifi cant improvements on the operational 

performances. The eff ectiveness of the meth-

odological results will be tested in three sce-

narios, Mediterranean, Black Sea and Atlantic 

Ocean (Canary Islands). 

Then, the OPERAMAR will translate these inter-

operability requirements, into guideline for 

technical requirements, common architec-

tures and systems specifi cations.

This will include suggestions for improve-

ments in the compatibility of all interfaces 

for data- exchanges. The ultimate goal is to 

achieve a common picture of the situations, 

supporting the end-users decision making 

process.

OPERAMAR strategic roadmap will describe 

the evolution of an interoperable approach 

to the European Union maritime security 

management from the multiple perspective 

of organizations, institutions, legislation and 

regulations. 

It will identify priority areas for additional se-

curity research to facilitate the development 

at Regional and European levels. The road-

map will contribute to future FP7 and other 

European security linked activities taking into 

account the work of the ESRIF.

OPERAMAR / An interoperable approach to european union 

maritime security management
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Coordinator : 

THALES UNDERWATER SYSTEMS SAS 

Route des Dolines 525

FR – 06903 Sophia Antipolis 
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—
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OPTIX

Project objectives

Terrorism, as evidenced by recent tragic events 

(Madrid 2004, London 2005, New York 2001), 

is a real and growing threat to Europe and the 

world. Attacks using Improvised Explosive De-

vices (IEDs) appear in the news every day. More 

than 60% of terrorist attacks are carried out by 

the use of such explosive devices.

Security forces demand new tools to fi ght 

against this threat. One of the most demanded 

capabilities by end users is that of standoff  de-

tection and identifi cation of explosives. Today’s 

technologies are not able to provide these ca-

pabilities with the required minimum reliability.

The objective of the project is to contribute to 

increasing the security of the European citizens 

by the development of a transportable system 

for the standoff  detection and identifi cation 

of explosives in real scenarios at distances of 

around 20 metres (sensor to target), using 

alternative or simultaneous analysis by three 

diff erent complementary optical technologies 

(LIBS, RAMAN, IR).

Description of the work 

The project activities of OPTIX have been bro-

ken down in ten work packages and distributed 

along 42 months. 

OPTIX will perform important progress beyond 

the state of the art in three diff erent ways:

 »Specifi c developments regarding the indi-

vidual core technologies (LIBS, RAMAN and 

IR) for standoff  detection and identifi cation 

of explosives.

 »Specifi c developments of the enabling 

technologies being addressed in the 

project: lasers, spectrometry, optics and 

data fusion and analysis.

 » Integration of all technological develop-

ments onto a single system to leverage 

and enhance the individual capabilities for 

the standoff  detection and identifi cation 

of explosives.

First stage will be dedicated to the System Defi -

nition. The project consortium will perform a 

focused research on the core optical technolo-

gies addressed by the project. Scenarios and 

system requirements will be defi ned. This is a 

key stage for the success and fi nal usefulness 

of the system from the end user’s point of view. 

Workshops with end users will be organised.

Technology development of LIBS, RAMAN, IR 

(core technologies) and laser, spectrometry, 

optics and data fusion (enabling technologies) 

will follow.

Phase three is System Integration, where a 

single platform will be developed.

Testing will be carried out in laboratories and 

also in real environment scenarios, adequately 

supported by end users. Evaluation of results 

will follow.

Dissemination and Exploitation will provide 

information of the project’s activities, perform-

ance and results both at public and restricted 

levels, as well as defi nition and carrying out the 

initial exploitation of the outcomes and fore-

ground of OPTIX. Workshops with end users 

and other potential stakeholders will take place.

Expected results

 » Improved capabilities of LIBS, RAMAN and 

IR for the detection of explosives at stand-

off  distances.

 »Enhanced spectrometrics for an Integrated 

OPTIX system.

 »Advanced data fusion and chemometrics 

algorithms.

 »A technology demonstrator capable of 

detecting explosive traces at distances of 

20 metres.

 »Demonstrated capabilities of the devel-

oped system to end users and to additional 

stakeholders as needed.

OPTIX / Optical technologies for identifi cation of explosives
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OSMOSIS

OSMOSIS / Overcoming security market obstacles for SMEs’ 

involvement in the technological supply chain

Project objectives

The OSMOSIS project objective is to foster the 

involvement of SMEs in the security technol-

ogy supply chain and to facilitate the collabo-

ration between SMEs and the key stakeholders 

in the European Security domain.

OSMOSIS will create a nurturing environment 

for the involvement of SMEs in the overall Secu-

rity Market, through a set of services including:

 » Identifi cation of untapped market potentials 

in the technology security market supply 

chain.

 » Liaison with large organisations to foster the 

involvement of SMEs in the security technol-

ogy supply chain, including the involvement 

in joint R&D activities.

 » The creation of a database of qualifi ed SMEs 

that will create “meta-clusters” where Large 

Enterprises could identify partners for their 

engineering and/or R&D projects.

 » Full support to SMEs to favour their involve-

ment in the security supply chain.

 » Dissemination and networking events to 

create a collaborative environment among 

key stakeholders.

Description of the work

The OSMOSIS method is strongly based on the 

background of the consortium, and on their 

unique capabilities and expertise as technol-

ogy transfer organisations providing services 

to Large Organisations and SMEs in Europe.

The project methodology will be driven by the 

following three main pillars:

1. Actions towards Key Stakeholders operating 

in the Security Technology supply chain, to 

stimulate and support such organisations 

in involving SMEs in engineering projects 

as well as in research projects, and to gather 

relevant information about untapped mar-

ket potentials.

2. Actions towards SMEs, to create awareness 

on technology supply chain opportunities 

and provide specifi c services that help SMEs 

to enter the overall market supply chain.

3. Actions aimed at setting up means to fa-

cilitate communication and networking 

among key stakeholders and organizations.

An added value proposition will be carried out 

for the engagement of large enterprises. The 

focus will be placed on the added value that 

OSMOSIS could provide to them:

 » the competitiveness improvement of the 

Ecosystem of the Large Organization,

 » the capability of benefi t from innovations and 

technological expertise off ered by SMEs, and

 » achievement of Corporate Social Responsibil-

ity objectives.

In addition, the OSMOSIS website, will be a 

reference point for key stakeholders looking 

for pre-qualifi ed organisations with specifi c 

competences/skills in the security sector. The 

website includes services as:

 » Access to a database of SMEs, classifi ed fol-

lowing a specifi c taxonomy and including 

only relevant SMEs operating in security re-

lated engineering and/or research activities.

 » A list of security research opportunities that 

could be exploited by SMEs to collaborate 

with Large Organizations.

 » Information on security-related grants.

 » Interactive communication tools to allow the 

communication of the identifi ed opportuni-

ties and the transfer of specifi c knowledge to 

SMEs of the diff erent meta-clusters.

Expected results

 » More than 50 key stakeholders involved in 

the action.

 » More than 250 pre-qualifi ed SMEs will be in-

cluded in the database, and their scientifi c, 

technology and engineering skills assessed, 

as well as technology development plans.

 » Information campaign reaching more than 

5.000 SMEs and other organisations.

 » Support the start up of 20 collaborations 

among organisations not previously involved 

in the security technology supply chain with 

key stakeholders.
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OSMOSIS

Acronym: 

OSMOSIS

Grant Agreement N°: 

242416

Total Cost: 

€ 725,432.60

EU Contribution: 

€ 580,889 

Starting Date: 

01/04/2010

Duration: 

24 months

Coordinator : 

CiaoTech Srl

Via Palestrina 25

00189 - Rome

Italy

http://www.ciaotech.com

—

Contact :

Mr. Paolo SALVATORE

Tel. +39 06 33268972

Fax + 39 06 33267022

E-mail : p.salvatore@ciaotech.com

Website :

www.osmosisecurity.eu

NAME  COUNTRY

CIAOTECH S.r.l. Italy

SESM Soluzioni Evolute per la Sistemistica e i Modelli S.c.a.r.l. Italy

GMVIS Skysoft, S.A. Portugal

Consorzio Interuniversitario Nazionale per l’Informatica Italy

Technische Universität München (TUM) Germany

INNOSTART Nemzeti Uzleti es Innovacios Kozpont Alapítvany Hungary

Honeywell, spol. s r.o. Czech Republic

Instituto Nacional de Tecnica Aeroespacial Spain

Fundación madrimasd para el Conocimiento Spain

ELSAG Datamat S.p.a. Italy

PNO Consultants S.A.S. France
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PANDORA

PANDORA / Advanced training environment for crisis scenarios

Project objectives  

PANDORA is a crisis management project de-

veloping a training toolset and environment, 

which aims to bridge the gap between table-

top exercises and real world simulation exer-

cises. The project proposes a global approach 

to crises management, providing a near-real 

training environment at aff ordable cost.

The project will create an environment that can 

provide appropriate metrics on the perform-

ance of a crisis manager actively engaged in 

the management of a crisis, with the environ-

ment providing: 

 » A realistic and complete scenario with near 

real-time action, coherent with that expected 

in a real-world situation;

 » Realistic emotional status, through aff ective 

inputs and stress factors;

 » The potential to include diff erent crises man-

agers belonging to diff erent sectors.

PANDORA off ers a focus on the emotional sta-

tus of the crisis manager because such knowl-

edge, in all phases of emergency management, 

is critical to the development of eff ective emer-

gency policies, plans and training programs.

Description of the work

To achieve the aims of the PANDORA project, 

the workload has been broken down into 9 

work packages: 

 » WP1:  User Requirements Analysis and de-

sign of PANDORA functional specifi cations 

– will provide a defi nition of both data and 

workfl ows needed to specify the proposed 

system and to clearly identify the processes 

that are the basis of the system services. 

 » WP2: Behaviour simulation and modelling 

- split into 5 tasks: the fi rst two consolidate 

the basic preconditions for the behavioural 

planner, the third designs the general archi-

tecture of the planner, the remaining two 

provide proactive reasoning services to the 

planner.

 » WP3: Crisis simulation and modelling - fo-

cused on three main modules: (1) the crisis 

knowledge base, (2) the crisis planner that 

generates the conceptual high level network 

of events that constitutes the plot for the sce-

nario, and (3) the crisis modeller that tracks 

the evolution in real time of the scenario.

 » WP4: Environment and Emotion Simula-

tion Engine – seeks to integrate emotional 

human factors within training programs for 

crisis managers, taking into account several 

research topics:

• Relevant human factors in crisis decision-

making

• Neuro-physiological testing and measures

• Personalised and fl exible training strategies 

 » WP5: Environment design and building – 

seeks to authentically recreate the dynamic 

elements of the entire disaster environment, 

i.e. emulating a complete crisis room with 

realistic visuals and audio to create an im-

mersive, chaotic and stressful environment.

 » WP6: Development, integration and testing 

– will deliver the PANDORA software product 

that can be considered as a system com-

posed of software subsystems/components 

implemented on diff erent environments.

 » WP7: Training testing, evaluation and as-

sessment – will support the development 

of a robust evaluation methodology that 

complements the work done to build the 

PANDORA advanced training environment.

 » WP8: Dissemination and exploitation

 » WP9: Project management

Expected results

The project will categorise the current state-

of-the-art in crisis management tools and 

environments. 

PANDORA will develop 3 key components:

 » The crisis engine, which provides a scenario-

based, interactive structure for the crisis man-

agement event 

 » The emotion engine, which tags and man-

ages information for training scenarios on 

the basis of emotional aff ect

 » The training environment, which integrates 

multimedia components dynamically to 

refl ect a  developing narrative-based crisis 

scenario
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PANDORA

Acronym: 

PANDORA

Grant Agreement N°: 

225387

Total Cost: 

€ 3,995,071

EU Contribution: 

€ 2,930,000 

Starting Date: 

01/01/2010

Duration: 

2 years

Coordinator : 

University of Greenwich

Old Royal Naval College, 

Park Row, Greenwich

UNITED KINGDOM

—

Contact :

Reginald DALY 

Tel: +44 02083319685

Fax: +44 02083318665

Website :

http://PANDORAproject.eu/

NAME  COUNTRY

University of Greenwich United Kingdom

University of East London United Kingdom

Cabinet Offi  ce - Emergency Planning College United Kingdom

Consiglio Nazionale delle Ricerche, ISTC Italy

CEFRIEL Società Consortile a Responsabilità Limitata Italy

Fondazione Ugo Bordoni Italy

XLAB Razvoj programske opreme in svetovanje d.o.o. Slovenia

ORT France

Business Flow Consulting France
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RAPTOR

RAPTOR / Rapid deployable, gas generator assisted infl atable mobile 

security kits for ballistic protection of European civilians against crime and 

terrorist attacks 

Project objectives 

The objective of the project is the devel-

opment of a mobile, rapid deployable and 

infl atable structure for ballistic protection of 

European civilians against threat scenarios, 

such as crime and terrorist attacks.

Tailored solutions are to be developed for 

supporting the prevention of or the re-

sponse to, threat scenarios by European 

security forces. The scope is on protecting:

 » individuals,

 »general security of events,

 »humanitarian workers, e.g. Red Cross, fi re 

brigades, etc.

Description of the work 

 »Defi nition of threat scenarios such as acts 

of terrorism and organised crime. Based 

on these scenarios, specifi cations for the 

development of the security kit are defi ned 

and criteria for the demonstration of their 

eff ective performance derived.

 »Development of textiles and coatings for 

ballistic protection with respect to fold-

ability, light weight and environmental 

infl uence.

 »Development of textiles and coatings for 

infl atable structures and suitable coverings 

for transport and storage.

 »Development and characterization of a gas 

generator formulation with high mass spe-

cifi c gas output, low gas temperature and 

non-toxic gas components.

 »Evaluation and testing of combustion 

chamber designs with respect to small size 

and light weight.

 »Consolidation of the demonstrators will 

comprise the incorporation of all basic sys-

tems e.g. gas generator, ballistic protection 

design and the infl atable structure.

 »The fi nal tests of the demonstrators will 

be done according to the defi ned threat 

scenarios. The results will be reviewed ac-

cording to the goals set out at the start of 

the project.

 »Development of a dissemination plan of 

the results and knowledge obtained in the 

project.

Expected results 

 »Compilation of threat scenarios,

 »Performance requirements of protection kit, 

 »Selection of ballistic protection textiles ap-

propriate to security kits requirements,

 »Development of textiles and coatings for 

infl atable structures,

 »Ballistic testing to explore the eff ectiveness 

of multi-layer set-up,

 »Gas generator composition characterised by 

high gas output and fast burning behaviour

 »Adjusting of gas generator module to assure 

reliable infl ation,

 »Consolidation,

 »Final testing of demonstrators, and

 » Innovation plan, exploitation plan and fea-

sibility study.

©
 Iv

a
n

 T
yk

h
yi

 -
 F

o
to

lia
.c

o
m



113113

Partners

Information

RAPTOR

Acronym: 

RAPTOR

Grant Agreement N°: 

218259

Total Cost: 

€ 2,849,867.76

EU Contribution: 

€ 2,060,995.13

Starting Date: 

01/01/2010

Duration: 

48 months

Coordinator : 

FRAUNHOFER FHGICT

Institut für Chemische Technologie ICT

Joseph-von-Fraunhoferstr. 7

76327 Pfi nztal, Germany

—

Contact :

Dr. Norbert Eisenreich

Tel +49 (0)721 4640 138

Fax +49 (0)721 4640 538

Dipl.-Ing. Johanna Schubert

Tel +49 (0)721 4640 249

Fax +49 (0)721 4640 111

Website :

http://www.ict.fraunhofer.de

NAME  COUNTRY

FRAUNHOFER (FHG-ICT) Germany 

Bundeskriminalamt (BKA) Germany 

Explosia Czech Republic

Fraunhofer (FhG-ICT) (Coordinator) Germany

Lanco Germany

P-D Interglas United Kingdom
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SAFE-COMMS

Project objectives

The goal of the project is to help public au-

thorities in Europe better reacting to terror 

crises by providing eff ective communica-

tion strategies for the aftermath of terror 

attacks. Such attacks take place when least 

expected, as terrorists search for vulnerable 

targets across Europe and seek to spread 

fear and panic. 

A terror attack instantly becomes breaking 

news in the media throughout the world. 

Eff ective recovery from such an attack 

depends also on a carefully planned and 

trained communication strategy which 

would restore public confi dence and en-

able quick return to normality. 

In order to eff ectively deal with the after-

math of terror attacks, public authorities 

need a counter-terrorism communication 

strategy comprised of activities aimed at 

the relevant audiences. This strategy needs 

to be trained and adapted before an attack 

takes place and forms an inherent part of 

crisis management and continuity plans. 

SAFE-COMMS aims to provide public au-

thorities throughout Europe with an eff ec-

tive and modular communication strategy 

for terror crises.

Description of the work 

The fi rst stage of the project analyses the 

communication challenges and problems 

that terror attacks present to public authori-

ties and the requirements of media coverage 

of terror attacks on local, regional, national 

and international levels. 

In the second stage of the project, four 

research groups explore and analyse a 

wide range of actual terror case studies in 

Northern Ireland, Spain, Greece and Israel 

respectively. This analysis examines the com-

munication reactions to each attack, how 

authorities responded in the immediate 

hours after the attack, the type and scope 

of information provided to the media and 

public, emergency services’ press activities, 

information released about victims, com-

munication activities aimed at reassuring 

the public and preventing panic and chaos, 

recovery activities and return to normality.

The third stage of the project then builds 

upon the case study analysis to develop a 

terrorism crisis communication strategy. The 

strategy will comprise short and long-term 

activities aimed at decreasing the eff ects of 

terror attacks on the general public.

Expected results 

The outcome of the project will be the Ter-

rorism Crisis Communication Manual and ac-

companying audiovisual training aids, aimed 

at easy and eff ective dissemination of the 

project’s communication strategy to public 

authorities throughout Europe. The Manual 

will be made available in three languages. 

Public authorities will be able to adopt rel-

evant parts of the strategy, incorporate them 

into their wider crisis recovery plans and train 

their personnel in eff ective communications 

for terror crises. By implementing the SAFE-

COMMS strategy, public authorities will be 

better prepared to respond eff ectively in 

case of a terror attack.

SAFE-COMMS / Counter-terrorism crisis communications 

strategies for recovery and continuity
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SAFE-COMMS

Acronym : 

SAFE-COMMS

Grant Agreement N° : 

218285

Total Cost : 

€ 1,397,232

EU Contribution : 

€ 1,088,244

Starting Date : 

01/04/2009

Duration : 

24 months

Coordinator : 

BARILAN UNIVERSITY

Department of Political Studies

Bar-Ilan Campus

Ramat Gan 52700, Israel

—

Contact :

Dr. Shlomo Shpiro

Tel : +972-3-531-7061

Mobile: +972-544-550-840

Fax : +972-3-736-1338

E-mail : sshpiro@bezeqint.net 

NAME  COUNTRY

Bar-Ilan University Israel

A&B One GmbH Germany

Research Institute for European and American Studies Greece

University of Ulster United Kingdom

Universidad de Burgos Spain

University of Rousse Angel Kunchev Bulgaria
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SAFIRE

SAFIRE / Scientifi c approach to fi nding indicators and responses to 

radicalisation

Project objectives 

The goal of SAFIRE is to improve fundamental 

understanding of radicalization processes 

and use this knowledge to develop prin-

ciples to improve (the implementation) of 

interventions designed to prevent, halt and 

reverse radicalization. 

Description of the work 

SAFIRE develops a process model of radicali-

zation, describing the process from modera-

tion to extremism, based on a non-linear dy-

namic systems approach and a typology of 

radical groups. This represents an innovative 

approach that has not been explicitly applied 

to this area up until now. We will develop 

intervention principles in close concert with 

the models and apply them in a longitudinal, 

empirical study. We will also address other 

important aspects of radicalization such as 

the relationship between national culture 

and radicalization, radicalization on the In-

ternet, and defi ning observable indicators 

of the radicalization process. 

Expected results

The results of this project increase the under-

standing of both conceptual aspects of radi-

calization (e.g. the psycho-social dynamics of 

radical groups and individuals), and practical 

characteristics and modus operandi of radi-

cal groups (e.g. recruitment techniques). In 

addition, the results increase understanding 

of fi eld eff orts and interventions when, why 

and how they work. 

The insights and products resulting from 

SAFIRE help policy makers, researchers in 

the fi eld of radicalization and professionals 

who work with high-risk individuals to better 

understand the phenomenon with which 

they are working. This insight combined with 

the results from the empirical study, also help 

end-users to better focus and structure the 

allocation of resources and the implementa-

tion of interventions. 
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SAFIRE

Acronym: 

SAFIRE

Grant Agreement N°: 

241744

Total Cost:

€ 3,681,260.00

EU Contribution: 

€ 2,906,600.95

Starting Date: 

01/06/2010

Duration:

42 months

Coordinator : 

NEDERLANDSE ORGANISATIE VOOR TOEGEPAST 

NATUURWETENSCHAPPELIJK ONDERZOEK  TNO

Schoemakerstraat 97

PO Box 6060

NL-2600 JA Delft

The Netherlands

—

Contact :

Dr. Heather Griffi  oen-Young 

Tel: +31-346356378

Fax: +31-346353977

E-mail: heather.griffi  oen@tno.nl

Website:

http://www.safi re-project.eu 

NAME  COUNTRY

TNO The Netherlands

Stichting Forum, Instituut voor Multiculturele Ontwikkeling The Netherlands

International Security and Counter-Terrorism Academy Israel

Rand Europe Cambridge Ltd United Kingdom

Stichting Hogeschool Utrech The Netherlands

Bridge 129 Spa Safety and Security Italy

Compagnie europeenne d’intelligence stratégique SA France

Universidade de Coimbra Portugal

Fondation pour la recherche stratégique France

Universiteit van Amsterdam The Netherlands
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SAMURAI

Project objectives

The aim of SAMURAI is to develop and inte-

grate an innovative intelligence surveillance 

system for monitoring people and vehicle 

activities at both inside and surrounding 

areas of a critical public infrastructure. 

SAMURAI will provide innovative and critical 

techniques for permanent monitoring of a 

critical infrastructure site (e.g. an airport or 

train station concourse, a football stadium 

or a shopping mall). 

The SAMURAI project is unique in that in 

addition to project partners, a User Advisory 

Group provides advice on the user require-

ments and specifi cations for the SAMURAI 

systems by providing a variety of scenarios 

for data capture and system evaluation.

Description of work 

SAMURAI will develop robust moving 

object, segmentation, categorization and 

tagging in video captured by multiple cam-

eras from medium-long range distance, e.g. 

identifying, monitoring and tracking people 

with luggage between diff erent locations 

at an airport. Automated focus of attention 

and identifi cation in a distributed sensor 

network includes fi xed and mobile cameras, 

positioning sensors and wearable audio or 

video sensors. 

Global situational awareness assessment 

involves image retrieval of objects by types 

and movement patterns with incidents 

across a distributed network of cameras. 

Online adaptive unusual behaviour moni-

toring will profi le and check inference of 

unusual behaviours / events captured by 

multiple cameras. The project will also 

exploit methods for feeding back into the 

algorithm human operator’s evaluation on 

any abnormality detection output in order 

to guide and speed up the incremental and 

adaptive behaviour profi ling algorithm. 

SAMURAI will allow prevention and rapid-

response to events as they unfold. 

Expected results 

SAMURAI will develop groundbreaking 

technology that can be interfaced with 

existing CCTV systems already employed 

widely within the EU. By concentrating the 

technology developments onto multiple 

cameras and mobile cameras, many of the 

limitations of the existing state-of-the-art 

will be overcome by incorporating strong 

end-users with a widely deployed CCTV 

system in the Consortium. 

Security in public places is required for the 

correct functioning of society. However, ex-

isting CCTV systems are not eff ective at pre-

vention of many incidents. Consequently, 

by improving these current CCTV systems, 

the main social impact of SAMURAI should 

be increased public confi dence in security 

systems in public places.

The use of CCTV as a security and manage-

ment aid is widespread in the EU and off ers 

a huge marketplace for European business. 

SAMURAI should provide a higher ‘added-

value’ to installed CCTV system and give 

European producers a substantial advan-

tage in the marketplace.

SAMURAI / Suspicious and abnormal behaviour monitoring using a 

network of cameras & sensors for situation awareness enhancement
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SAMURAI

Acronym : 

SAMURAI

Grant Agreement N° : 

217899

Total Cost : 

€ 3,638,131

EU Contribution : 

€ 2,478,052

Starting Date : 

01/06/2008

Duration : 

36 months

Coordinator : 

QUEEN MARY, UNIVERSITY OF LONDON

Department of Computer Science

Mile End Road

E1 4NS London

United Kingdom 

—

Contact :

Shaogang GONG

Tel : +44 20 7882 5249

Fax : +44 20 8980 6533

E-mail : sgg@dcs.qmul.ac.uk

Website : 

www.samurai-eu.org 

NAME  COUNTRY

Queen Mary, University of London United Kingdom

Universita’ degli Studi di Verona Italy

Elsag Datamat S.p.A. Italy

Waterfall Solutions Ltd United Kingdom 

Borthwick-Pignon OÜ Estonia

Esaprojekt SP. Z O.O. Poland

Syndicat Mixte des Transports pour le Rhône et l’Agglomération Lyonnaise France

BAA Limited United Kingdom
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SEABILLA

SEABILLA / Sea border surveillance

Project objectives 

 »Defi ne the architecture for cost-eff ective 

European sea border surveillance systems, 

integrating space, land, sea and air assets, 

including legacy systems.

 »Apply advanced technological solutions 

to increase performances of surveillance 

functions.

 »Develop and demonstrate on the fi eld 

signifi cant improvements in detection, 

tracking, identifi cation and automated 

behaviour analysis of all vessels, including 

hard to detect vessels, in open waters as 

well as close to coast.

Description of the work 

SEABILLA is based on requirements for sea 

border surveillance defi ned by experienced 

operational users. These requirements have 

been transformed into scenarios, representa-

tive of gaps and opportunities for fruitful co-

operative information exchange between 

Members States:

 » for fi ghting drug traffi  cking in the English 

Channel;

 » for addressing illegal immigration in the 

South Mediterranean; and

 » for fi ghting illicit activities in open-sea in 

the Atlantic waters from Canary Islands 
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to the Azores in coherence with the EU 

Integrated Maritime Policy, with the EU 

Integrated Border Management Policy 

(ref. EUROSUR), and in compliance with 

Member States sovereign prerogatives.

Expected results    

The project will provide a feasible, cost 

eff ective solution in terms of maritime 

surveillance, based on best combination 

of advanced technology in the context of 

legacy systems, that could be implemented 

at national and EU level to increase eff ective-

ness, pool resources and address successfully 

Maritime Security and Safety challenges.
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Acronym: 

SEABILLA

Grant Agreement N°: 

241598

Total Cost: 

€ 15,549,679

EU Contribution: 

€ 9,843,601

Starting Date: 

01/06/2010

Duration: 

45 months

Coordinator : 

SELEX SISTEMI INTEGRATI SPA

Via Tiburtina km 12,400, 

00131 Roma, Italy

—

Contact :

Salvatore RAMPINO

Tel: +39 06 4150 2407

Mobile: +39 3357389405

Fax: +39 06 41502694

E-mail: srampino@selex-si.com

Website : 

www.seabilla.eu

Partners

NAME  COUNTRY

SELEX Sistemi Integrati SPA Italy

ALENIA AERONAUTICA Italy

BAE SYSTEMS United Kingdom

CNIT (CONSORZIO NAZIONALE INTERUNIVERSITARIO TELECOMUNICAZIONI) Italy

CORRELATION SYSTEMS Ireland

ADS Defence & Security France

EUROCOPTER ESPANA  Spain

EDISOFT Portugal

FOI Sweden

HITT The Netherlands

INDRA ESPACIO  Spain

INDRA SISTEMAS  Spain

JRC Europe

MONDECA France

SAGEM DEFENCE SECURITE France

SPACE APPLICATIONS SERVICES Belgium

TELESPAZIO (TPZ) Italy

THALES ALENIA SPACE FRANCE France

THALES ALENIA SPACE ITALIA Italy

THALES DEFENCE DEUTSCHLAND Germany

TNO The Netherlands

THALES SYSTEMES AEROPORTES France

TTI Norte  Spain

UNIVERSITY COLLEGE LONDON United Kingdom

UNIVERSIDAD DE MURCIA  Spain

UNIVERSITY OF PORTSMOUTH United Kingdom
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SECRICOM

In September 2006 the European Security 

Research Advisory Board (ESRAB) published a 

report setting the European security research 

agenda and the requirements on new com-

munication infrastructures. 

These requirements included security, depen-

dability, enhanced connectivity, transmission 

of multiple formats and advanced search 

functions. 

In response to these ESRAB requirements, 

the collaborative research project SECRICOM 

will create and demonstrate a secure com-

munication platform for crisis management 

in Europe.

Project objectives

Solve problems of contemporary crisis com-

munication infrastructures :

 »Seamless and secure interoperability of 

existing many hundred thousand mobile 

devices already deployed;

 »Smooth, simple, converging interface from 

systems currently deployed to systems of 

the new SDR generation;

 »Creation of pervasive and trusted commu-

nication infrastructure, bring interconnec-

tivity between diff erent networks;

 »Provide true collaboration and inter-work-

ing of emergency responders; and

 »Seamlessly support diff erent user traffi  c 

over diff erent communication bearers. 

Add new smart functions using distributed 

IT systems based on an SDR secure agents’ 

infrastructure :

Easier instant information gathering and 

processing focusing on emergency respon-

ders main task – saving lives.

Description of the work

The project work is divided into nine RTD 

work-packages supported by two work-

packages for management and dissemina-

tion. Top innovations deal with :

 »Creation of secure wireless fault tolerant 

communication system for mobile devices 

based on push-to-talk system;

 »Secure distributed system; and

 »Secure docking module – system on chip 

design.

These innovations will be extended by :

 » IPV6 based secure communication;

 » Internetwork interfaces, interoperable, 

reco verable and extendable network;

 »Communication infrastructure monitoring 

and control centre equipped with localiza-

tion of actors.

Working infrastructure – the objective of 

SECRICOM project will be ensured by :

 » Integration of research results; and

 »Demonstrator creation and presentation.

Expected results

The SECRICOM will develop and demonstrate 

a secure communications infrastructure for 

public safety organisations and their users. 

Achievements will include :

 »The exploitation of existing publicly avail-

able communication network infrastruc-

ture with interface towards emerging SDR 

systems.

 » Interoperability between heterogeneous 

secure communication systems.

 »A parallel distributed mobile agent-based 

transaction system for eff ective procure-

ment.

 » Infrastructure based on custom chip-level 

security.

SECRICOM / Seamless communication for crisis
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SECRICOM
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Grant Agreement N° :

218123

Total Cost: 

€ 12,468,847

EU Contribution: 

€ 8,606,791

Starting Date: 

01/09/2008

Duration: 

44 months

Coordinator : 

QINETIQ LTD

Buckingham Gate 85

UK-SW1E 6PD London

United Kingdom

—

Contact : 

David Traynor

Tel : +44 (0) 2392 31 2750

Fax : +44 (0) 2392 31 2768
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E-mail : dtraynor@qinetiq.com

 

Website: 

http://www.secricom.eu

NAME  COUNTRY

QinetiQ Ltd United Kingdom

Ardaco, as. Slovakia

Bumar Ltd. Poland

NEXTEL S.A. Spain

Infi neon Technologies AG Germany

Université du Luxembourg Luxembourg

Institute of Informatics, Slovak Academy of Sciences Slovakia

Graz University of Technology Austria

Smartrends, s.r.o. Slovakia

ITTI Sp. z o.o. Poland

British Association of Public Safety Communication Offi  cers United Kingdom

CEA France

Hitachi Europe SAS France
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SECTRONIC

Project objectives

The SECTRONIC initiative addresses observa-

tion and protection of critical maritime infra-

structures: Passenger and goods transport, 

Energy supply, and Port infrastructures. 

All accessible means of observation (off shore, 

onshore, air, space) of those infrastructures 

are networked via an onshore control center.

The end-users themselves or permitted third-

parties can access a composite of infrastruc-

ture observations in real-time. The end-users 

will be able to shield the infrastructure by pro-

tective means in security-related situations. 

The proposed system is a 24h small area 

surveillance system that is designed to be 

used on any ship, platform, container/oil/gas 

terminal or port and harbour infrastructure. 

The initiative is an end-users driven R&D ac-

tivity.The overall objective of the SECTRONIC 

research project is to develop an integrated 

system for the ultimate security of maritime 

infrastructures covering ports, passenger 

transport and energy supply against being 

damaged, destroyed or disrupted by de-

liberate acts of terrorism, natural disasters, 

negligence, accidents or computer hacking, 

criminal activity and malicious behaviour. 

The project aims to develop an integrated 

security system that :

 »Accurately observes, characterizes and 

tracks any object of signifi cance, 360 de-

grees around an infrastructure, 24 h a day 

in all weather conditions by means of :

• Near range equipment 

• Far range equipment 

 »Communicates security information of sig-

nifi cance to the infrastructure authorities 

(sea masters, operation control managers, 

etc.) and to selected authorised third par-

ties of importance for the overall security 

situation (port authorities, coast guards, 

etc.) in real time.

 »Aggregates, reports and displays any secu-

rity-related information of signifi cance in 

an intuitively understandable way. Reliably 

raises alarms in identifi ed situations.

 »Enables response procedures and actions 

to be undertaken in situations that require 

eff ective use of protective measures.

 »Demonstrates system eff ectiveness in real 

maritime infrastructures.

SECTRONIC / Security system for maritime infrastructure, 

ports and coastal zones  
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Acronym : 

SECTRONIC

Grant Agreement N° :

218245

Total Cost : 

€ 7,080,433

EU Contribution : 

€ 4,496,414

Starting Date : 

01/02/2008

Duration : 

36 months

Coordinator : 

MARINE & REMOTE SENSING SOLUTIONS LTD

Suite 100

Saint-James Place 11 

UK – SW1A 1NP London 

United Kingdom

—

Contact :

Dr. Sverre Dokken

Tel : +44 2078 712 800

E-mail : sdokken@marss.co.uk

Website : 

www.sectronic.eu

NAME  COUNTRY

Marine & Remote Sensing Solutions Ltd United Kingdom

Uniresearch B.V. The Netherlands

Det Norske Veritas AS Norway

Norwegian Defence Research Establishment Norway

Chalmers University of Technology Sweden

Advanced Computer Systems ACS S.p.A. Italy

Nato Undersea Research Centre Italy

Carnival Corporation. United Kingdom

BW Off shore AS Norway

BW Gas ASA Norway

Havenbedrijf Rotterdam N.V. The Netherlands

Autorità Portuale della Spezia Italy
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SecureCHAINS

SecureCHAINS / Integration of security technology supply 

chains and identification of weaknesses and untapped potential

Project objectives

The SecureCHAINS project has as a main mis-

sion to contribute to a more competitive 

Security Technology Supply Chains (STSC). 

The project will cooperate with the industry 

to gain a better understanding of the nature 

and structure of the STSC from prime con-

tractors to subcontractors coming from the 

various tiers of the supply chains. 

The SecureCHAINS project will have the fol-

lowing six main objectives to: 

 » identify supply chains and stakeholders; 

 »detect untapped potential that can be 

integrated in the European STSC;

 »engage innovative low tier suppliers in 

the STSC;

 »contribute to the building of R&D compe-

tences in STSC; 

 »develop awareness building activities in 

Security related RTD topics; and

 »promote and facilitate a communication 

platform/website and open dialogue in 

the fi elds related to Security Technology 

management, regulation, policy and fore-

casting.

Description of the work 

The SecureCHAINS project will be carried 

out along the following four main axes of 

activities:

To identify opportunities and weak spots 

in the supply chains. The technology tree 

drawn up for a research project will involve 

areas of technology of diff erent degrees 

of maturity. We will apply the concept of 

‘technology readiness levels ’ to determine 

technical maturity. Immature technology so 

identifi ed would be considered as a weak 

spot and the SecureCHAINS project would 

advise on how this might be strengthened.

 »To involve the best intellectual and tech-

nological capabilities available throughout 

Europe in the security technology supply 

chains.

 »To help organisations (SMEs, RTOs, Large 

Firms, etc.) to understand security related 

targets, mechanisms and opportunities.

 »To facilitate the organisations access to the 

main stakeholders and integrators, while 

protecting their intellectual property.

The SecureCHAINS project is structured into 

5 workpackages (WP):

 »WP1 Security Technology Supply Chains 

framework setting

 »WP2 Analyses of the Supply Chains

 »WP3 Increasing SME engagement in the 

STSC

 »WP4 Technology Search & Transfer

 »WP5 Dissemination and Future exploitation 

results and activities

Expected results    

The main results are to:

 » raise awareness about EU RTD funding 

programmes and promoting co-operation, 

exchange of information and networking 

among them;

 » identify weak spots in the security supply 

chains; 

 »develop 5 technology trees;

 » identify the problems that inhibit the par-

ticipation of SMEs in RTD activities;

 » interview and perform on-site visits to a 

minimum of 100 SMEs and RTOs;

 »organise a minimum of 4 communication 

exchange fora at European Security related 

events; and 

 »produce 10 new RTD project proposals, 

involving a minimum 20 SMEs.
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SecureCHAINS

Acronym: 

SecureCHAINS

Grant Agreement N°: 

242417

Total Cost: 

€ 1,014,344.37

EU Contribution: 
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Starting Date: 

01/05/2010

Duration: 
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Coordinator : 

INOVAMAIS SA

—

Contact :
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E-mail : alexandre.almeida@inovamais.pt

Website : 

www.securechains.eu

NAME  COUNTRY

INOVAMAIS - SERVICOS DE CONSULTADORIA EM INOVACAO TECNOLOGICA S.A. Portugal
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Deutsche Post World Net Market Research and Innovation GmbH (DHL Innovation Center) Germany

INNOVA SPA Italy

SOLLERTA Ltd  United Kingdom

FUNDACION ROBOTIKER Spain

Mr. Juergen K. von der Lippe and Dr. Jean Cornier Germany

UNIVERSITATEA DIN CRAIOVA Roumania

ALMA CONSULTING GROUP SAS France

TECHNICAL SUPPORT FOR EUROPEAN ORGANISATIONS SPRL Belgium

SOUTHEASTERN EUROPE TELECOMMUNICATIONS & INFORMATICS RESEARCH INSTITUTE Greece
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SECUREAU

Project objectives 

The main objective of this proposal is to 

launch an appropriate response for rapidly 

restoring the use of the drinking water net-

work after a deliberate contamination and 

by way of consequence to limit the impact 

on the population of safe water privation 

because of contaminated networks. Five 

main topics will be addressed:

 »Detection of unexpected changes in water 

quality.

 »Adaptation of analytical methods to rapidly 

detect specifi c CBRN contaminants.

 »Localization of the point source (s) of con-

tamination.

 »Decontamination procedures of the distri-

bution system.

 »Controlling the effi  cacy of the corrective 

actions.

Description of the work 

SecurEau will implement an eff ective and 

timely response on CBRN attack. Questions 

that will be addressed for successful coordi-

nated response of water utilities and regulatory 

agencies to contamination include:

 » Detection of unexpected changes in water 

quality which could be in relation with a de-

liberate contamination event, by applying 

commercially available or recently developed 

generic sensors placed throughout the dis-

tribution systems.

 » Adaptation of known analytical methods to 

rapidly detect specifi c CBRN contaminants 

in water and especially in biofi lms and on 

pipes’ walls.

 » Localization of the point source(s) of contami-

nation and subsequently the contaminated 

area (via modelling reactive transport) allow-

ing delimitation of the corrective actions.

 » Decontamination procedures (effi  cient and 

realistic) of the distribution system, i.e. adapt-

ed to size, age, architecture of the network, 

including the treatment of water extracted 

from the system and used for washing the 

pipe wall.

 » Controlling the effi  cacy of the corrective ac-

tions by analysing the water bulk and espe-

cially the pipe walls’ surface and the deposits.

 » The case studies will give the chance for the 

practitioners to apply on site in realistic con-

ditions the selected sensors, software and 

remediation technologies. It is a unique oc-

casion to test an emergency procedure on 

a complicated, quasi directly inaccessible 

and relatively fragile system, to evaluate its 

feasibility at fi eld scale and to evaluate the 

diffi  culty to apply corrective treatments to the 

huge water bulk generated by the neutralisa-

tion/extraction of contaminants.

Expected results 

As a result of this research and methodologi-

cal eff ort the consortium plans to develop 

and validate adapted technologies, analytical 

tools, sensors and new software, which should 

reinforce the competitiveness of European 

Union. These tools and technologies are 

planned to give results quickly at aff ordable 

costs. Case studies will give the chance for the 

practitioners to apply on site in real conditions 

the selected sensors, software and remedia-

tion technologies.

SecurEau / Security and decontamination of drinking water 

distribution systems following a deliberate contamination
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SECUREAU

Acronym : 

SecurEau

Grant Agreement N° : 

217976

Total Cost :

€ 7,462,072

EU Contribution : 

€ 5,269,168

Starting Date :

01/02/2009

Duration : 

48 months

Coordinator : 

UNIVERSITÉ HENRI POINCARÉNANCY 1

Service des Relations Internationales, Cellule Europe

22-30 rue Lionnois

BP 60120

France – 54003 – Nancy cedex

—

Contact :

Dr. Sylvain FASS

Tel : +33 3 54 50 54 37

Fax : +33 3 54 50 54 30

E-mail : sylvain.fass@uhp-nancy.fr

Website : 

www.secureau.eu

NAME  COUNTRY

Université Henri Poincaré - Nancy 1  France

Centre National de la Recherche Scientifi que France

Anjour Recherche / Veolia Environnement France

Rheinisch-Westfälische Institut für Wasserforschung gemmeinnützige GmbH Germany

University of Southampton United Kingdom

National Public Health Institute Finland

Faculdade de Engenharia da Universidade do Porto Portugal

Riga Technical University Latvia

Centre National du machinisme Agricole, du génie rural, des eaux et des forêts France

Monitoring System Limited United Kingdom

CEA France

Veolia Water Central United KIngdom

Yorkshire Water Sevice Ltd United Kingdom

STUK-Radiation and nuclear Safety Authority Finland
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SECURENV

Project objectives

Environmental security is becoming an im-

portant issue for the future development of 

the European Union. New future threats and 

the potential consequences of these are be-

coming more and more diffi  cult to anticipate.

Industrial accidents and natural disasters 

have repeatedly shown how sensitive the 

environment is to human negligence. De-

spite all eff orts and advances in security and 

civil protection, the human habitat remains 

most vulnerable. The overall objective of the 

project is to increase the knowledge- base 

needed to ensure the security of the natural 

environment. 

The project will analyse major industrial 

and environmental accidents from a secu-

rity perspective using foresight methods 

and scenario building techniques to give 

end-users a better understanding of future 

environmental risks.

Natural phenomena (fi res, fl oods, etc.), in-

dustrial accidents (chemical, biological and 

other) and other possible threats in a broad 

perspective will be investigated.

Description of the work 

Given the strong uncertainty aspect of the 

environmental security domain, foresight 

methods and scenario- building tech-

niques will be employed to a large extent 

during the implementation of the project. 

Work will include:

 »The review and analysis of past environ-

mental accidents, catastrophes and eff ects 

of human actions.

 »The establishment of data-bases with rel-

evant information for end-users.

 »The identifi cation of novel and emerging 

threats on the environment as well as the 

technological opportunities.

 »The development of an appropriate fore-

sight methodology and potential scenarios 

involving future environmental risks and its 

use for investigating policy options.

SECURENV / Assessment of environmental accidents from 

a security perspective

Expected results

The project will support the development of 

policies, programmes and initiatives which 

aim at further enhancing the security of 

European citizens. It will provide improved 

insight and advice for security policy makers, 

security research programme managers and 

security researchers.

The project will also contribute to the 

defi nition of strategic roadmap for future 

FP7 Security research and in planning and 

designing of other future security research 

programmes and actions.
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Grant Agreement N° : 

218152

Total Cost :

€ 851,245

EU Contribution : 
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Starting Date :

01/04/2009

Duration : 

24 months

Coordinator : 

GEONARDO ENVIRONMENTAL TECHNOLOGIES LTD. 

Záhony utca, 7

Budapest - 1031

Hungary

—

Contact :

Mr. Balázs Bodó

Tel: +36-1-250-6703

Mobile: +36-20-317-2087

Fax: +36-1-436-9038

E-mail: coordinator@securenv.eu

Website : 

www.securenv.eu

NAME  COUNTRY

Geonardo Environmental Technologies Ltd.  Hungary

FOI Sweden

Adelphi Research gGmbH Germany
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SEREN

Project objectives

Security Research presents several specifi -

cities as compared to other Cooperation’s 

FP7 thematic priorities. Indeed, it is a new 

theme within FP7 and therefore the Secu-

rity Research community has only a limited 

experience gained during the 3 years of the 

Preparatory Action for Security Research. 

Moreover, projects need to be mission-ori-

ented and as such must involve end-users 

who are not familiar with FP. 

Also, the Security products’ market is complex, 

large, and relatively new. Finally, by its very 

nature, the Security research theme has in-

troduced sensitivity issues into the 7th Frame-

work Programme.

As a consequence, perhaps more than in the 

other specifi c programmes and themes, there 

is a strong necessity to inform and support the 

European Security Research community in its 

participation to FP7. One way to facilitate this 

is through a stronger National Contact Points 

(NCPs) network.

SEREN will thus aim at strengthening the 

Security research NCP network by raising 

the knowledge level of its members, initiate 

coordination and, as a matter of fact, the abil-

ity of its members to deliver a high level of 

service to the community.

Description of the work

The aim of the SEREN-phase 1 coordination 

action is to link the diff erent Security Research 

NCPs, to identify fi elds of improvement for the 

structuring of the network, to initiate coordi-

nation and to start promoting joint activities. 

In order to reach those objectives, SEREN will 

tackle four main issues:

Identifi cation of the network needs and ini-

tiation of coordination among its members. 

This will be mainly obtained through surveys 

in order to gain a better understanding of the 

needs of the Security Research community 

and of the requirements that NCPs must ful-

fi l in order to deliver a high level of service. 

Also, coordination will be initiated in order 

to raise the level of knowledge of NCPs. 

This will be obtained by making common 

guides and setting up a website where all 

the deliverables will be made available.

Increase NCP knowledge and awareness of 

the European Security landscape. 

In order to deliver advices in their respective 

country, NCPs must have a minimum under-

standing of the European security landscape. 

Therefore, a mapping of the Security research 

programmes launched in Member States will 

be made. In addition, a mapping of compe-

tencies will be initiated. This latter task will 

aim at the identifi cation of support structures 

such as government agencies, professional 

associations, end-users associations, SMEs 

associations, clusters involved in Security 

Research across Europe.

Coordination to ease transnational coop-

eration and training. 

The EU community potentially interested in 

Security Research faces a high level of 

fragmentation. Therefore, participants are 

confronted with diffi  culties fi nding other 

potential partners with whom they might 

collaborate. Hence, it is extremely important 

that the NCPs network delivers a high level 

service for the partner searches. 

SEREN will initiate coordination in this fi eld 

by agreeing on standardised partner search 

templates. In addition one training session 

focussed on the evaluation will be organised. 

This shall enable an increase of the average 

advice quality delivered by the network and 

further optimize its services to the Security 

Research community. 

Security research policies. 

SEREN will produce synthesis papers on key 

policies issues related to Security research in 

order to raise awareness on the contextual 

framework surrounding ESRP.

Expected results

Thanks to SEREN, the Security research NCPs 

network will become more effi  cient and co-

ordinated and therefore will deliver a higher 

level of service throughout Member and Asso-

ciated States. As an effi  cient interface between 

the European Commission and the Security 

Research community, SEREN will improve the 

overall promotion of the FP7 Security theme, 

and of its specifi cities and its procedures. As a 

result, the average quality of proposals submit-

ted to call for proposals should increase.

SEREN / Security Research NCP network – Phase 1
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NAME  COUNTRY

CEA France

Tarptautiniu mokslo ir technologiju pletros programu agentura Lithuania

Achimedes Foundation Estonia
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National Offi  ce for Research and Technology Hungary

Instytut Podstawowych Problemów Techniki Polskiej Akademii Nauk Poland
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Norges forskningsråd  Norway

The Scientifi c and Technological Research Council of Turkey Turkey

Service d’information scientifi que et technique / SPP Politique scientifi que – 

Dienst voor Wetenschappelijke en Technische Informatie/POD Wetenschapsbeleid Belgium

Österreichische Forschungsförderungsgesellschaft mbH  Austria

Agência de Inovação, Inovação Empresarial e Transferência de Tecnologia, S.A Portugal

Centro para el Desarrollo Tecnologico Industrial Spain

SenterNovem The Netherlands

Technologické centrum Czech Republic

Research Promotion Foundation Cyprus

FOI Sweden

Euresearch Switzerland

Council for Scientifi c and Industrial Research South Africa

Riga Technical University Latvia

Centre for National Security and Defense Research Bulgaria

Malta Council for Science and Technology Malta

Home Offi  ce United Kingdom
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Danish Agency for Science Technology and Innovation -Ministry of Science, Technology and Innovation Denmark

Agentura na podporu vyskumu a vyvoja Slovakia
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Website : 
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SeRoN

SeRoN / Security of road transport networks

Project objectives 

The SeRoN project undertakes a holistic 

approach both at infrastructure object and 

road network level. Its main objectives are 

to investigate the impacts of possible man-

made attacks on the transport network, in 

particular the resulting regional and supra-

regional impacts on transport links and their 

economic impacts. SeRoN focuses on the de-

velopment and validation of an innovative 

methodology which is to provide a common 

framework for the analysis of critical road infra-

structure objects or road transport networks 

with regard to their importance within the 

European transport network and regard to 

possible attacks. This methodology is based 

on an interdisciplinary interaction of expertise 

and innovative simulation methods. Further-

more, possible protection measures for critical 

road transport infrastructures can suitably be 

chosen and evaluated regarding their impact 

on security and cost-eff ectiveness. 

Description of the work 

First a comprehensive threat analysis for 

transport infrastructures focusing on man-

made attacks is carried out. Then data on 

relevant infrastructure types and classes of 

the Trans-European road network is gathered, 

with so-called “partner regions” being more 

comprehensively covered. Data provided will 

be evaluated to identify generic infrastructure 

types and classes which are critical in terms of 

vulnerability to man-made attacks, e.g. due to 

their type of construction, and to classify them 

based on the risk they are exposed to. The 

results provide the input data for a knowledge 

database intended to be a means to manage 

and maintain categorised critical infrastruc-

tures and associated protection measures. 

Such object information is needed for the 

calculations at network level analysing the 

importance of individual infrastructures. Their 

vulnerability will be determined in probable 

scenarios, studying the impacts of a failure 

of critical (parts of ) infrastructures and the 

resulting traffi  c disturbances using scenario 

analysis and macroscopic traffi  c fl ow models. 

Network data will include information about 

location and importance of infrastructures 

in the road network, traffi  c loads, etc. Thus 

critical infrastructures of the road network can 

be identifi ed and ranked according to prior-

ity. The risk assessment includes the impact 

assessment for the respective infrastructure 

based on diff erent occurrence scenarios with 

related event sequences. Vulnerabilities are 

estimated using the local traffi  c conditions 

and simulations, e.g. escape simulations, ex-

plosives and smoke propagation simulations. 

Security improvements will be determined 

and monetary and economic impacts of dif-

ferent measures examined by means of cost-

benefi t analyses to identify the most eff ec-

tive security measures. Finally at few suitable 

examples the new developed methodology 

will be validated before recommendations for 

infrastructure owners will be formulated tak-

ing into account external expert knowledge 

gained in workshops. 

Expected results 

The SeRoN results include a knowledge da-

tabase, an innovative methodology and rec-

ommendations covering macro-economic, 

institutional and organisational and technical 

issues. They will allow infrastructure owners 

and operators developing strategies to im-

prove the security of transport structures and 

to select investments into countermeasures 

and risk mitigation strategies. The developed 

methodology may be transferred to transport 

networks used by other traffi  c modes and to 

natural disasters
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Website : 
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SGL for USaR

SGL for USaR is mission oriented towards 

solving critical problems following large scale 

structural collapses in urban locations. The 

devotion, courage and expertise of rescu-

ers need to be matched by procedures and 

technology that will enable safe and eff ective 

responses. 

This project will combine chemical and physi-

cal sensors integration with the development 

of an open ICT platform for addressing mobil-

ity and time-critical requirements of USaR Op-

erations. The project will also focus on medical 

issues and on the relevant ethical dilemmas.

Project objectives  

 » To use video images (image analysis), sound 

(sound signatures), fi eld chemical analysis 

(marker compounds), optical sensors (spec-

tral analysis), data fusion and wireless com-

munication in order to develop integrated, 

stand-alone early location devices for en-

trapped people and dead bodies. Employ 

the same kind of devices for monitoring and 

identifying hazardous conditions in voids of 

collapsed buildings due to construction’s 

physical damage, fl aming or smoldering 

fi res and gases released.

 » To develop integrated remote early location 

and monitoring systems for localization pur-

poses based on the deployment of networks 

of probes. Such systems will also be capable 

of receiving other type of data (e.g. sonar).

 » To integrate early location and monitoring 

systems with communication and informa-

tion management applications that can 

provide with multi-level processing and data 

fusion and will support relevant USaR services 

and logistics (medical support, mobilization, 

tools, transportations, communications) SGL 

for USaR project will use multidisciplinary ap-

proaches, optimize existing cutting-edge 

technologies and make the best use of avail-

able resources.

The project is targeted on delivering next 

generation systems for USaR operations.

For that purpose, relevant technical, scientifi c 

and operational issues will be addressed. 

The project focuses on rapid location of en-

trapped or buried victims (alive or deceased) 

and the continuous monitoring of the air con-

ditions in the voids of damaged and partially 

collapsed structures. Entrapped people and 

voids are associated with characteristic visual, 

sound and chemical profi les, due to specifi c 

images or spectral emissions, to acoustic sig-

natures and chemical markers. 

The adaptation of crisis management USaR 

services (logistics) with the early location and 

monitoring systems in a mobile command and 

control operational center is employed.

The project is formed by eight sub-projects 

(work packages) running in parallel. These WPs 

address the development of simulation envi-

ronments; the development and validation of 

portable devices for location operations; the 

development and validation of smart sensors 

environment for monitoring the situation 

under the ruins; the management of medical 

information, including privacy and bioethics; 

and fi nally the development of an ICT plat-

form that will integrate all the previous data, 

ensure interoperability and control the fl ow 

of the information from the fi eld to the op-

erational center. 

SGL for USaR will deliver methods and guide-

lines, as well as, tangible prototypes: a stand-

alone FIRST responder device that integrates 

fi ve diff erent location methods; a networked 

rapid casualty location system (REDS) equipped 

with wireless sensor probes; an advanced en-

vironmental simulator for training and test-

ing search and rescue units, including canine 

teams; and a prototype mobile operational 

command and control platform.

SGL for USaR / Second generation locator for urban search and 

rescue operations
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SICMA

Project objectives

The SICMA project is a 30 months capability 

project focused on computer assisted decision 

making for Health Service crisis managers. It 

aims at improving decision-making capabili-

ties through an integrated suite of modelling 

and analysis tools providing insights into the 

collective behaviour of the whole organisation 

in response to crisis scenarios. 

Mission

The response to the crisis is the result of the 

activities of: 

 »Diff erent services (e.g. police, medical care, 

rescue forces, fi re fi ghting, etc);

 » interacting vertically (i.e. with components 

of the same organization) and horizontally 

(i.e. with components of other organizations); 

 » in a complex environment characterized 

by both “predictable” factors (e.g. the crisis 

responders’ behaviour according to pro-

cedures) and “unpredictable” ones (e.g. 

human/crowd behaviour). 

As a consequence, the decision making 

process both in the preparedness and in the 

response phase is hard and complex due to 

the impo s sibility to estimate the eff ects of 

alternative decisions. Within this context, 

decision making support will be provided 

addressing the following key aspects:

 » “bottom-up” modelling approach building 

independent model components and then 

combining them,

 » unpredictable factors modelling (e.g. human/

crowd behaviour),

 » procedure support to provide the user with 

the correct procedures to solve the problem, 

and

 » computation of the “distribution” of the eff e c-

tiveness of a certain “decision” rather than the 

eff ectiveness of that solution deterministically 

dependant on the preconceived scenario.

The combined eff ects of the above points 

will allow to document both the unexpected 

bad and good things in the organization(s) 

thus leading to better responses, fewer unin-

tended consequences and greater consensus 

on important decisions. 

Application scenarios 

The following scenarios have been selected:

 » Conventional weapons terrorist attack: being 

the most common and hence the most likely 

threat in the future, this scenario will be used 

to evaluate the decision support achievable 

with the SICMA prototype in the manage-

ment of casualties. The focus will be on the 

management of the most likely category of 

casualties that can be generated by a large 

number of diff erent types of disasters that 

is: trauma casualties.

 » Chemical weapons terrorist attack: specifi c 

types of disasters may result in additional 

decision making activities to be carried out 

by the crisis manager. This scenario will be 

used to highlight the additional support that 

can be provided to decision making activities 

specifi cally related to the kind of accident. 

The decontamination-station deployment 

and hazard estimate/update will be used as 

case study in the chemical attack Scenario.

High level architecture

Even if the high level system design will be 

defi ned in the next phase of the project, the 

presence of the following macro-compo-

nents is foreseeable:

 »Services Models,

 »Context Models,

 »Eff ectiveness Distribution Analyser, and

 »Procedure Support.

Current achievement

The project has been divided into four phases: 

User Requirement Analysis, High Level System 

Design, Prototype Development, Case Study 

Implementation. At the end of the fi rst phase 

system scenarios, user requirements and sys-

tem requirements have been defi ned.

Expected results

SICMA will deliver a “shoe box” Demonstrator 

(prototype) comprising the modeling and 

analysis tools able to prove, on a case-study 

scenario the need, feasibility, relevance and 

effi  ciency of the proposed approach.

SICMA / Simulation of crisis management activities
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STAR-TRANS

STAR-TRANS / Strategic risk assessment and contingency planning in 

interconnected transport networks 

Project objectives 

The fundamental assumption within STAR-

TRANS is that transportation assets, such as 

airplanes and tunnels, are integral part of 

larger systems. Taken together, individual 

transportation networks form a “network 

of networks”. This provides a basis for an 

integrated EU-wide approach to risk man-

agement in transportation networks that 

would usefully complement and add value 

to the national programmes for critical infra-

structure protection already in place in the 

Member States.

STAR-TRANS’ contribution to the risk assess-

ment process in transportation networks is 

the recognition of the importance that the 

impact of a risk incident might have on the 

assets of the whole ‘network of networks’.

The project outcome will off er important aids 

for decision-makers to determine priorities 

among multiple contingency alternatives by 

evaluating the consequences, (cost, timing, 

resources, etc) of proposed actions. 

A specialised software system will be devel-

oped that will support the end users, and 

network operators needs. 

The objectives of the STAR-TRANS project are: 

To produce a security risk assessment frame-

work for European interconnected and in-

terdependent transportation networks and 

to evaluate the proposed risk assessment 

framework in two cities.

Description of the work 

The aim of proposed transportation security 

risk assessment framework is to formalise 

the linkage between risk incidents, trans-

portation network assets and dependency 

types between assets in order to assess the 

impact of an incident on the aff ected inter-

connected and interdependent networks at 

the ‘network of networks’ level. In particular, 

STAR-TRANS intends to:

 » formalise the impact assessment process 

at the ‘network of networks’ level;

 »develop ICT tools that support the formal-

ised impact assessment process; and

 » trial & evaluate the developed impact as-

sessment process and tools.

The STAR-TRANS’ comprehensive risk assess-

ment approach targets at the security op-

eration of the European transport networks. 

STAR-TRANS’ will be guided by a holistic risk 

assessment methodology for critical infra-

structure for the analysis and assessment 

of common issues for risks, threats and vul-

nerabilities. 

Within the STAR-TRANS’ framework, security 

risk in the integrated transportation net-

works will be defi ned as the combination of:

1. Vulnerability, refl ecting the possibility 

of a risk incident, e.g. terrorist attack, to 

the interdependent and interconnected 

European transport networks, compared 

to the possibility of protecting it through 

inherent or managed safeguards. 

2. Consequences of a successful attack, 

which is defi ned using (i) the possible 

number of causalities / fatalities, (ii) dis-

ruption and recovery time and (iii) the 

economic impact. 

The combined approach of various transport 

networks in one risk assessment tool will al-

low for easy information exchange between 

diff erent networks and infrastructure ele-

ments / facilities.

Expected results

It aims to develop and apply system analy-

sis methods to assess the risk, vulnerability, 

safety and security elements of complex sys-

tems and critical infrastructures supporting 

road, and inter-modal transport. Emphasis 

is given on the study and development of 

open service-oriented architecture and soft-

ware standards to support risk management 

and contingency planning. 

The proposed STAR-TRANS actions in the 

area of transportation security will provide 

the technology basis and relevant knowl-

edge for security capabilities needed in this 

area, while achieving a signifi cant improve-

ment with respect to performance, reliability, 

speed and cost and  will reinforce the Euro-

pean industry’s potential to create important 

market opportunities. 
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STRAW

Project objectives

Europe is confronted with extremely diverse 

threats backed by unseen command structures 

and business-like fi nancing mechanisms. Vari-

ous security agencies concur that information 

is the key to defeating the enemy. This new 

environment has not only created a greater 

need for information but also a greater need to 

share and eff ectively control access to that in-

formation. This is the single greatest challenge 

European Security is facing today. STRAW is a 

Coordination and Support Action under the 

Security Research Theme that aims at providing 

a European Service of Technology Watch (TW) 

on Security Technologies. 

The mission of STRAW is not only advicing 

potencial end-users (public authorities, EU 

security research community and public at 

large) about the fundamental technologies 

but also bring together the defense and se-

curity research industry for developing new 

civil applications.

A main output will be a web-based IT system 

with a TW list and interface for entering data 

on user requirements.

Description of the work 

Several key milestones are specifi ed to achieve 

this objective:

 » Network and panel of experts constitution: 

The Consortium will identify the foremost 

representatives of the Security Sector mainly 

in Europe. Some of them will be invited to 

participate in a panel of experts to validate 

the results of the project. The STRAW network 

will be growing during the whole project.

 » Information Collection: A main task will be the 

collection of relevant information related to 

security technologies, stakeholders and initia-

tives. Members of the network are requested 

to insert in STRAW any documentation that 

they consider to be interesting for analysis 

in STRAW website.

 » Information Analysis: In collaboration with 

the panel of experts, partners will analyze 

the collected information by means of TW 

tools in order to present clear snapshot of the 

relevant security threats and opportunities 

existing on security.

One of the main outputs will be to release a 

reviewed taxonomy on Security (based mostly 

on STACCATO) linked with a Data Base with in-

formation of providers, users and technologies.

 »  Wikibook construction: A wikibook will be 

developed to present the results of STRAW. 

The interactive element of the Wikibook will 

ensure the relevance of the project’s results 

beyond its duration.

 »  Delivery of information: The project’s main 

results will be delivered to the potential us-

ers of the information primarily through the 

STRAW web page and workshops.

Expected results 

Apart from direct results, the following 

events took place:

 » Italian Workshop: This workshop was or-

ganized by Fondazione Rosselli in 2009;

 »Spanish Workshop: The Instituto Nacional 

de Técnica Aeroespacial (INTA) was in 

charge of organizing the workshop in 

March 2010.

For more information, please visit our website.

STRAW / Security technology active watch
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SUBITO

Project objectives

SUBITO will research and develop automated 

detection of abandoned luggage, fast identi-

fi cation of the individual responsible and the 

tracking of their subsequent path.

The consortium, a diverse group of technology 

and implementation experts from across the 

EU, will develop an integrated threat detection 

system that provides a robust, timely alert to 

security personnel. Working closely with the 

end users, the team will design a system that 

is capable of distinguishing between genuine 

threats and false alarms in order to alert the 

user to high priority situations. 

Key objectives are:

 » Find abandoned luggage and identify and 

track the owner.

 » Reduce the number and impact of false 

alarms.

 » Demonstrate automated detection of aban-

doned goods, fast identifi cation of individual 

who left them and fast determination of the 

individual’s location or their path.

 » Demonstrate a scalable route to implemen-

tation.

 » Examine the wider user of technologies for 

explosive threat identifi cation in this context.

 » Examine the use of camera technologies to 

distinguish between threatening and non-

threatening goods, and

 » Manage public perception of this technol-

ogy and its implications.

Description of the work

In recent years, there has been a number of 

incidents where terror organisations have 

planted explosive devices in ordinary bag-

gage to cause immense disruption in mass 

transportation networks and other areas of 

critical infrastructure. 

The threat of unattended baggage has led to 

increased vigilance amongst security personnel 

and the general public to ensure that unat-

tended baggage is reported and investigated 

with utmost urgency. In conjunction with the 

introduction of enhanced CCTV, this has ena-

bled an increase in the breadth and scope of 

data that can be collected at key locations. 

Unfortunately, this has not been matched by 

a corresponding improvement in the capabili-

ties of systems to interpret and fi lter the data. 

This has remained the duty of trained human 

operators who often do not have the capacity 

to process the breadth of data that is received. 

Consequently, the increase in data availability 

has been met by an increase in the number 

of false alarms; situations where unattended 

baggage has been incorrectly considered a 

potential threat. Often, due to the pressure to 

act quickly, the situational data is only analysed 

once a major event has occurred. This has re-

sulted in unnecessary disruption to business 

operations, with associated cost implications 

and a lack of confi dence regarding security 

procedures and equipment.

Building upon existing surveillance technology, 

the SUBITO programme will deliver a demon-

stration of semi-automated data processing 

designed to provide real-time detection of 

goods that have been abandoned. At the same 

time, the system will identify the individual who 

left the goods and will utilise the surveillance 

network to determine the current location of 

that individual and track their followed path. 

SUBITO will improve the effi  ciency of security 

personnel by automatically fi ltering out the 

major false alarms and therefore focusing their 

attention only on credible threats.

Expected results

With the help of our end user partners, SUBITO 

will demonstrate that a solution to this problem 

is achievable using existing infrastructure and 

security technologies from real locations operat-

ing under standard procedures.

SUBITO aims to deliver a generic approach that 

can be also applied to solve similar problems 

in more diverse applications. In addition the 

programme will carry out supporting studies 

investigating the benefi ts of incorporating ad-

ditional sensors and controllable cameras to 

the system.

SUBITO / surveillance of unattended baggage and the identifi cation 

and tracking of the owner
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SUPPORT

SUPPORT / Security upgrade for ports

Project objectives 

SUPPORT aims to raise the current level of 

port security by integrating legacy port sys-

tems with new surveillance and information 

management systems. SUPPORT will provide 

the necessary and suffi  cient security level 

to satisfy evolving international regulations 

and standards while effi  ciently supporting 

the complexity of the real port environment. 

As part of this, SUPPORT will also facilitate 

effi  cient and, where required, real-time ex-

change of security related information within 

the supply chain and between ports and 

authorities.

One aim of SUPPORT is to provide general 

methods and technology supported by 

training services that can be used by any 

European port to effi  ciently enhance its se-

curity level. 

Description of the work 

SUPPORT partners include a number of ports 

that have been selected to represent typical, 

but diff erent operations. Starting from the 

perspective of the partner port operations, 

the project will use a cost-benefi t method 

to identify the main security gaps and will 

describe security measures to maintain or 

augment the effi  cient and secure operation 

of these ports. The approach will combine 

creative and analytical techniques to identify 

as many relevant threats as possible.

After making an inventory of security gaps 

these will be developed into generic port 

security models. The models will be used to 

suggest security upgrade solutions, taking 

into account the cost-benefi t factors of the 

available technology. 

Expected results

Peer-to-peer communication and decision 

support tools incorporating semantic 

technologies will be developed, using as 

far as possible standard open architecture 

software, accessible to all the port 

security stakeholders. The results will be 

demonstrated at the ports of Gothenburg 

and Piraeus. SUPPORT will include policy 

and standardisation proposals and training 

for participating port personnel as well as 

dissemination activities for other ports and 

stakeholders.
©

 H
e

rb
e

rt
 R

u
b

e
n

s 
- 

Fo
to

lia
.c

o
m



147147

Partners

Information

SUPPORT

Acronym : 

SUPPORT 

Grant Agreement N° : 

242112

Total Cost : 

€ 14,629,279.69

EU Contribution : 

€ 9,920,607

Starting Date : 

01/07/2010

Duration : 

48 months

Coordinator : 

BMT GROUP LIMITED

Goodrich House

Waldegrave Road 1

Teddington TW11 8LZ Middlesex

United Kingdom

—

Contact :

Mr Fernando Caldeira-Saraiva

Tel:+442086144244

Fax:+442089779304

E-mail: fernando@bmtmail.com

Website :

http://www.supportproject.info

NAME  COUNTRY

BMT Group Limited United Kingdom

FOI Sweden

Securitas AB Sweden

Valtion Teknillinen Tutkimuskeskus Finland

Marlo A.S Norway

Inlecom Systems Ltd United Kingdom

Norsk Marinteknisk Forskningsinstitutt A/S Norway

Nautical Enterprise Centre Ltd Ireland

Stena Line Scandinavia AB Sweden

Ebos Technologies Ltd Cyprus

Universität Innsbruck Austria

Cargotec Oyj Finland

Valsts Akciju Sabiedriba Latvijas Juras Administracija Latvia

Institut national de recherche en informatique et en automatique France

Marac Electronics, SA Greece

Piraeus Port Authority SA Greece

Gemeente Amsterdam The Netherlands

Europhar GEIE-AEIE Spain

Stichting Ecoports The Netherlands



148

›› Enterprise & Industry

TALOS

TALOS is an innovative, Adaptable Land Bor-

der Large Area Surveillance System based on 

transportable surveillance integrated with fast 

deployable mobile unmanned ground and air 

vehicles which will address new challenges 

of external land borders of the enlarged Eu-

ropean Union.

Project objectives

TALOS project proposes to develop an inte-

grated, adaptable land and large area (includ-

ing devastated environment) surveillance 

system that:

 » Is capable of Detecting, Locating, Tracking 

and Tracing:

• individuals,

• vehicles,

• hazardous substance.

 »Combines remote and autonomous plat-

forms featuring:

• multi sensor data fusion (including bio-

logical and chemical),

• active imaging,

• data Fusion,

• command Control & Communication.

The TALOS project main objectives are as 

follows :

 »To design the Integrated, Adaptable Land 

Border Large Area Surveillance System based 

on Unmanned Ground and Air Vehicles 

(TALOS system).

 »To run research works in the main topics 

addressed by TALOS project, i.e.: Unmanned 

Ground Vehicles, Command and Control, 

Communication, Virtual prototyping. 

 »To implement the core components of the 

designed TALOS system as a proof-of-con-

cept prototype in the Integrated Project (IP).

 »To set-up and run the TALOS demonstrator 

(prototype) that will show the main benefi ts 

of the proposed approach.

 »To promote the usage of TALOS system 

concept all over Europe, and to contribute 

to the on-going eff orts of their standardiza-

tion in Europe.

 »To show the cost-eff ectiveness of the TALOS 

mobile / transportable concept as opposed 

to conventional stationary border surveil-

lance solution.

The main TALOS innovation covers :

 »Scalability – its ability to change easily sys-

tem scale due to changes in the require-

ments and local conditions such as border 

size, topography, density of surveillance 

elements etc. ; 

 »Autonomous capability based on sets of 

rules ( artifi cial intelligence ) - programmed 

to the computers of the Unmanned 

ground vehicules and the Command & 

Control system ;

 »Mobility / transportability - the whole sys-

tem will be Mobile / Transportable installed 

in standard containers, transported on trail-

ers for fast deployment in selected border 

zones (according to intelligence) ;

 »Tactical learning/adaptation behaviour – 

during development process, system will 

be adapted to local operational require-

ments, operators will be interrogated, and 

their needs implemented in system mission 

planning module ;

 »No need for fi x infrastructure or fences – 

TALOS system, owing to its mobility and 

transportability, does not require any fi xed 

infrastructure as well as fences ;

 »Enables response to intrusion in minutes 

– system will respond to intrusion in the 

matter of minutes, not hours ; and

 »Usage of “green” energy – in remote loca-

tions (where it is impossible to connect 

to standard power liens) the energy will 

be drawn from the natural sources e.g. by 

means of solar panels (sunny area), wind 

towers (windy area), water wheels (near to 

rivers). 

TALOS / Transportable autonomous patrol for land border surveil-

lance system
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ITTI Sp. z o.o.  Poland

Offi  ce National d’Etudes et de Recherches Aérospatiales France

Smartdust Solutions Ltd. Estonia

Société Nationale de Construction Aérospatiale Belgium

STM Savunma Teknolojileri Mühendislik ve Ticaret A.Ş. Turkey

Telekomunikacja Polska SA Poland

TTI Norte S.L.  Spain

Technical Research Center of Finland Finland

Politechnika Warszawska Poland
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TASS

TASS / Total airport security system

Project objectives 

TASS is a multi-segment, multi-level intel-

ligence and surveillance system, aimed at 

creating an entire airport security monitor-

ing solution providing real-time accurate 

situational awareness to airport authorities. 

The TASS concept is based on integrating 

diff erent types of selected real time sensors 

& sub-systems for data collection in a variety 

of modes, including fi xed and mobile, all suit-

able for operation under any environmental 

conditions. TASS divides the airport security 

into six security control segments (environ-

mental, cargo, people, airplanes, vehicle-fl eet 

& facilities) each of them being monitored by 

various technologies that are fused together, 

creating a multisource labyrinth fusion logic 

enabling situational and security aware-

ness of the airport anytime and anywhere. 

These fused control segments will be ac-

cessed through the TASS WEB-based portal 

by running a suite of applications making 

the airport security control centralized to 

all airport authorities. The integration will 

include the use of in-place technologies that 

will result in a cost-eff ective solution.

Description of the work 

The overall mission of the TASS consortium 

is to research, develop and illustrate the ca-

pabilities of the data collection tools (which 

are mainly based on sensing real time tech-

nologies), the data fusion mediation system 

and portal and web based applications. TASS 

aims to integrate all these elements into one 

consolidated system where all the collected 

information is analyzed, alerted and viewed 

by the airport C3.

Although the array of sensors used in the 

TASS project consists of sensors based on 

both new and existing technologies, their 

integration and the fusion of their data will 

form an innovative centralized system which 

will provide an effi  cient method for securing 

an airport without aff ecting the passengers 

and fl ow of commerce.  

The aim of this multidisciplinary Integrated 

FP7 Project is to ensure that TASS provides 

the airports’ C3 systems with the actionable 

information that they seek, in order to allow 

an eff ective timely response.     

The envisaged TASS system architecture and 

the research to be performed in TASS con-

sists of 3 main parts: (i) Data collection, sens-

ing and alert technologies which will cover 

the airport, (ii) Data fusion which will gather 

the information generated by these sensors 

and fuse it, to create a comprehensive, real 

time, security overview of the airport and (iii) 

a new TASS C2 portal and related Webbased 

applications which will analyze and display 

the collected data of each operational area. 

During the development stage there will 

be a strong emphasis on the end-user (air-

ports) insights, needs and remarks. Based on 

these requirements, TASS will provide the 

appropriate tools to enable C2 operators to 

respond in real-time to security situations 

in the airport.

The TASS consortium brings together Eu-

ropean airports, innovative SME’s, industrial 

and academic partners. The TASS solutions 

will be tested at several European airports 

including the hub airport Heathrow and Ath-

ens airport, in order to cover a wide range of 

needs at diff erent levels of airport protection. 

The main test at Heathrow airport will in-

volve scenarios including 2 connected to the 

upcoming 2012 Olympic Games in London. 

Expected results

The TASS project aims to create an entire 

airport security monitoring solution while 

increasing the reliability and effi  ciency of 

the security screening while respecting the 

airport passengers’ privacy.

TASS will provide real-time accurate situ-

ational awareness of all airport facilities 

and its surroundings (perimeters, terminal, 

access-points, sensitive areas etc.), as well as 

of its people (passengers, employees etc.), 

vehicles, cargo and airplanes.
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Partners

TASS

Acronym :

TASS

Grant Agreement N° : 

241905

Total Cost : 

€ 15,544,276.60 

EU Contribution : 

€ 8,986,696.15 

Starting Date : 

01/04/2010

Duration : 

48 months

Coordinator : 

VERINT SYSTEMS LTD

Mr. Gideon Hazzani

33 Maskit St Herzliya, 

46733 Israel 

—

Contact : 

Mr. Gideon Hazzani

Phone: +972 9 962 2596

Fax: +972 9 962 4747

E-mail: Gideon.Hazzani@verint.com, 

NAME  COUNTRY

Verint Systems Ltd Israel

BAA Limited United Kingdom

Grupo Mecanica del Vuelo Sistemas S.A. Spain

Rapiscan Systems Limited United Kingdom

Consorzio per la Ricera Nell’ Automatica e Nelle Telecomunicazioni C.R.A.T Italy

National Center for Scientifi c Research «Demokritos» Greece

GMVIS Skysoft SA Portugal

Mentum SA France

Vitrociset Spa Italy

Alcatel-Lucent Italia S.P.A Italy

The Provost Fellows & Scholars of the College of the Holy and Undivided Trinity of Queen Elizabeth near Dublin Ireland

IMEGO AB Sweden

Elbit Security Systems ltd Israel

Athens International Airport SA Greece

Real Fusio France France

Immersion SAS France

Red-M Wireless Ltd. United Kingdom

BAE Systems (Operations) Ltd United Kingdom

Ernst & Young (Israel) Ltd Israel
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TWOBIAS

TWOBIAS / Two stage rapid biological surveillance and alarm 

system for airborne threats

Project objectives 

 The project aim is to develop a demonstra-

ble, modular and “close-to-market” demon-

strator of a stationary, reliable, vehicle-port-

able, low false alarm rate Two Stage Rapid 

Biological Surveillance and Alarm System 

for Airborne Threats (TWOBIAS) for use at 

indoor or outdoor public sites regarded as 

targets for bioterrorist attacks.

The objectives are to:

1. Establish a command and control soft-

ware system for TWOBIAS in order to reli-

ably function at a real-life site.

2. Test and evaluate biodetectors in large-

scale chamber tests, and analyse back-

ground interference detection signals at 

real-life conditions.

3. Enhance the performance of TWOBIAS us-

ing advanced data classifi cation methods.

4. Provide a functional combined two stage 

alarm biological detection and identifi ca-

tion system.

Description of the work 

TWOBIAS includes both detection (BDU – 

biological detection unit) and identifi cation 

(BIU – biological identifi cation unit) schemes:

 » StageONE: First alarm based on best-in-use 

optimized optical BDU (detect-to-warn)

 » StageTWO: Second alarm based on highly 

automated microfl uidic-based platform 

with a molecular BIU (detect-to-treat).

The project, containing six workpackages, 

will enhance the progress of the state-of-

art technology by developing a reliable 

biological surveillance system TWOBIAS in 

order to reduce the total time response for 

fi rst responders by focusing on:

 »assessing the requirements by users; 

 » reducing false alarm rates by improving 

current BDUs using complementary or-

thogonal detector techniques obtaining 

classifi cation of biological threat agents 

during detection;

 »developing improved alarm algorithms for 

existing mature and almost mature BDUs; 

 »combining the improved BDU with a semi-

automatic microfl uidic on-site molecular 

identifi cation unit (BIU) for multiplex iden-

tifi cation of biological threat agents in air 

(second innovation);

 » integrating the optimized BDU and BIU to 

obtain a demonstrator of TWOBIAS; and

 »using real-life conditions for characteris-

ing, improving BDU and performing test-

ing and evaluation of TWOBIAS together 

with users.

Expected results   

 »An integrated BDU and BIU system with a 

two-stage alarm functionality - TWOBIAS.

 »The best-in-use BDU components with ac-

companying alarm algorithms (StageONE 

alarm). 

 »A reliable BIU component – automatic - 

microfl uidic - molecular (after StageONE 

alarm). 

 »No (extremely low) false alarm rates. 

 »A simulation/model of the real-life test site 

and BDU/TWOBIAS.

 »A demonstration of TWOBIAS at a real-life 

test.
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TWOBIAS

Acronym: 

TWOBIAS

Grant Agreement N°: 

FP7 - 242297

Total Cost:

€ 4,935,083.65 

EU Contribution: 

€ 3,577,834

Starting Date: 

01/07/2010

Duration:

3 years

NAME  COUNTRY

FFI Norway (lead)

Centre d’Etudes du Bouchet, DGA France 

Dycor Global Solutions Ltd , DGS Cyprus

TNO The Netherlands 

Q-Linea, QL Sweden

SUJCHBO, SCB Czech Republic

FOI Sweden

Thales, TRT og TSS France

Uppsala University, UoU Sweden

Coordinator : 

NORWEGIAN DEFENCE RESEARCH ESTABLISHMENT 

FFI

Norway



Contact:

Janet Martha Blatny

Tel: +47 63807827

Fax: +47 63807509
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UNCOSS

Project objectives 

The waterways are becoming more and crucial 

for coastal economy and paradoxically, such 

areas remain very vulnerable to terrorism at-

tacks especially against underwater IED threats. 

Coastal regions such as in southern Europe and 

south-east Asia are contaminated by diff erent 

ammunition left on the sea bottom after war 

activities from World War I, II and more recent 

confl icts. This represents a constant threat to 

the sea traffi  c, fi shermen, tourists and local 

populations. The objects on the sea bottom 

are of diff erent nature and include torpedoes, 

airplane bombs, anti-ship mines, grenades, gun 

fuses, ammunition and projectiles of diff erent 

calibers. For example, it is estimated that there 

are at least 130 000 tons of explosive devices in 

the eastern coastal waters of the Adriatic Sea. 

This dramatic pollution weakens the economic 

development capacity of such regions.

A major challenge is to provide new tools for 

keeping naval infrastructure safe: harbours, 

ships, coastal areas, ferry terminals, oil and gas 

terminals, power/nuclear plants, etc. The main 

objective of UNCOSS project is to provide tools 

for the non-destructive inspection of under-

water objects mainly based on neutron sensor. 

This technology used has already been experi-

mented for Land Protection (especially in the 

frame of FP6/Euritrack project). The application 

of this technology for underwater protection 

will be a major achievement. 

The classical approach for underwater IED de-

tection is mainly based on sonar detection (de-

rived from military development for mine clear-

ance) which can not guarantee if unattended 

objects contain explosive. The identifi cation/

classifi cation of underwater objects using clas-

sical sensors such as sonar and video cameras, 

becomes more and more diffi  cult when fac-

ing asymmetrical attacks. The UNCOSS project 

is a cost-eff ective response to new terrorism 

threats and provides a fundamental technol-

ogy for the global issue of maritime surveillance 

and port/naval infrastructure protection.

There is no specifi c device capable of identify-

ing explosive contents of submerged UneX-

plode Ordnance (UXO) therefore Explosive Ord-

nance Disposal (EOD) teams at present have 

to remove the objects without knowledge of 

the explosive charge presence. 

Expected results   

The end product of this project will be a pro-

totype of a complete coastal survey system 

that will make use of a specifi cally designed 

underwater neutron sensor capable of confi rm-

ing the presence of explosives on the bottom 

of the sea, either visible or partially covered 

UNCOSS / Underwater coastal sea surveyor

Figure 1: Torpedo from the World War II

Figure 2: Antiship mines

Figure 3: ECA’s innovative mine killer 

with tiltable head

Figure 4: ECA OLISTER MIDS Identifi cation and 

destruction of mines

Figure 5: H1000, 1000m rated, remotely

controlled subsea inspection vehicle (ROV)

fi g.1 fi g.2fi g.2

fi g.3 fi g.4

fi g.5

by sediments. Such a device will allow a safer 

and more effi  cient removal of explosive de-

vices from the sea bottom of the ports and 

elsewhere. 

The fi nal demonstration campaign shall per-

form in Croatia under the supervision of the 

IRB which shall be responsible for the manage-

ment of all licensing and authorization issues. 
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UNCOSS

Acronym :

UNCOSS

Grant Agreement N° : 

218148

Total Cost : 

€ 4,520,000 

EU Contribution : 

€ 2,780,000

Starting Date : 

01/12/2008

Duration : 

36 months

NAME  COUNTRY

CEA France

ECA S.A. France

Ruder Boskovic Institute Croatia

Laseroptronix Sweden

Jozef Stefan Institute Slovenia

A.C.T.d.o.o. Croatia

Port Authority Dubrovnik Croatia

Port Authority Bar Montenegro

Port Authority Vukovar Croatia

Coordinator : 

CEA

Le Ponant de Paris

25 Rue Leblanc

F-75015 Paris Cedex 15

France

—

Contact : 

Guillaume Sannie

Tel: +33169085188
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VIRTUOSO

VIRTUOSO /  Versatile information toolkit for end-users oriented 

open sources exploitation

Project objectives 

The VIRTUOSO Project aims to provide an in-

tegrated open source information exploita-

tion (OSINF) toolbox to European authorities 

working in border security. This toolbox will 

extend the “security distance” of Europe’s bor-

ders by allowing EU agencies and member 

states to anticipate, identify and respond to 

strategic risks and threats in a timely manner. 

In short, the project aims to:

1. Improve the situational awareness of 

those organisations and individuals 

charged with securing Europe’s borders.

2. Help anticipate risks such as terrorism, ille-

gal migration and the traffi  cking of goods 

and people using OSINF. 

3. Create the kernel of a pan-European 

technological platform for the collec-

tion, analysis and dissemination of open 

source information, thus ensuring greater 

interoperability among European actors 

involved in border security.

4. Provide the tools for crisis management 

response if anticipation fails or in the event 

of a rupture scenario. 

Description of the work 

The VIRTUOSO Project places consider-

able importance on the involvement of 

end-users. The project will be developed 

incrementally in response to their specifi c 

requirements. 

During the fi rst end-user requirements 

phase, a state-of-the-art set of tools will be 

demonstrated to help end-users better un-

derstand the utility of the VIRTUOSO toolkit.

Three versions of the VIRTUOSO Toolkit will 

be delivered:

 » VIRTUOSO-V0: A very basic version of the 

framework, integrating basic functions and 

demonstrating its potential.

 » VIRTUOSO-V1: A fi rst version of the frame-

work integrating some operational func-

tions.

 » VIRTUOSO-V2: A second version of the 

framework with all operational functions 

adapted and/or developed.

Work Packages:

 » WP0: Management

 » WP1: End-users requirements (10 work-

shops organised with end-users)

 » WP2: Architecture and infrastructure tools

 » WP3: Privacy, ethical and legal aspects

 » WP4: Data acquisition

 » WP5: Processing

 » WP6: Knowledge management

 » WP7: Decision support and visualization

 » WP8: Integration and demonstration

 » WP9: End-Users validation (10 workshops 

organised with end-users)

 » WP10: Dissemination 

Expected results    

This seamless OSINF platform will aggregate, 

in realtime, content from the internet, lead-

ing subscription providers, and broadcast 

media. This content will be fi ltered and ana-

lysed using text mining and other decision 

support technologies to improve situational 

awareness and provide early warning to end-

users. 

The project’s deliverables include a dem-

onstrator of the VIRTUOSO toolkit (one that 

integrates various information services and 

intelligence applications) and full documen-

tation on the platform itself.

The core platform will be freely available 

as open source software at the end of the 

project.
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VIRTUOSO

Acronym: 

VIRTUOSO

Grant Agreement N°: 

242352

Total Cost: 

€ 11,510,542.25 

EU Contribution: 

€ 7,999,182.55 

Starting Date: 

01/05/2010

Duration: 

36 months

Coordinator : 

CEA LIST

Commissariat a l’énergie atomique

Centre de Saclay- Bât 476

F91191 Gif-Sur-Yvette Cedex

France

—

Contact : 

Géraud Canet 

Tel: +33 1 46 54 82 59

Fax: +33 1 46 54 75 80

E-mail: geraud.canet@cea.fr

NAME  COUNTRY

CEA France

EADS Defence and Security Systems France

ATOS Origin Sociedad Anonima Espanola Spain

Mondeca France

Newstin a.s Czech Republic

SAIL Technology AG  Austria

Aalborg University Denmark

Thales CommunicationsBertin Technologies France

Stichting Katholieke Universiteit / Brabant Universiteit Van Tilburg The Netherlands

TNO The Netherlands

Ingeniería de Sistemas Para la Defensa de Espana SA – ISDEFE Spain

Hawk Associates Limited United Kingdom

Compagnie Européenne d’Intelligence Stratégique – CEIS France

Universita Degli Studi di Modena e Reggio Emilia Italy

Columba Global Systems Ltd.  Ireland

Thales Research and Technology  France
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WIMA2S

Project objectives

WiMA²S addresses primarily the urgent need 

to control illegal immigration and human traf-

fi cking by sea, in the context of the Integrated 

Border Management. In line with the EU Mari-

time Policy, it also contributes to other public 

service missions: shipping safety, search and 

rescue, protection of the marine environment, 

fi sheries monitoring, interception of illegal 

trade and smuggling arriving by sea.

WiMA²S aims in particular at developing key 

technologies to prepare the future for the 

operational use of Unmanned Air Vehicles 

(UAVs) and innovative mission aircraft

WiMA²S takes into account the operational 

end-user requirements and the need to de-

velop strong European capabilities in mari-

time surveillance.

Taking into account that:

 »  To build a maritime picture, detection and 

identifi cation phases are mandatory.

 »Air assets are unique for wide area maritime 

surveillance: they are the only one which 

can provide situation awareness over ex-

tended areas because of their endurance, 

speed and their capacity of reliable long 

distance detection accuracy; they can be 

directed to areas of interest, as close as 

possible from the threat point of origin, 

and have the fl exibility to react to the 

situation, performing close-up inspection 

when needed.

 »Shortfalls of surveillance capacities of EU 

wide maritime areas concerning respon-

sibilities in border security, illegal immigra-

tion, fi sheries control, pollution, terrorism,…

 »Lack of air assets for surveillance and their 

relatively high costs.

 »UAVs can be a very attractive technical solu-

tion for maritime surveillance — however, 

one of the main obstacles is integration in 

the European Air Traffi  c.

Description of the work

WiMA²S proposes solutions to these issues by:

 »Developing original and innovative tech-

nological solutions to increase airborne 

maritime surveillance effi  ciency while re-

ducing costs.

 »Filling the gap between Piloted Mission Air-

craft and UAVs for maritime surveillance, 

and preparing concepts for using UAVs with 

remote control mission system operation 

and combining these with existing mari-

time surveillance systems.

 »Partly simulating and partly demonstrating 

— including a fl ight demo of a UAV — the 

concept with End-Users feedback.

 »Analysing the cost effi  ciency in support of 

the feasibility of the concept.

 »Reporting a road map in the fi nal report for 

further technological projects in the priority 

topic of maritime surveillance.

WIMA²S / Wide maritime area airborne surveillance
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WIMA2S

Acronym :

WIMA2S

Grant Agreement N° : 

217931

Total Cost : 

€ 3,997,523 

EU Contribution : 

€ 2,737,169 

Starting Date : 

01/12/2008

Duration : 

36 months

Partners 

Coordinator : 

THALES AIRBORNE SYSTEMS S.A

25 Avenue Gustave Eiff el

FR-33608 Pessac

France

—

Contact : 

Gilles JURQUET

Fax : +33(0)5 - 57 26 71 60

E-mail : gilles.jurquet@fr.thalesgroup.com

Website :

www.wimaas.eu

NAME  COUNTRY

Thales Systemes Aeroportes S.A France

SELEX GALILEO Italy

Dassault Aviation France

SENER Ingeneria y Sistemas Spain

FOI Sweden

Fraunhofer IITB Germany

JRC Belgium

Air Force Institute of Technology Poland

EUROSENSE Belgium

SATCOM1 Aps Denmark

SETCCE Slovenia

Aerovisión Vehículos Aéreos S.L Spain

Thales Communications S.A. France

Mediterranean Academy Of Diplomatic Studies Malta
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S E C U R I T Y  R E S E A R C H  P R O J E C T S

under the 7th Framework Programme for Research

Investing into security research for 
the benefi ts of European citizens

—

Further information  available at: http://ec.europa.eu/enterprise/security/index_en.htm
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